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Mpegaucnosue 


C Hayana 1990-x rogoB UNdpoBble NHCTpyMeHTbI 
wu WUHTepHet, KaK MO Hux hoToannapaT u Tenedou, 
npovzBenu pesonioyvio B NonyyeHuu, cOope u 
pacnpoctpaHeHuw UHdopmaynn oO HapylieHuAx 
npaB 4YenoBeka MU Apyrux cepbe3HbIX HapylieHUAX 
Me>*KAYHapOAHOrO NpaBa, BKNOYaA MeKAYHApOsHble 
npectynneuua. 


CerofHa nua, NPOBOAAWNe paccnegoBaHuA, MoryT 
NONyYUNTb FaHHble O NOTeHUMabHbIX HapyLeHUAX 
npaB yenoBeka VU Apyrux cepbe3HbIX HapyLieHNax 
mMexKAYHapOAHOro NpaBa, BKNO“aA MexKAYHApOAHble 
npectynneHua, “3 OFpOMHOrO KONMYeCcTBa OOLIe- 
AOCTYNHbIX CNYTHUKOBbIX V300paxKeHNN, BUAeO U 
dotorpagun, Bknio“aA MaTepuanibl, 3arpyKeHHbIe B 
UHTepHeT CO CMapTdOHoB, VU NocTbI Ha NNaTbOpMax 
COLWMasbHbIX CeTeN. ITO NOMoraeT paccneAoBaTenAM 
o6ouTu rocygapcTBeHHble U Apyrue TpaguyMoHHble 
cTpyKTypbl, KOHTponupyiowwe notToK NHdop- 
Malu, “ nonyuntb, B TOM 4uNcne B pexkKUMe pearb- 
HOro BpeMeHM, AOcTyn kK KNIOYeBOUN UHhopmaLnn oO 
npaBOHapylWeHUAX, KOTOpaA B MPOTUBHOM cnyyae 
ocTaslacb 6bI CKpbITOM OT OOLECTBEHHOCTH. 


OgHako UMNdpoBble AaHHble U3 OTKPbITbIX NCTOU- 
HUKOB WUCnoNb3ylOTCA B OCHOBHOM CWUTYaTUBHO, 
NOCKONbKYy NpaBo3alVTHbIe OpraHv3ayun, MexKnpa- 
BUTENbCTBeHHbIe OpraHbl, MexXaHV3MbI paccnego- 
BaHU VW Cyfbl NOPON CTaNKUBaloTCA C TPyAHOCTAMU 
npuv agantayuu cBoew pabouen npakTuku Ana BKNIO- 
YeHUA B Hee HOBbIX LINMPOBbIX MeTOAOB yCTaHOB- 
N@HMA UV aHanu3a dakToB. OgHa U3 CaMbIxX CePbe3HbIXx 
npoOnem — 3T0 ObHapyxkeHve uv BepnduKkaynA 
COOTBETCTBYIOLUINMX MaTepvanoB B YCNOBUAX pactTy- 
uero O6bema UHhOpmaynn B UHTepHeTe, OCOOeHHO 
CHATbIX Ha CMapTPOHbI MU Apyrve MOOunbHble ycTpoi- 
cTBa doTorpadun uw Bugeo, HeKOTOpbie U3 KOTOPbIXx 
MOTI OKa3aTbCA OObEKTOM MaHUNynAyNN WIN ObITb 
HEBePHO aTpuoyTMpoBaHbl. 


Mexay Tem nosBneHue MexKAYHAaPOAHbIX yrONOBHbIX 
CyOB U MexaHU3MoB paccnegoBaHnn, a Tak>Ke Haly- 
OHasIbHbIX NOApa3sqeneHun no paccnegoBaHuto 
BO@CHHbIX MpectynneHun ele OonbuIe ycununo 
noTpeG6HOcTb B OOLINx CTaHAapTax AA COopa, Coxpa- 
HeEHMA VM aHasIN3a OTKPbITbIX HAHHbIX, KOTOPbIe MOryT 
ObITb MpeActaBneHbl B Ka4eCcTBe MOKa3aTeNbCTB 
B yrONOBHbIX Mpoueccax. {nA Toro uTOObI TaKue 
OTKPbiTble MaHHble MOF ObITb NPUHATHI B KavueCcTBe 
AoKa3aTenbcTBa B Cyfe, OOBMHUTeNM MU 3aLVTHUKU, 
Kak MpaBuno, GOKHbI UMeTb BO3MOM%KHOCTb yCcTa- 
HOBUTb UX NOANWHHOCTb UM Yenouky o6ecneyeHuA 
wx cOoxpaHHocTu. Hafnerxkaujee vcnonb30BaHue u 


o6pabotka 3TUX MaTepNaNOB 3HAYUTeENbHO NOBbICAT 
BEpOATHOCTb TOrO, YTO OHM MOryT ObITb VWcnoNb- 
30BaHbI OOBUHUTeNAMU VW 3aLMTHYKaMu. OfHako, 
CCAM NPVMeHAIOTCA HeHagerKHbIe MeTOgbI COOpa u 
coxpaHeHuaA UVHdopmMaunu, OHA HE MOMKET CUVITATbCA 
AOCcTOBepHOoN Ana Yenen yctaHoBneHuaA dakTOB nO 
geny. Ona cygoB UU MexaHv3MoB paccnegsoBaHun 
OyAyT None3HbI YeTKNe KPUTEPUN OL|EHKM BECOMOCTU 
OTKPbITbIX MAaHHbIX B KAUeCTBe BOKa3aTenbcTBa NU00 
npvyactHoctu kK MpectynneHuto, nu6o ero coBep- 
weHua. Kpome Toro, oOuwjMe metTogonoruyueckne 
CTaHgapTbI B OOnacTu NogATBep»KAeHNA NOANUHHOCTU 
uv Bepudukayun cTaHyT NOACNOpbem Ana muccui no 
ycTaHOBneHulo dakTOB B OONaCcTM NpaB YenoBeka, 
KOTOpble TakxKe BCe Yale UCNONb3ylOT OTKPbITbIe 
LUNdpoBble AaHHble B CBONX paccnegoBaHunAx. 
Komuccuuw no paccnegoBaHuio, npaBo3alViTHble 
KOMNOHeHTbI ONepayvn no noggepxaHuto miupa, 
oTgeneHuaA YnpaBneHuA BepxoBHoro KOMMUCCapa 
OpraHv3zaunuu OObeguHeHHbIx Hay no npaBam 
yuenoBeka (YBKIY) Ha mectTax “ Apyrue ycunua Opra- 
HU3alUn OObeANHeHHbIX Halu NO MOHMTOpUHTYy uu 
paccneyoBaHuto HapylwieHUM npaB 4YenoBeka MOryT 
v3zBne4b NONb3y U3 Haserx*kHbIX MeTOAONOMMYeCKUXx 
NpVvHUVnoB W nogxog0B Ana obecneyeHuA OOOCHO- 
BaHHOCTM M BECOMOCTH CBOUX BbIBOLOB. 


Ana peweHvA 3TON 3aqa4uN Haw yupexkgeHuA, 
LleHTp no npaBam YenoBeka npu LUkone npaBa Kanu- 
mopHuicKkoro yHuBepcuteta B Bepknu u YBKIIY, 
oObeauHunN ycunua Ana nyOnukayun «MpotoKona 
Bepknu no BegeHuto paccnesoBaHun Cc Ucnonb30Ba- 
HUeM OTKPbITbIX LIVPOBbIX AaHHbIX: NpakTNYeckoe 
PpykKOBOACTBO NO dsddekTUBHOMy MCcnoNb30BaHuUI0 
OTKPbITbIX LI“MPOBbIX AaHHbIX NPY paccnesoBaHuu 
HapyWeHUM MexKAYHAapOsHOrO yronoBHoro NMpaBa, 
Me*KAYHapOAHOrO NpaBa NpaB YenoBeKa MU MexkAyHa- 
POgHoro ryMaHUTapHoro NpaBa». NyTb, npuBeAuun 
K 3TOW nyOnukaunu, HaYancA B Kamnyce BepKnu 
B 2009 rogy, Korga LleHTp no npaBam uenoBeka 
coOpan BMecTe 3KcnepToB B OONacTu NpaBa, co3fa- 
Tene TeXHONOrM, *KyYPHANUCTOB VU aKTMUBUCTOB ANA 
pa3pa6oTKu cTpateruim ucnonb30BaHnA LINdpoBbix 
TeXHONOrMMN U MeTOANK ANA BbIABNeHUA MU DOKyMeH- 
TUPOBaHNA HapylWweHuM NpaB YenoBeka. C Tex nop 
LleHTp no npaBam 4YenoBeka NpoBen cepuio Mex*KANC- 
UvnAVHapHbIx pabdounx coBelaHv B  COTpyy- 
HuYecTBe C PAMZOM >3KCNepTOB NO TeXHNYeCcKUM, 
npaBoBbIM U MeTOAONOrMYeCcKUM BONpocaM, B TOM 
uvcne u3 YBKMY, gna KonneKTUBHOrO O6cy*AseHuA, 
pa3pa6oTKM HOBbIX VHCTPyMeHTOB VM onpeAeneHna u 
YTOUHEHNMA KPUTepueB, CTAaHAapPTOB UM MeETOAOB BbIAB- 


Npotokon Bepknu no BegeHuto paccnegoBaHui C UCNONb30BaHUeM OTKPbITbIX LIUPOBbIX FaHHbIX 


Ne@HNA, OL|GHKM, NDOBEPKU VM COXpaHeHMA OTKPbITbIX 
UNdpoBbix AaHHbIX ANA AOKyMeHTMUpOBaHNA Hapy- 
WeHUM NpaB YenoBeKa UW NpvBNneyeHUA BUHOBHbIX 
K OTBETCTBEHHOCTH. ITOT NPOWECC XOPOWO cornacy- 
eTca c ycunuamu YBKIIY no pa3spaboTke pyKOBOACTB 
MW WHCTPYMeHTOB ANA nogAAepxKKN UW KOHCYyNbTUpO- 
BaHUA KOMUCCUM nO paccnegoBaHulo UW MUCCUN 
no ycTaHoBneHulo dakToB OpraHu3ayun Obbegn- 
HeHHbIX Hay, a TakwKe coTpygHukoB YBKIMMY B ux 
Bce 6o0nee WNPOKOM UCnONb30BaHNN OTKPbITbIX 
AjaHHbIX B paOboTe NO ycTaHOoBNeHuio dakTOB U 
paccnegoBaHnax. 


B pa3pa6oTke Mpotokona Bepknu npuHanu yuactue 
cneuManuctbl Cc pa3nMYHbIM MpodeccuoHasbHbIM 
OnbITOM, lopvguuecKuM WU KyNbTyPHbIM OadKrpa- 
YHHOM, Ppa3HOW TeHAePHON NpMHagnexKHOCcTU U 
pa3HbIxX HaL|MOHaNbHOCTeN; ObINO NPOBeseHO Gonee 
150 KOHCyNbTayMn Cc SKCNepTamMu MW nonyyeHbi MaTe- 
PNaNbl OT OCHOBHbIX 3aVHTeEPeCOBaHHbIX CTOPOH, 
BkniouaA =cneuManuctoB OpraHv3ayuvn Obdbegu- 
HeHHbIX Haun no paccnegoBaHuio HapylWeHun NnpaB 
yenoBeka. Kpome Toro, B OCHOBy 3TOM NyOnuKkayuu 
nonoxwKeH OMbIT cnelywanu3supoBaHHbIx pabounx 
rpynn u3 Cekyuu no Bonpocam MeTogonoruu, obpa- 
30BaHUA MU NpodeccuoHasbHOU NogrotoBkKu YBKMY u 
KaHyenapun Mpokypopa MexayHapogHoro yronos- 
Horo cyfa. B cooTBeTCTBUM Cc MexkAYHAapOAHbIMU 
cTaHfapTtamu pa3pa6oTKN HOBOM MeTosONOruNU 
YBKNY u LleHtp no npaBam yYenoBeka npoBenu 
TWATeNbHOe PeLeH3UpoBaHue, pesakTUpPOBaHue VU 
npoBepky Mpotokona Bepknu. 


UcxofaA v3 coBMecTHoro nogxoga B IlpotoKone 
Bepknu chopmynupoBaHbl MexkAYHapOmHble cTaH- 
AapTbl NnpoBeseHvA OHNAaNH-paccnegoBaHunN npeg- 
nonaraembix HapywieHvW MexKAYHAapOAHOrO NpaBa 
npaB 4YenoBeka, Me*KAYHAapOAHOrO ryMaHUTapHOroO U 
yrOnoBHoro npaBa. B HeM cofepxKaTcA TakxKe PeKO- 
MeHgauuu no MeTogonorun u npodeccuoHanbHomy, 
lOPUANYECKU KOPPeKTHOMY VU STUYHOMY NpoBeAeHUIO 
npouegzyp c6opa, aHanv3a Uv coxpaHeHuA LUdpoBon 
uvbopmaunnu. HakoHeu, Mpotokon BepKnu yctaHaB- 
JIUBaeT MepbI, KOTOPbIe MOryT NPUHATb CNeyNanuctpl 
nO OHNaNH-paccnegoBaHuaM AA 3alVTbI UNdpoBon, 
du3vuyeckon U NcuxOCcOL|WaNnbHON 6e30nNacHOCTN Ux 
camux W Apyrux nuu, BKnioYaA CBugeTenen, *epTB 
wv mMu, NepBbiMu pearupyrouMx Ha HapylweHua 
(Hanpumep, rpaksaH, AKTUBUCTOB MU >%KYPHaNMCTOB), 
KOTOpbIe PUCKylOoT CBOMM Onarononyyuvem, AOKy- 


3puk CroBep 
AupektTop dakynbteta, LleHTp No npaBam YenoBeka Npu 
LUkone npaBa KanudopHuickoro yHuBepcuteta B Bepxnu 


MeHTUpyA HapylieHuA NpaB YenoBeka VU Cepbe3Hble 
HapylweHuA MexKAYHapOAHOrO NpaBa. 


Mpotokon Bepknu cnegyetT no cTtonam AByx npesbi- 
Ayuwyux npotoKonos OpraHu3zayun ObbegNHeHHbIXx 
Haywn: MunHecotckoro npotoKona no paccnego- 
BaHUlO NPeANONOMKUTeNbHO HE3aKOHHOrO AMLWeHNA 
%*U3HN (1991 rog, OOHOBNeH B 2016 rogy) u PyKo- 
BOACTBa MO addekTMBHOMy paccnegoBaHulo u 
AOKYMeHTMpOBaHUlO ~MbITOK MU Apyrux MKeCTOKMX, 
OecuenOoBeYHbIX UNM YHM>KalOLMxX AOCTOMHCTBO 
BYUQOB OOpawieHuA UM Haka3aHuA (CtramOynbcKun 
npotokon) (1999 rog, O6HOBNeH B 2004 rogy). MuHHe- 
COTCKNUM NMpoTOKON, pa3paboTaHHbIN topvictamu u 
cygmMepakcneptamu, 3aHWMaBLUAMUCA = MONCKOM 
vcue3HyBLUUX ML, B 1980-x rogax, ycTaHaBsIMBaeT 
Me*KAYHapOAHble CTaHAapTbl UW npoueg”ypb! NpoBe- 
AeHUA MeAuKO-lopugnyeckux paccnegsoBaHun nop7o- 
3PUTeNbHbIX CMepTe unu cMepTen 6e3 cBugeTenen, 
a TakKKe CY KUT UHCTPYMeHTOM OL|EHKM AOCTOBep- 
HOCTU pe3ynbTaTOB TaKUX PaccnegoBaHuN. AHano- 
rM4HbIM O6pa30m CTambynbcKU NPOTOKON COAep KUT 
PYKOBOAALINe yKa3aHuA AA NpakTUKyIOLUx Bpayen 
VU 1OPUCTOB O TOM, Kak PacnO3HaBaTb VU AOKYMeHTUpo- 
BaTb du3uyeckue MU NCUXOCOL|MaNbHble NocnegACcTBUA 
nbITOK, YTOObI HOKyMeHTAaL|MA MOra CHy>KVITb BECKUM 
AOKa3aTeNbCTBOM B cyfe WIM B Apyrux KOHTeKCTAX, 
BKNIOUaA PaccneAOBaHNA VU MOHUTOPUHT HapylWeHui 
npaB YenoBeka. Bce Tpu NpoTOKONa OCHOBaHbI Ha 
y6e>*AeHuy, YTO HayKa, TEXHONOrMN VU NpaBo MoryT — 
MU 4ONKHbI — paboTaTb BMecTe Ha ONaro NpaB Yeno- 
Beka. Kak “ npegblgyuyve npotoKonbl, MpotoKkon 
Bepknu 6ygeT AoctyneH Ha OduMaNbHbIx A3bIKaX 
OpraHv3auun OObeguHeHHbIx Haywn, uToOb! obner- 
UUTb ero UCNONb30BaHNe WU NpvMeHeHMe BO BCeM 
mupe. 


Mbi Hageemca, YUTO B MUPe, KOTOPbIM CTAHOBIUTCA 
Bce 6onee UNdpoBu3upoBaH, MpotoKon Bepknu 
nomoxeT cneuvanuctam, BegyYLWM paccnegoBaHnA 
B VUHTepHeTe, Oyfb TO tOplcTbI, NpaBo3alUTHUKH, 
>%KypHanuctbl vnu Apyrue nua, pa3spaboTaTb u 
BHeAPUTb addekTUBHble NPoLeAypbl AOKyMeHTUpoO- 
BaHMA MU NpoBepKUY HapywieHunM MexAyHapoAHoro 
npaBa npaB 4YenoBeka, Me*KAYHAPOAHOLO ryMaHuTap- 
HOro U yrOnOBHOrO NpaBa, MaKCUMasIbHO VUcnoNb3yA 
OTKPbITbIe LIVMpoBble AaHHble, YTOObI ANVLa, BUHO- 
BHble B TaKMxX HapylWeHMAX, Morn ObITb CnpaBeg- 
NUBO NpuBneueHbI K OTBETCTBEHHOCTH. 


Muwenb Bauenet 
BepxosBHbii Komuccap OpraHu3ayuu O6beANHeHHbIX 
Haun no npaBam YenoBeKa 


Pe3iome 


PaccnefoBaHuA Cc WUCNONb30BaHNeM  OTKPbITbIX 
Ld poBbIx AaHHbIX — STO paccnegoBaHuaA, KOTOpbIe 
NONHOCTbIO VIN YaCTUYHO onMpatoTcA Ha OOuJe- 
AoctynHyio §=69vHdopmMayuio)§=6AnA =o MpoBefleHua 
®opManbHoro uM CUCcTeMaTMYeCcKOrO OHNaNH-noucka 
UHbopmaunn o npeAnonaraemom npaBoHapylweHun. 
CerofHaA Oonbuuine OObeMbI OOLIeEROCTyNHON UHdop- 
Malu umMeloTca B UHTepHete, rye ObICTpO pa3BUBa- 
rtOlUaACA LIUdpoBaA CpeAa CnocobcTByeT NOABNeEHUIO 
HOBbIX BUZOB VU UCTOUHUKOB UHdopmauunu, KOTOpbIe 
MOryT NOMOUb B paccnegoBaHuu NpeAnonaraembix 
HapyWeHUM npaB YenoBeKa MU cepbe3HbIX mMexKsy- 
HapOgHbIx mpectynneHun. BO3MOMKHOCTb paccne- 
AOBaHNA = Takux NMpegAnonaraembix HapyweHni 
npegctaBnaAet ocobyto WeHHOCTb ANA cnegoBatenen, 
KoTOpbie mu3nueckKA HE MOryT CBOeBPeEMeHHO 
oOpatbca AO Mecta npectynneHuaA, Kak 3TO YaCTO 
ObIBaeT NPY NpoBeseHuN MexAYHApOAHbIX paccne- 
AoBaHnn. 


OTKpbiTble MaHHbIe MOryT CAyKUTb OCHOBON Bepcun, 
nogTBep*kAaTb pa3BeAbIBaTenbHyloO UHdopmalnio 
YU CAYKUTb MPAMbIM OKa3aTeNbCTBOM B_ Cysax. 
OgHako ANA ux UCcnoNb30BaHNA B OduULINaNbHbIx 
npoueccax paccnegoBaHun, BKnIOYaA lopugnyueckne 
paccnegoBaHuaA, MUCCUM NO ycTaHOBNeHUlo dakTOB 
uw KOMUCCuM NO paccnegoBaHuio, paccnesoBaTenu 
AONKHbI UCNONb30BaTb NOCNeAOBaTeNbHbIe MeTOADI, 
KOTOpble KaK NOBbILUAIOT TOUHOCTb UX BbIBOAOB, Tak 
YU NO3BONALOT CYHbAM VU ApyrumM AuMuamM, ycTaHaBnu- 
BalOLIMM dakTbI, NyUWe OL|EHUTb KaY4eCTBO CaMoro 
npouyecca paccnegoBaHua. [lpotoKon BepKnu 
no BefeHuio paccnegoBaHun c uUcnonb30BaHvem 
OTKPbITbIX LINPPOBbIX AaHHbIX ObIN pa3paboTaH 
ANA ycTaHOBNeHvA MeKAYHAPOAHbIX CTaHAapTOB 
“W mpefoctasneHuA pekoMeHAayWMnN cneunanu- 
cTaM, 3AHVMaloLUMMCA paccnegoBaHuaAmy B oOnacTu 
Me*KAYHapOAHOrO yronoBHoro nNpaBocyguA uu npaB 
yenoBeka. Takve nUlja NpegsCcTaBnaloT pa3znuuHble 
yupekgeHua, BkniouaA CMU, rpynnbl rpaxkfAaHckoro 
oOujecTBa U HenpaBuiTenbcTBeHHbIe oOpraHu3zaluu, 
Me*KAYHapOAHble OpraHv3zalMu, cyfAbl, a TakxKe 
HaLIMOHaNIbHbIe UW MexKAYHAPOAHbIe CNeACTBeHHbIe 


opraHbl. YcTaHOBNeHNe NocnegsoBaTenbHbIxX MU U3Me- 
PUMbIX CTaHAapTOB ANA nog_gAepx*kKu STOW Mex*KAMC- 
UvnnUHapHoN cdhepbl no3sBonAeT nepeBecTu Ha 
npodeccuoHanbHyto OCHOBY NpakTuky NpoBeAeHNA 
paccnegoBaHun Cc WCnOMb30BaHMeM  OTKPbITbIX 
LIN@POBbIX DaHHbIx. 


XOTA pyKOBOACTBa UM ObyYeHNe, NMOCBALIeHHbIe 
UCNONb3OBaHUIO =KOHKPeTHbIX WHCTPYMeHTOB VU 
nporpamMMHoro oGecneyeHuA, ABNAIOTCA BaxKHOU 
YaCTbIO MOBbILIEHMA KayYeCcTBa paccnefoBaHuN Cc 
UCNONb3OBaHNeM = OTKPbITbIX LIAMPOBbIX AaHHbIX, 
Npotokon Bepknu NocBALeH HE KOHKPeTHbIM TeEXHO- 
noruam, nnaTbopmam, nporpamMHomy obecneueHuio 
WU VHCTpyMeHTaM, a CKOpee OCHOBONONaralolumM 
Npvkyvnam uv mMeTOANKaM, KOTOpbIe MoryT nocne- 
AOBaTenbHO MpviMeHATbCA AakKe NPY u3zsMeHeHUNU 
camou TexHonorun. B 3sTUX NPYHUMNAX U3ZNOKeHbI 
MUHMManbHble NpaBoBble U JTMYeCKNe CTaHAapTbl 
npoBefeHuaA addekTMBHbIx paccnefoBaHun Cc 
UCNONb3OBaHNeM OTKPbITbIX AaHHbIX. CneAyA yka3a- 
HUAM [potoKona BepKnu, nua, BeAyuve paccnego- 
BaHMA, CMoryT O6ecneunTb KaYeCTBO CBOeN paboTHl, 
MUHUMU3upyA Np sTOM u3znyeckue, NCMXOCOLY- 
asIbHbIe UU LIUdpoBble puickn Ana ceba uv Apyrux. 


Mpotokon Bepknu pa3paboTaH B KaYecTBe yu4eb- 
Horo noco6ua uv cnpaBouHuka ANA AM, NPOBOAALINXx 
paccnegoBaHuA C WUCNONb30BaHNeM  OTKPbITbIX 
AjaHHbIX. Tov rnaBbl, cneAyouMe 3a BBegeHNeN, 
NOCBALIEHbI BCEOObeMMIOLUMM OCHOBaM, BKAIOYUaA 
NpWvHyvnbi, NpaBoBble coobpaxeHuA u OGe30Nac- 
HocTb. B ocTasbHbIx rnaBax “UfeT peub O CaMoM 
nmpouecce paccnegoBaHuA. DTa yuactTb MpotoKona 
Bepknu HaunHaeTca C rnaBbl O NOArOTOBKe VM CTpaTe- 
rMY4eCKOM NNaHNpoBaHnhn, 3a KOTOPON cnepyeT rasa, 
NOCBALGHHaA pa3sNVUYHbIM HeOOxXO_UMbIM >TanNam 
paccnegoBaHuA, a UMeHHO: OHNaMH-noucky, Npes- 
BaPUTeNbHON OL|eHKe, COopy, COxpaHeHuio, Bepudu- 
Kall “ paccnegoBaTenbckomy aHanu3y. JOoKymMeHT 
3aBepwaeTcA rnaBOU, NOCBALIGHHOM MeTOgONOruN 
MW Mpvvyvnam cocTaBneHuA OTUeTa O pe3yNbTaTAax 
paccnegoBaHuA C UCNONb30BaHNeM  OTKPbITbIX 
LIU PoBbIx AaHHbIx. 
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ABTOpbI lM yuacTHUKI 


KoopAuvHauMoHHbin KOMUTeT 
Mpotokona Bepknnu 


Anekca Kéuur, vcnonHutenbHbin AnpeKtop, LleHTp 
no npaBam YenosBeka npu LUkone npaBa Kanudopuun- 
CKOrO yHuBepcuTeta B Bepknu 


Dpuk CtoBep, Aupektop dakynbteta, LleHtTp no 
npaBam uenoBeka npn Lkone npaBa KanudopHun- 
ckoro yHuBepcutTeta B Bepknu 


Jimnqgcu Mpumen, crapwiun HayyHbIn CoTpyAHUkK no 
npaBoBbIM Bonpocam, LIeHTp NO npaBaM YenoBeKa 
npu Likone npaBpa KanudopHuickoro yHuBepcuteta 
B Bepknu 


PegakuMoHHbin KomuTeT Mpotokona 
Bepknn 


Capeta Auipad, cTapwiui topuguyeckui KOHCynb- 
TaHT; agBoKaT AQBOKaTCKON NanaTbI «[apfeH KOPT» 
(Garden Court Chambers); ObiBuiMun cTapwun 
aHanuTuk CneACcTBeHHoW rpynnb! OpraHu3aunn 
OObeANHeHHbIx Haun no cofenctTButo NpuBneyeHuto 
K OTBETCTBEHHOCTU 3a NpecTynNeHUA, COBEPLIEHHbIe 
AAULW/«Wcnamckum rocygapctBom Upaka u JieBaHta» 


Bet Ban LWaak, npvrnaweHHbi” nmpodeccop no 
npaBam yenoBeka, CT3HbopgscKaA WkONa mpasa; 
6bIBLUN 3amecTUTeNb NOcna No oco6biIM nopyyeHuAM 
no BONpocaM BOeHHbIX NpectynneHun, YnpaBneHue 
rnoOanbHoro yronoBHoro npaBocygua TocyfapcTBeH- 
Horo “enaptameuHtTa CLUA 


KpuctvaH BeHasesep, MocToAHHbin NpeACcTaBuTenb 
JluxTeHutTewHa npw OpraHuzaynuu OdvbegvHeHHbix 
Hauywi; ObiBuiuA npeAcegatenb AccamOnen rocy- 
AjapctB — yyacTHuKoB PumcKoro ctatyta MexAyHa- 
POAHOrO yronoBHoro cyfla 


Cbto3aH BongunGaprep, COTpyHHUK no 
WUHOCTpaHHbIM genaM WU pykKoBoguTenb rpynnbl 
aHanuTMukKoB TocyfapcTBeHHoro AenaptameuHta CLA; 
ObIBLINA ~CTapluNW AUpeKTOp npoekTa no reonpo- 
CTPaHCTBeHHbIM TeXHONOrMAM AMepuUKaHCKON acco- 
Lvalinn NO pa3sBuTuto HayKu 


Puuapy Fongctoyn, ObiBuini cyfbA KOHCTUTyLIMOH- 
Horo cyga lOm*KHONM Adpnky; ObIBLIMM rnaBHbIM ObBi- 
HUvTenb MexgyHapogHoro Tpv6yHana no ObiBwen 


lOrocnasuu vu MexayHapogHoro yronoBHoro Tpuby- 
Hayla no Pyanye 


Anukc fjaHH, UcnonHuTenbHbIN ANVpeKTOp Me*KgYyHa- 
POgHouU opraHu3aynn Engine Room 


Muwenb ge Cmegt, aupextop OtTgena paccnego- 
BaHvnN KaHuyenaApun Tlpokypopa MexgayHapogHoro 
yrOnoBHOro cyfa 


Tana KapanHacnoc, AupeKktTop no nporpammaM, opra- 
Hu3zayua WITNESS («CBUIETEJIb») 


Dupuke Mupace3, pykoBogutenb nporpammp! «CMU 
MY mpaBa yenoBeka», LleHTp HayKN NpaB YenoBeka, 
YuuBepcutet KapHerm — Mennou 


Anau Turep, ctapuimi cyfeOHbin 3aLyuTHNk CneLna- 
NUZUPOBaHHONU Npokypatypb! no KocosBy; B NPOWAOM 
ObIBLINA §=CcTapuINn =3aLyMTHUK, MexayHapogHbin 
TpuoyHan no Obiswen lOrocnaBun 


Anekxc Yaiwtunr, pykoBogutTenb oTAena paccne- 
AoBaHun Cneuuanu3zupoBaHHom npokypatypb! no 
KocoBy; mpakTukylounn npodeccop TapBapackon 
LUKONbI NpaBa; ObIBLINM KOOpPANHaTOp cyfebHoro 
npecnegoBaHvA WU KOOpPANHATOP paccnegoBaHun 
KaHuyenapun Mpokypopa MexkgyHapogHoro yronos- 
Horo cya 


Bpenga fx. Xonnuc, mexgyHapoghbin coobsn- 
HuvTenb Upe3BbiuaWHbIx nanaT B cyfax KamOog>Kn; 
ObIBLUNM rnaBHbIN NpoKypop OcTaToYHoro MexaHu3ma 
CneuvanbHoro cygja no Cbeppa-JleoHe 


KOHCysIbTaTUBHbIN KOMMTeT 
Mpotokona Bepknn 


@Menepuka a’ Aneccangpa, VUCNONHUTeNbHbIN 
Aupextop Oxkchopgsckow nporpammbl no mexazy- 
HapofHomy mupy u 6e30onacHocTu, OKchopgacKuin 
yHuBepcutet; pefaktop «CnpaBouHuka NO AOKyMeH- 
TUPOBaHNlO rpakAAaHCKUM OOLIECTBOM CePpbe3HbIx 
HapylWweHu npaB YenoBeka: NPVHUMNbI uv nepegoBaA 
npaktuka» [pynnbl no Bonpocam mMexkAyHaposAHoro 
ny6nuuHoro NpaBa “ nonutuKu 


BuHceHt WakonuwHo, cTapwinvnw megnuyvHcKun 
COBETHMK OpraHv3ayuuu «Bpaun 3a mpaBa Yeno- 
BeKa»; UYNeCH OCHOBHOrO aBTOpPCcKOrO KONNeKTUBa 
PykoBofcTtBa no adddekTMBHOMy paccnegoBaHulo 
MU AOKYMeHTUpPOBaHUO MbITOK UW Apyrux %*eCTOKUX, 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


OecueNnOBeYHbIX VIM YHKaIOLYX AOCTOUHCTBO BUJOB 
oOpalyeHna uu Haka3aHna (Cram6ynbcKni npoToKon) 


Ctrroapt Keitcu-Macnen, nouetHbin mpodeccop 
ropuguyeckoro dakynbteta YHuBepcuteta Mpetopuy, 
coaBtop MudHecotckoro npotokona no paccnego- 
BaHUlO NpegNonokKUTeNnbHO He3aKOHHOTO AMWeHMA 
>KU3HN (2016) 


Dnucon Koyn, coBeTHuk-cneuyWanucT no npaBam 
yenoBeka fjenapTaMeHTa BHYTPeHHUX gen Hoson 
3enaHgaun 


XaHHm Merannu, uneH He3zaBucumon mMexkgyHa- 
PpOfHOW KOMUCCMN NO paccnegoBaHuto cobbiTun 
B Cupuuckon Apabckon PecnyOnuke; cTapwui 
Hay4HbIA =coTpygHuk =LleHTpa = MmexkayYHapogHoro 
coTpyaHuyectBa Hbo-ViopkcKoro yHuBepcuteta 


XyaH Mewgec, npurnaweHHbi” npodeccop npaBa 
npaB YenoBeka, BalwWHrTOHCKMM KONNesK NpaBa; 
ObIBINA ~CnelWanbHbIA goKNaguNk no Bonpocy oO 
MbItkax MW Apyrux »*ecTOKUX, GOecuenoBeYHbIx UNM 
YHU>KAIOLUNX FOCTONHCTBO BUgax OOpalyeHUA VU Haka- 
3aHNA; KOOPANHATOP YHUBepcanbHOoro NpoToKONa O 
BeAeHUM CneACTBeHHOrO Aonpoca U NpoueccyasbHbIx 
rapaHTMAx 


Kennu Matucon, cTapwini afBoKaT U pyKOBOguTenb 
nporpammMbi opraHv3ayvn WITNESS; aBtop npaKktu- 
yeckoro pyKoBogcTBa «Bugeo Kak AOKa3aTeNbCTBO» 
(Video as Evidence Field Guide) 


Apbe Hamep, noyertHbin nmpe3suvgeHtT doHs0B 
«OTKpbITOe O6LIeECTBO» 
Habu [lunnan, npegcefatenb MexkgyHapogHon 


KOMUCCUM MO OTMeHeE CMePpTHOM Ka3HV; ObIBLUIUM 
BepxoBHbIm Komuccap OpraHu3zauun OObeguHeHHbIx 
Haunt no npaBam YenoBeka; ObiIBLIU cyfbA Mexgy- 
HapOgHoro yronoBHoro cya; ObIBLUIU NpegcepaTenb 
Me>kAyHapogHoro yronoBHoro TpvbyHana no PyaHge 


Nayny Cepxny Munbempy, npegcegatenb He3a- 
BUCUMON Mex*KAYHAaPpOAHON KOMUCCMM NO paccnego- 
BaHuto cooObITuM B Cupuinckon ApabcKon Pecny6nuke; 
ObIBINA ~CnelWanbHbIA goKNaguNk no Bonpocy oO 
nonoywKeHuu B OONacTU npaB 4enoBeka B BypyHAn; 
ObIBLINA ~CnelManbHbIA goKNaguNk no BoNnpocy oO 
nono>KeHuu B OOnacTu NpaB YenoBeka B MbaHme 


Tomac MpoG6ept, BHewTaTHbIN nektop LleHTpa no 
npaBam 4YenoBeka YHuBepcuteta IlpeTopun; HayyHbIn 
coTpygHuk LleHTpa ynpasneHuaA u npaB Y4enoBeKa 
KemOpugxkckoro yHuBepcuteta; coaBTOop MuHHecort- 
ckoro npoTokona no paccnegoBaHulo npegnonoxku- 
TENIbHO HE3aKOHHOPO JIMLWEHUA %KU3HH (2016) 


CruBeH Pann, 3acnyxkeHHbIA Hay4HbIA COTPYGHUK 
LleHtpa CammoHa-CkbogTa no npegoTBpaljeHuio 
reHouvga, MemopuanbHbin my3en XonoKocta CLA; 
ObIBLUNM NOcon No Oco6bIM NopyYeHuAM No BoNpocam 
BOCHHbIX NMpectynneHun, YnpaBneHue rnobanbHoro 


yronoBHoro npasocygna, TocyfapcTBeHHbiIA Aenap- 
Tameut CLUA; 6biBLINM NpoKypop CneLManbHoro cyfa 
no Cbeppa-JleoHe 


Kpuctuna Pu6entpo, koopAnvHatop paccnegoBaHnn 
KaHuyensapuu Mpokypopa MexkgyHapogHoro yronos- 
Horo cya 


Natpucua Cennepc, cneunanbHbIN COBeTHUK nO 
reHqepHbIM Bonpocam [lpokypopa MerxkAyHapog- 
Horo yrOnOBHOrO cyfa; NMpurnaweHHbIN HayyHbin 
coTpygHuk Kennor-konnegyKa OkcdopaAckoro yHuBep- 
cuteta; ObIBLINMA fopu“guuecKUM KOHCyNbTaHT 
cyge6HbIi 3aLWTHUK MexkayHapomHoro TpvbyHana no 
6biBwen OrocnaBun u MexaAyHapogHoro yronoBHoro 
TpuoyHana no PyaH”e 


Kpuctod Xeituc, npodeccop npaBa B OOnacTu npaB 
yenoBeka YuHuBepcuteta [lpetopuu; uneH Komu- 
TeTa no mpaBamM uenoBeka; ObIBLUNM CneLWanbHbin 
Aoknagunk no sBonpocy oO BHecyfeOHbIx Ka3HAX, 
Ka3HAX 6e3 HaferxKaliero cygeOHoro paz6upatenb- 
CTBa UNM MpOV3BONbHbIX Ka3HAX; KOOPANHATOP 
MudHecotckoro npotoKona no paccnefzoBaHulo npegz- 
NONOMKUTESIbHO HE3AKOHHOPO JIVLUEHMA KU3ZHU (2016) 


@Mpanucya3a XdmncoH, NoveTHbIN npodeccop LUkonbI 
npaBa DcceKckoro yHuBepcuteta; uneH Komuccun no 
paccnegoBaHnio coépituu B BypyHan 


YuacTHNkKiu pa6ounx coBewjaHun 


Pa6ouee cogewanue no Hoeou 
KpumMuHasucmuke: ucnos1b30eaHUe 
omkpbelmpIx OaHHbIx OA paccnedoeaHua 
mapkKuX npecmynnenuu (Bennaoxo, 
Ymanua, 2017) 


Xagu Anb Xatu6, CupuicKun apxuB 
Ctroapt Keicu-Macneu, YHuBepcutet Mpetopuu 


Anekca Kénur, LleHtp no npaBam uenoBeKa npu 
Lkone npaBa KanudopHuicKoro yHuBepcuteta B 
Bepxnu 


Crmsp_ Koctac, mpasosaa OHAOB 


«OTKpbiToe O6LeCcTBO» 


UHUL|NATUBAa 


Usan Kyiinepc, MexayHapogubin yronosBHbin cya 


Axagpea Jlamnpoc, LleHtp no npaBam 4enoBeka npu 
Ukone npaBa KanudopHuucKoro yHuBepcuteta B 
Bepxnu 


@Menum Makmaxon, MexgyHapogHbin yronoBHbii 
cya 


Kennu Matucon, opranv3ayna WITNESS 


Qx«ynuaw Hukonnc, MexkgyHapogHbin yronoBHbiu 
cya 


Npotokon Bepknu no BegeHuto paccnegsoBaHui c UCnONb30BaHNMeM OTKPbITbIX LIUPOBbIX aHHbIX 


Tomac Mpo6ept, Kemopuga«ckni yHuBepcutet 


Kpuctuna Pu6eipo, MexayHapogHbin yronoBHbin 
cyA 


Dpuk CrosBep, LleHtp no npaBam yenoBeKa npu 
Lkone npaBa KanudopHuickoro yHuBepcuteta B 
Bepxnu 


Anau Turep, MexayHapogubin Tpv6yHan no 6piBwien 
fOrocnaBun 


Mapk Yotcon, «KomuccuA no mexkaAyHapogHomy 
npaBocyAul u npuBneYeHulo K OTBETCTBEHHOCTM» 


Tai Yunnoy6u, Accoywayua no u3yYeHUlo BOCHHbIX 
npectynneHun 


Jimnqgcu Mpumen, LleHtp no npaBam YenoBeka npn 
Lkone npaBa KanudopHuickoro yHuBepcuteta B 
Bepxnu 


Tapun LWepugan, Vizlegal 


CkoTT 3ABapgAc, opraHu3zauna Amnesty International 


Pa6ouee cogewjanue, nocesaujeHHoe 
co30aHulo amuYecKou OcHO6bI OA 
paccnedoeanut c ucnonb306aHuemM 
omkpoelmpIx OaHHblx (JcceKckuu 
yHueepcumem, Benuxo6pumauua, 2019) 


Mpeg A6paxamc, opraHv3ayna Human Rights Watch 


Jiuna Baccyxu, Llextp no npaBam yenoBeka npu 
Ukone npaBa KanudopHuickoro yHuBepcuteta B 
Bepxnu 


xed [un6ept, dccekckun yHuBepcuTet 
Cam fja66epnuy, opraHv3auna Amnesty International 


@Meyepuka g’Aneccangpa, OxchbopaAcKun yHuBep- 
cuTeT 


Ta6puana WsBeuc, ctuneHauat dona Mozilla uv 
WITNESS 


AxenHudep Uctepgei, opraHv3ayua JustPeace 
Labs 


Anekca Kénur, LleHtp no npaBam uenoBeka npn 
Ukone npaBa KanudopHuickoro yHuBepcuteta B 
Bepxnu 


JlopHa Makrperop, dccekcKui yHuBepcuTeT 
Matt Maxmygu, KemOpup ck yHuBepcuTet 
Ajapar Mroppen, dccekcKun yHuBepcutTetT 
BusBuan Hr, dcceKcKui yYHUBepcuTet 


Dupnuke Mupaces, LleHtp Hayku 0 npaBax YenoBeka, 
YuuBepcutet KapHeru-Mennou 


3apa Paxman, opraHv3auna Engine Room 


Cawia Po6exmeg, opraHu3ayna Engine Room 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHNeM OTKPbITbIX LIPOBbIX JaHHbIX 


B Mpotokone Bepknu no BegeHuio paccnego- 
BaHM C UCNONb30BaHMeM OTKPbITbIX UNPPOBbIX 
AaHHbIX ONMNCaHbI NpodeccuoHaNbHble cTaH- 
AjapTbl, KOTOpble AON KHbI NpYMeHATbCA pu 
BbIABNeHUN, COope, CcOoxpaHeHuu, aHanv3e u 
NpeACcTaBNeHUN OTKPbITbIX LIUdpPOBbIX AaHHbIx 
MW UX UcnoNb30BaHUN B MexKAYHAaPOAHbIX yro- 
JIOBHbIX paccnegOBaHNAX MU paccnegOBaHuUAX Ha- 
pylWweHun npaB 4YenoBexa. OTKpbiTble HAHHbIe — 
3TO AjaHHbIe, KOTOPbIe NOboM NpegctTaBuTenb 
OOLIECTBEHHOCTM MOxKeET HaOmiogjaTb, npnoo- 
peTaTb UNM 3anpaluuBaTb 6e3 Heobxog_umoctTu 
HanMuua cnelWanbHoro NpaBoBoro cTaTyca unu 
nonyyYeHuA HeCaHKUMOHMpOBaHHOroO octyna. 
OTkpbiTble LNdpoBble AaHHbIe — 3TO OOLWeAO- 
CTYNHble AaHHble B LNdpoBom dopmate, KO- 
Topble OObINHO MOx%KHO Nonyuutb B VUHTepHeTe. 
K HMM OTHOCATCA Kak CO3faHHbIe MONb30Ba- 
Tene, Tak U aBTOMaTMYeCKN CreHepupoBaHHble 
AjaHHbIe, V OHV MOryT BKMIOUaTb, HanpuMep, KOH- 
TCHT, Pa3MeLICHHbIN B COLIMasIbHbIX CeETAX; AOKy- 
MeHTbI, UZ00parKeHNA, BYYeO- U aygAvo3zanncu 
Ha Be6-caitax uv nnaTbopmax O6meHa UHdoOp- 
Maven; CnyTHUKOBbIe U306parxKeHua; U onyOnn- 
KOBaHHblé NpaBUTeNbCTBOM A\aHHbIe'. Paccnefo- 
BaHNA C UCNONb30BaHNeM OTKPbITbIX UNPPOBbIX 
AjaHHbIX — 3TO paccnegoBaHuA, OCHOBAaHHbIe Ha 
UNdpoBon UHdopMayuun U3 OTKPbITbIX UCTOU- 
Hukos. {nA ygo6ctBa uTeHuA B MpotoKone UuNnd- 
poBaa UHopmMalVA V3 OTKPbITbIX UCTOUHNKOB U 
paccnegoBaHuA Cc Ucnonb30BaHuem LUdpoBon 
UHPOPMaWU V3 OTKPbITbIX UCTOUHUKOB OyAyT 
Ajanee 0603HauaTbCA Kak KOTKPbITbIe AAHHbIe» VV 
«paccnegOBaHNA C UCNONb3O0BaHNeM OTKPbITbIX 
AjaHHbIX» COOTBETCTBEHHO. 


XOTA UCNOoMb30BaHNe OTKPbITbIX AAHHbIX B 
paccnegoBaHuAXx He ABNAETCA YeM-TO HOBbIM, 
o06beM MU pa3sHoOobpa3ue OTKPbITbIX NCTOUHNKOB 
pacluupunucb B pe3ynbTaTe Bce Oonee aKTUB- 
Horo Ucnonb30BaHuA VnTepHeta uv Apyrux Und- 
POBbIX pecypcoB ANA OOMeHa UHdopmaLven, 
BKMIOUaA pacnpocTpaHeHue COLMaNbHbIX CeTen. 


B Mpotokone paccmaTpuBaloTca Kak TpyAHOCTU, 
BO3HUKalolve Npu pabote c UNdpoBon UHdop- 
Malwen, Tak UW YHUKasibHbIe npobnembl, CBA- 
3aHHbIe C OL|EHKOM UCTOYHUKOB VM NpoBepKoON 
UHhopmaywu, HaWGeHHON Ha OTKPbITbIX OH- 
nlanH-dbopymax. 


HecmoTpa Ha TO, 4TO Bce GonbwWee 4UCNO NU, 
NpOBOAALWUX MexKAYHAapOAHbIe paccnegoBaHnA 
no yronoBHbiIM Aenam uv no Aenam oO Hapyuwie- 
HUAX NpaB 4YeNoBeKa, B HACTOALee BPeMA MC- 
nonb3yloT VIHTepHeT QA oOOneryeHuA cBoen 
pa6orTbl, yHABepcasibHbIX CNPaBOYHNKOB, PYKO- 
BOACTB WM CTaHAapTOB ANIA paccnegoBaHun Cc 
UCNONb3OBaHUeM OTKPbITbIX HaHHbIX CeMyac He 
cywjectByet. Mpotokon npv3BaH BOCNONHUTb 
3TOT npoben nyTeM u3nOKeHNA NPUHWMNOB U 
BUAOB MpakTUKU, KOTOPbIe NOMOryT cNeqOBa- 
TeNAM OCYLIECTBAATb CBOIO paboTy Ha Npodec- 
CUOHAJIbHOM YPOBHE UM CNOCOOCTBOBaTb, Fe 3TO 
HeEOOXOAUMO, COXPaHEHUIO OTKPbITbIX aHHbIXx 
ANA UX NOTeHUMaNbHOrO UCnONb30BaHUA Mexa- 
HU3MaMU NPUBNeYeHNA K OTBETCTBEHHOCTH. 


B Mpotokone yfensetca oco60e BHUMaHue pac- 
CnefoBaHNAM C WUCNONb30BaHUeM OTKPbITbIX 
AjaHHbIX, KOTOPble NpOBOAATCA B WenAX O6e- 
cneyeHvA MexKgsyHaposAHOrO nmpaBocyAnA u 
npusneyeHuA BUHOBHbIX K OTBeETCTBEHHOCTU 
MU KOTOpbIe€ B LMPOKOM cmbicne BKMOUaIOT: AO- 
KYM@HTMpOBaHue HapylieHuN npaB YenoBeka, 
coxpaHeHie, COOp AOKa3aTenbCTB WM yCTaHOB- 
neHve dakToB; paccnegoBaHuA KOMUCCUM nO 
paccnegoBaHulo MW MuUCccUuM no ycTaHOBneHuio 
dakToB’?; Apyrue BuAbl paccnegoBaHun uu pa- 
O60TbI NO ycTaHOBNeHUIO dakTOB, NPOBOAUMbIX 
B COOTBETCTBU C MexKAYHAaPOAHbIM MaH{aTON®?; 
Mpoueccbl ycTaHOBNeHNA UCTMHbI MW npumn- 
peHuA; rpaxkgaHcKoe cygfonpou3BOACTBO; VU 
YFONOBHOe CYAONpoU3BOACTBO, BKMIOUaA Me>x- 
AYHapomHble yronoBHble npoueccpi. Nockonbky 
paccnegoBaHuA C UCnONb3O0BaHNeM OTKPbITbIX 
UCTOUHUKOB MOryT BHECTU BKag B pa3snvuyHble 
BUgAbI ycunuum no ObecneyeHulo NpuBneyveHUA K 


|. BBEQEHUE 


AjanHbin nepeueub He ABNAETCA UCYEPNbIBaloLM. 


Komuccuw no paccnegoBaHulo MW MUcCMM NO ycTaHOBNeHUlO dakTOB — 3TO OpraHbl, KOTOpbIe MOryT O6bITb co3gaHbI NpaByTenbcTBamu unN 
M@KAYHAPOAHbIMY OpraHV3zauWAMN ANA paccnegoBaHuA pa3sNu4HbIx BonpocoB. KOMMCCMM NO paccnegoBaHuto UNM MCC NO yCTaHOBNeHUIO dakTOB 
coo6ujaloT dakTyeckNe AaHHble, AeNaloT topuguyeckue 3akniO4YeHUA MM AalOoT peKOMeHgayun. XOTA 3akMOYeHUA ME*KAYHAPOAHbIX KOMUCCHI no 
paccnegoBaHulo UNM MNCCHA NO ycTaHOBNeHUlo PakTOB He UMeloT OOAZATENbHON HOPpUANYeCKON CUNbI, OHM MOryT VMeTb bonbuoe BAMAHNe. OfHako 
B HeKOTOPbIX IOPUCANKUMAX 3aKMIOYeHNA HaL|MOHaNbHbIX KOMUCCUM NO paccnegoBaHUlo MoryT MMeTb ObAZaTeNbHyIO cuny. Bonee nogpobxyto 
UHdOpMaLi0 O Me*KAYHAPOAHbIX KOMUCCMAX NO paccneAOBaHulo M MUCCMAX NO yCTaHOBNeHMIO dakTOB CM. B AOKyMeHTe CoBeTa No npaBaM 4YenoBeKa 
«MexgyHapogHble KOMUCCMN NO paccnegoBaHuto, KOMUCCMN NO NpaBaM YeNoBeka, MUCCUM NO YCTaHOBNeHUIO dakTOB M Apyrve paccnegoBaHuA». 
URL: www.ohchr.org/ru/hr-bodies/hrc/co-is. 


Cm., Hanpumep, AoKnay BepxoBHoro Komuccapa OpraHv3ayun OObeguHeHHbIx Hal no npaBam YenoBeka O NoNoOKeHUN B OONACcTU NpaB YenoBeKa 
B BonupapnaHcKon Pecny6nuke BeHecyana (A/HRC/41/18), npegactaBneHHbI B COOTBeTCTBUM C pe3zonloyven 39/1 CoBeTa no npaBam 4enoBeka. 
Cm. Take pezomoyuio 41/2 CoBeta, B KOTOpoN CoBeT npocun BepxoBHoro KOMUCCapa NOATOTOBUTb AOKNag O NoNoKeHUN B OONAacTN NpaB YenoBeka Ha 
Oununnunax. 


|. BBEQEHUE 


OTBETCTBEHHOCTM’, Toe6oBaHuA K MeTOgZONOruN 
MW AOKyMeHTayuu, “3noO*KeHHbIe B IlpotoKone, 
MOryT ObITb 6onee cTporumy, 4eM Te, KOTOpbIe 
TPaAULNOHHO UCcnoNb3yloTCcA B Apyrux oOnactax, 
TakKux Kak >KypHanuctTuka MW NpaBo3alVTHaA 
eaTenbHocTb. He3zaBucumo oT Yen paccnego- 
BaHUA, NPVUgsepxUBaACb VU3NO>%KeHHbIX B MpoTo- 
Kone MeTogonoruyeckux NPYUHUNNOB, KOTOpbIe 
pa3paOoTaHbl Ha OCHOBe OOLWUX MpaBOBbIx 
cTaHfapTos, nuua, BeAyLNe paccnepoBaHuA C 
UCNONb3OBaHVeM OTKPbITbIX HaHHbIX, OOecnNeuaT 
BbICOKOe Kay¥eCcTBO cBOeN paboTbl WM MaKCH- 
MasIbHO paCclLUMpAT NOTeHUMaNbHOe McnoNb30- 
BaHNe coOpaHHoN uHdopmauun B cyfax, Tpu- 
6yHanax U Apyrux npoueccax ANA O6ecneyeHuA 
NpVBNeueHUA BUHOBHbIX K OTBETCTBEHHOCTI. 


Kpome Toro, B MpotoKone ocob0e BHYmMaHue 
ygensetcA cTaHfapTtam paccnegoBaHuA Hapy- 
WeHUM MexkOYHapOgHoroO NMpaBa, B TOM UucHe 
HapylweHUN npaB YenoBekKa, VU HapyleHUN MerxK- 
AYHapogHoro yronoBHoro MpaBa, BKIOUaA BO- 
eHHbIe MpectynneHuA, NpectynneHuvA NpoTuB 
YeNOBeYHOCTU MW reHouNg. Bonee Toro, peKo- 
MeHAalnu, Comeprawyveca B MpotoKone, MoryT 
ObITb MpMMeHeHbI K APyrumM BugaM paccnefo- 
BaHU, B TOM 4Ucne AIA HAL|MOHasIbHbIX WN My- 
HUUMNanbHbIx CyfoB. 


B KOHeYHOM cHeTe IIpoToKon npu3BaH NOMOUb 
nuuamM, NPOBOAALWMM paccnefoBaHvA Cc UC- 
NONb3OBAHUeM OTKPbITbIX AaHHbIX, OCYLUeCT- 
BNATb CBOIO paboTy B COOTBeTCTBUM C Npo- 
eccuOHanbHOU = MeTOAONOrMeN, KOTOpaA B 
LeNOM COOTBeTCTBYeT NpaBOBbIM TpeboBaHNAM 
Mu 3TMYeCKUM HOpMam. OH Take HanpaBieH 
Ha TO, YTOObI NOMOUb Pa3NVYHbIM «KOHEYHbIM 
nonb3oBaTenAM» mMpowecca paccnegoBaHua, 
BKNIOUaA aMBOKAaTOB, cygen uv Apyrux nu, npu- 
HUMAIOLUUX PEWeHMA, AYYLWE NOHATb VU OL|EHUTb 
MeTOgbI paccnegoBaHuA C UCnNONb30BaHUeM OT- 
KPbITbIX MaHHbIX. MpoToKON B paBHONM cTeneHu 
npeAycmMaTpuBaeTcaA Kak Ppecypc ANA ONMbITHbIX 
NpakTNKOB VM Kak yueOHoe u MeTOANYecKoe NO- 
co6ue ANA Tex, KTO XOUeT HayYUTbCA NPOBOAUTb 
paccnegoBaHuA npeAnonaraembix HapylWwieHun 


Npotokon Bepknu no BegeHuto paccnegoBaHui c UCNONb30BaHNMeM OTKPbITbIX LIUPOBbIX AaHHbIX 


Me*xOYHApOAHOrO NpaBa C UCNONb30BaHNeM OT- 
KPbITbIX AaHHbIX?. 


Llenb 


XOTA paccnefoBaTenu yxke faBHO NoNaraloTca 
Ha OTKPpbITble AaHHble, UX CUCTeMaTM4eCKOe 
UcnONb3OBaHNe = aKTVBU3NPOBanocb = B_ Ha- 
yuane-—cepeauHe XX Beka, KOrfa OCHOBHOe BHI- 
MaHue yenAnocb U3ZBNeYeHUIO PpazBeAAaHHbIx 
M3 WHOCTpaHHbIxX pasMonepegay MU NMeYyaTHbIXx 
ra3eT®’. C noa”BneHvem BcemupHon nayTUHbl B 
1990-x rogjax, a 3aTeM NonynApu3zaunen couv- 
ANbHbIX CeTeN NU CMapTOOHOB B 2000-x rogjax KO- 
NMYECTBO VU KaYeCTBO OTKPbITbIX HAHHbIX Pe3KO 
vu3zmMeHunocb. CerogHA niwo6on uenoBek, UMe- 
HOLM CMapTOOH u Aoctyn k UnTepHety, MoxKeT 
CO34aBaTb MU pacnpocTpaHATb UNdpoBoN KOH- 
TeHT MO BCeMy MUpy, XOTA UM pa3HOro KaYyeCTBa, 
Ppa3HON CTeNeHU UCTUHHOCTM UW Npo3spayuHOcTu. 
Pactyujui o6beM AAHHbIX M CKOPOCTb, C KO- 
TOPON OHM NepegatoTcA MU pacnpoctTpaHAloTca, 
co3qasM HOBbIe BO3MOXKHOCTU ANA nM, npo- 
BOAALINX paccnegoBaHuA Cc UCcnoNb30BaHNeM 
OTKPbITbIX AAHHbIX, ANA COOpa uv aHanv3a UH- 
dopmauun o MexKAYHapOAHbIx NpectynneHUAX 
MW HapylWeHNAX NpaB YenoBeka. B To %*e BNeMA 
co3gaTenu KOHTeHTa Tenepb MOryT pacnpoctpa- 
HATb Ae3NHdopMauuio VU MaHunynupoBaTb Lind- 
POBbIMU aHHbIMU C OTHOCUTENbHON NerKOCTbW. 
Mpotokon npegctaBnaet co6ou nonbitky oTpe- 
AarMpOBaTb Ha STY HOBYlO Cpevy MU CNOMHOCTH, 
CBA3aHHbIe C TAKUM BO3MOMKHOCTAMM VM BbI30- 
BaMu. 


OTKpbITble AaHHbIe NoNe3HbI BO BCex BUAAaX Ppac- 
cnepoBaHui, HO OHU UrpatoT OCOGeHHO BarKHy!O 
ponb B MexKAYHAPOAHbIX paccnefoOBaHNAX yro- 
NOBHbIX NpecTynAeHUN UW HapylWweHUN NpaB Ye- 
NOBekKa. ITO BEPHO NO paAgy Npuuun. Bo-nepsbix, 
OCHOBaHHbIe Ha Me@*KAYHAPOAHOM MaHgaTe 
paccnegoBaHua, B TOM HNCcNe NpoBogumple 
KOMUCCUAMM NO paccnefoBaHulo “Uv MuCCuAMU 
no ycTaHoBneHuio daktoB OpraHu3zayuun Odb- 
CAVHeHHbIX Haynin unu CaHKLIMOHMpOBaHHbie 
MexAyHapofHbIM yronoBHbIM CyfOM, 3aBUCAT 


Hanpumep, OTKpbiTble FaHHbIe UCNONb3OBaNUCcb He3aBUCUMON Mex*KAYHAaPOAHON McCue NO ycTaHOBNeHUIO PakTOB OTHOCUTeNbHO MbAHMbI HapAgy C 
UHopMalven U3 NEPBOUCTOUHUKOB VU Apyrou UHdopmayven B Npouecce NPoBepKN VU B ee BbIBOAAX VM 3aKMIOYeHNAX. ViToroBbI AoKNag HesaBucumon 
MexkKgyHapogHou muccuu no ycTaHoBneHnio daktos (A/HRC/42/50) ctan ofHUM 3 dakTOpos, NPUBeAWWNX K CO3qaHVt0 CoBeTOM No npaBaM YenoBeka 
He3aBucumoro MexaHv3Ma Mo paccnefoBaHuio ANA MbAHMbI, KOTOpOMy Obi MpegocTaBneH MaHfaT Ha NpoBeA\eHue cyfeOHbIx paccneqoBaHui. 
Muccun no yctaHosneHuio dakToB 6biNO TakxKe NMOpy4YeHO NepesaTb VmeloulyiocA y Hee UHPopMayio, BKMIOYaA MaTepvanbl paccnegoBaHun Cc 
UCNONb3OBaHNeM OTKPbITbIX AaHHbIX, HesaBucuMomy MexaHV3My Mo paccnegoBaHulo ANA MbAHMbI. Kpome Toro, 4oKNafbl MCC No ycTaHOBNeHnio 
dakTOB Vcnonb30BaNcb B UckKe, HanpaBneHHOM B Mexa”yHapogHbii Cyg TamOuei npoTuB MbAHMbI B CBA3U C HapylweHvem nocnegHen KoHBeHMM 
O npe”ynpexgeHun npectynneHuA reHoua VU Haka3zaHMN 3a Hero. ITO AEMOHCTpupyer, Kak UHopmMaynA, COOpaHHaA ANA OAHON Yenu, MOET B 
KOHEY4HOM UTore CnocoOcTBOBaTb Apyromy topuguueckomy npoueccy NpuBeyeHUA K OTBETCTBEHHOCTH. 


5 Kpome Toro, Npotokon cogepkuT HeCKONbKO WaONOHOB ANA NpoBegZeHUA paccneAoBaHNN C UCcNONb30BaHNeM OTKPbITbIX AaHHbIX, a TAaKMKE rNoccapuin 
(cm. rnasy VIII HuKe). 


® — Nikita Mehandru and Alexa Koenig, “ICTs, social media, & the future of human rights’, Duke Law & Technology Review, vol. 17, No. 1, p. 129. 


Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


OT MpaBOBbIxX MW NonuTMYeCKUX NpoLyeccoB, No- 
3BONAIOLUINX NPOBOAUTb paccnefoBaHna’. Takum 
06pa30M, OHM YaCTO NpPOBOAATCA cnycTA Jonroe 
Bpema nocne coOpitun. Bo-BTopbix, YacTO CTpyk- 
TypPbl, nNpOBOAAWINe Mex*KAyHapoAHble paccnefo- 
BaHNA, MOryT He UMeTb AocTyna kK du3zv4eckomy 
mecTy, rae nMpovzownu paccnepyemble UHLN- 
AeHTbI, Hanpvmep w3-3a OTKa3a rocyfapcTBa 
COTpyAHUYaTb “nN NpeAocTaButb AocTyn. B-Tpe- 
TbUX, ake B CnyyYae NpegoctaBneHuA AocTyna 
B PperuoH nM Ha TeppuTOpuio ANA paccnepo- 
BaTene MoxKeT ObITb OrpaHnyeH gu3znyeckun 
AOcTyn kK WHTepecytolemy ux MecTy nN OHN 
MOFyT ObITb AVLWEHbI BO3MOMKHOCTU NPOBOAUTb 
paccnegoBaHuA Wn nuuHbIe ONpOcbI Ha MecTe 
M3-3a OOe€CNOKOeHHOCTN NO NOBOsYy 3ZalivTbl. 
HakoHeu, OONbLUIMHCTBO paccnegoBaTenen He 
6yfyT VMeTb NMONHbIX MpaBOOXpaHUTesbHbIX 
nonHomounn Ha TeppviTOpUAX, Ha KOTOPbIX 
npov3z0wnu npeAnonaraemble npectynneHna 
vnu HapylweHuA, “ NOdTOMy MOryT OKa3aTbCA 
He B COCTOAHUN CObpaTb Heobxogumyto UHdop- 
mauuio. Jlaxe B cnyyae coTpyfHuuectBa rocy- 
AapcTB TpaHcrpaHuyHbIN cOop AOKa3aTeNbCcTB 
MO>*KeT ObITb TPYAHbIM NMpoueccom, 3amMe_- 
N@HHbIM B CBA3N C OOpeMeHMTeNnbHbIMU Or0po- 
KpaTuyeckumn npouerypamnu. Bce atu dakTopbl 
noka3bIBaloT, NoueMy MeTOAbI paccneAoBaHUA C 
UCnNONb3O0BaHNeM OTKPbITbIX MaHHbIX, KOTOPbIe 
MOryT MpoBOAUMTbCA yAaneHHO WM oOcyLyectT- 
BNATbCA OHOBPEMEHHO C NPONCXOAALYUMN CO- 
ObITAAMU, ABNAWTCA DeEUCTBeEHHbIMU MU HeEOOxo- 
Aumoimu. 


Mpotokon npefHa3HaueH ANA pasHoobpa3Hon 
rpynnbl paccnefoBatenei, paboTaolyux B 
Pa3NUU4HbIX YCNOBUAX C pa3nVYHbIMM MaHAa- 
Tamu, paccnegoBaTenbcKumMu nonHOMOUNAMU 
Mu pecypcamn. Nostomy B Hem v30paH rnOKun 
nogxog, KOTOPbIN npeAnonaraetT, uTO paccne- 
goBatenn 6yAyT NpoBoANTb cBolo paboTy He 
OMMHAKOBO, a CKOpee CTaHyT Mp Heobxomn- 
MOCTU affanTNpoBaTb MeTOAMUKN ANA KarkAbIX 
YHUKasIbHbIX ycnoBUi paboTbl. Bonee Toro, no- 
CKONIbKy TEXHONOrMM, VHCTPYMeHTbI MU MeTOsbI, 
cnocoOcTByloluve NpoBeAeHulo paccnegoBaHun 
C UCnONb3OBaHNeM OTKPbITbIX AaHHbIX, NOCTO- 
AHHO pa3BuBawTc", B MpotoKone cgenaH aKL|eHT 
He Ha KOHKPeTHbIe WHCTPYMeHTbI, MNaThOpMbI, 
Be6-caiTbl, MporpamMHoe o6ecneyeHve vnu 
UCTOUHNKU, KOTOPbIe MOryT M@HATBCA, a Ha OC- 
HOBonoNaralolyve NPVHUUNbI VW Nnpouegypbl, KO- 


10. 


V1. 


TOPbIMU cnegyeT PyKOBOACTBOBaTbCA NPN Npo- 
BegeHun paccnegoBaHun c ucnonb30BaHvem 
OTKPbITbIX AaHHbIX. 


Mpotokon 3agyMaH C Wenbio CTaHgapTM3aunn 
npoueAyp uv o6ecneyeHuaA MeTOgNyeckux ykKa- 
3aHUNM ANA pa3snM4HbIx paccnegsoBaHun, yuperk- 
eHUuN VW topucguKyNn, YTOObI NOMOUb NuMLaM, 
3aHMMaIOLUUMCA paccnegsOBaHMAMN C UCnONb30- 
BaHNeM OTKPbITbIX AAHHbIX, MOHATb BayKHOCTb: 


a) oTcneKuBaHua NPOUcxo-*KHeHnA OH- 
NaNH-KOHTeHTa VU MO BO3MOKHOCTU yKa3a- 
HUA eFO NEPBOUCTOUHNKa; 


b) OUeHKN HOCTOBepHOCTM UM HaferxKHOCTN OH- 
TlaNH-UCTOUHMKOB; 


Cc) MpoBepkKu OHNaNH-KOHTeHTa VM OLIEHKM ero 
UCTVHHOCTH UV HagjexKHOCTY; 


d) coOntofeHuaA TpeboBaHum 3aKOHOAAaTeNb- 
CTBa UU 3TNYeCKUX HOPM; 


e) MMHMMu3ayun mto6oro pucka npv4unHeHuA 
Bpega ce6e, CBOMM OpraHu3zalvaM UM Tpe- 
TbUM vam; 


f) ycuneHua 3alvTbI NnpaB YenoBeka UCTOU- 
HUKOB, BKJ1O“aA NpaBo Ha HEMPUKOCHOBeH- 
HOCTb YaCTHOM KU3HM. 


Llenesaa ayAutTopna 


Llenesaa ayautopna Mpotokona BKniouaeT NU 
YU OpraHu3zalvu, KOTOPbIe BbIABNAIOT, COONpaICT, 
coxpaHaloT U/“UNM aHanu3upyloT OTKpbITbIe 
AaHHbIe ANA paccnepoBaHuA MexKAYHAapOAHbIXx 
npectynneHun vu HapyWweHUN npaB YenoBeka 
B LienAaxX OOecneyeHuA NpaBocyANuA uv npuBne- 
YeHMA K OTBETCTBEHHOCTM. K HAM OTHOCATCA Cie- 
AOBaTENN, OPUCTbI, APXUBUCTDbI VU aHaNUTUKN, pa- 
OoTalolNe B MexKAYHAPOAHbIX, PerMOHasbHbIX 
MU ru6pugHbix yronoBHbIx Tpv6yHanax; Hal\No- 
HasIbHbIX NOApa3sgeneHuax NO paccnesoBaHulo 
BO@HHbIX NpectynneHun; KOMUCCUAX NO paccne- 
AOBaHMIO; MUCCUAX NO ycTaHOBNeHUIO dakTOB; 
H@3aBUCUMbIX MexaHU3Max NO PaccneAOBaHul0; 
Me*KAYHAPOAHbIX OpraHv3zaliNAX; MexXaHU3MaXx 
npaBocygua nepexogHoro nepuoga; u Henpa- 
BUITEAbCTBEHHbIX OpraHu3zaywax (HMO). Dpyrue 
mula, KOTOPbIe MOryT V3BNeYb NoMb3y, — 3TO 
nuua, padotaoujve B pa3snVyHbIx Merx*KAYHa- 
POAHbIX U PeruoHaNbHbIX MeXaHU3Max, KOTOPbIe 
NpoBoAAT cyfeOHble u KBa3UcyfebHble paccne- 
AOBaHUA HapylieHu MexkAYHapOAHOrO MpaBa C 


|. BBEQEHUE 


KomUccuu No paccnefoBaHulo M MUCCMM NO ycTaHOBNeHvio dakToB, yNONHOMOYeHHbIe OpraHv3zaynen ObbeguHeHHbIx Hays, Obinv co3zqaHbl, 
B YacTHOCTU, CoBeTom Be3onacHoctu, TeHepanbHon Accam6neeu, Copetom no npaBam yYenoBeka vu TeHepanbHbIm cekpeTapem. YTo KacaeTcA 
MexkayHapoguoro yronosHoro cyga, To Kanuenapua Mpokypopa MoxkeT HauaTb paccnefoBaHue No NpeACcTaBneHnio rocyfapcTB-y4acTHUKOB UM CoBeTa 
Be3onacHoctu, 60 no cOOCcTBeHHON MHUMaTHBe MC CaHKUN cygen. 


|. BBEQEHUE 


Npotokon Bepknu no BegeHuto paccnegoBaHui c UCnOoNb30BaHNMeM OTKPbITbIX LIUPOBbIX AHHbIX 


12. 


13: 


Ucnonb30BaHNeM OTKPbITbIX AaHHbIx®. MpotoKon 
MOKeT ObiTb TakyxKe MO3HaBaTeneH ANA UNd- 
POBbIX OpraHv3ayWnw ONnepaTMBHOrO pearupo- 
BaHNA, TaKUX Kak OOLWeCTBeHHbIe OpraHuzayun 
VU He3aBUCuMble UccnegoBaTenu, KOTOpbIe YaCcTO 
nepBbimu nyOnuKkyloT BbIBOAbI, OCHOBaHHbIe Ha 
OTKPbITbIX FAHHbIX, M UbA PaboTa YaCTO urpaeT 
KnHOUeBYIO PONb B UHUNLWUpoBaHun Apyrux odu- 
UWanbHO CaHKUMOHMpOBaHHbIx paccnegoBaHun 
C Ucnonb30BaHNeM OTKpbITbIX AaHHbIx. LleneBaa 
ayAVTOpUA BKNOUaeT Tak>Ke JIL VM OpraHu3aLinn, 
KOTOPbI€ OKa3bIBalOT NOMOLIb %KePpTBaM B NO- 
faye rparxkgaHcKux VCKOB MpOTUB OTAeNbHbIX 
uu, COBeEPLINBLINX NpectynneHue, unu rocy- 
Aapcts. Kpome Toro, IIpotoKon MoxeT B LIENOM 
nomoub TeM, KTO dopmynupyeT dakTuyeckne 
vnu topuguyeckue BbIBOAbI Ha OCHOBe paccne- 
AOBaHMN C UCnonb30BaHNeM OTKPbITbIX JaHHbIxX, 
no3BonAA VM nyuyle OLIEHVTb MaTepuanbl 
mlo6bix paccnegoBaHun c ucnonb30BaHueM OT- 
KPbITbIX JaHHbIX, Ha KOTOPbIe OHM ONMUpaloTca 
Un KOTOpbIe OHV aHanu3upyior. 


Apyrve noteHuvanbHble 3anHTepecoBaHHble 
CTOPOHbI MOryT BKMOUaTb NOCTABLUIMKOB ycnyr 
Ha 6a3e WHTepHeta, TakKNX Kak MNaThopMpb! Cco- 
LWanbHbIx ceTev, KOTOpPbIe XpaHAT OoNbUINe 
oObeMbI AaHHbIX MU MOryT UrpaTb KMOUeByIO 
PONb B COXpaHeHNN AaHHbIX, U pazpaboTUnkoB, 
KOTOpble MpepocTaBnaAloT NporpamMHoe obe- 
cneyeHve gna noggepxkkKn meTOAOB uM npo- 
LeccoB paccnegoBaHuA C UCcnoNb30BaHueM OT- 
KPbITbIX aHHbIx. 


Onpejenenna 


fina o6ecneyeHuaA npaktuyeckux cTaHgapToB 
MU pyKOBOAAWINX yKa3aHVA ANA npoBegeHna 
paccnegoBaHun Cc UCnONb30BaHNeM OTKPbITbIX 
AaHHbIX CNegoBaTenu AOMKHbI UMeTb OOLIee 
NOHUMAaHUe KOHKPeTHbIX TEPMUHOB. B FaHHOM 
pa3zgene pa3bACcHAeTcA KMO“eBaA TePMUHO- 
norua, Ucnonb3yemaa B [potoKone, BkKnioU“aA 
pa3snuunaA mMexKAY YaCcTO OTOKAeECTBNAeMbIMU 
nNOHATMAML?. 


1. 


14. 


OtTKpbiTbie MaHHble WU 3akKpbitTbie FaHHbie 


OTKpbiTble AaHHble BKMOYalOT B CcebA OOWeA0- 
CTYMHbIe AaHHble, KOTOPbIe mtObOM npepcta- 
BUTeNb OOLIECTBEHHOCTH MOxKeT HaOstofaTb, 
npuobpetatb unu 3anpalwuBaTb, 6e3 Heobxogn- 
MOCTM Hamma CnelWanbHoro NpaBoBoro CTa- 
Tyca vnu nonyyeHuvA HeCaHKL|MOHUpOBaHHoro 
Aoctyna. 3akpbiTble AAHHbIe — AaHHble, AOcTyN 
K KOTOPbIM OfpaHUYeH WN 3aLVLeH 3aKOHOM"®, 
HO KOTOpble MoryT ObITb NoNnyyeHb! 3aKOHHbIM 
nyTemM MO YaCcTHbIM KaHaslaM, Hanpumep B xofe 
cyfeOHbIx mpoyeccos, unu npeAnoxKeHbl 4O- 
OpoBonbHo. HecmotpA Ha NMpoctoe onpese- 
neHue, yCTaHOBUTb, YTO Npeg_cTaBnatoT cobon 
OTKPbITbIe AaHHbIe B KOHTeKCTe OHsaiH-KOH- 
TeHTa, CO>KHee, 4YEM Ka>KeETCA Ha NepBbI B3rNAg. 
B UntepHete pacteT OObeM AaHHbIX, KOTOPbIe 
oOHapogyloTcaA 6e3 cormacuaA ux BNafenbleB, 
Hanpymep BcneACcTBNe B3nOMa, yTeY4KU, pac- 
KPbITMA W3-3a yA3BMMOCTM CuCTeMbI 6e30Nac- 
HOCTU WIM Ppa3MeLeHWA TpeTbeM CTOPOHON 
6e3 COOTBeTCTByIOLlWero pa3pelweHuA. XOTA 
Take AaHHble HaXOAATCA B OTKPbITOM AOcTyNe 
U, CNeAOBaTeNbHO, TeEXHUYECKN CUNTAIOTCA OT- 
KPbITbIMU, TEM HE MeHee, MOFyT CYLeCTBOBaTb 
ropvguueckne uv aTMYeCKNe OfpaHNyeHuA Ha He- 
KOTOpble BYAbI UX KOHeYHOrO MCcnoNb30BaHuA. 
Kpome Toro, WwdpoBaA UHdopmaluA MoxKeT 
ObITb AOCTYNHa NMLjaM CO CcNeLlVanbHbIMNU Tex- 
HUYeECKMMU HaBbIKaMU MW NOAFOTOBKON, KOTOPpbIe 
MoryT Nonyyvtb goctyn kK CeTAM UM AaHHbIM, 
KOTOpble HeEAOCTyNHbI vn BpAg nu OyAyT Ao- 
CTYNHbI ANA OObINHOrO YenoBeka''. OAHUM U3 
npvumepoB aABnAeTCA UHdoOpMayNuA, KOTOPYIO 
MO>KHO NONYUNTb TONbKO B AapkBebe, a AMEHHO 
B TON YacTA VWHTepHeta, KOTOPaA AocTynHa 
TONIbKO C NOMOLYbIO ONpegeneHHoro nNporpamn- 
Horo oOecneyeHuaA, Takoro Kak Opay3ep Tor’. 
XOTA apkKBeO oOecneuuBaeT AHOHUMHOCTH, 
uTO enaeT ero NpvBnekaTebHbIM MeCTOM ANA 
He3aKOHHOM §=AeATeNbHOCTU, MCcnonb30BaHue 
Opay3epa Tor uv nouck B AapKBeGe ABNAETCA 3a- 
KOHHbIM B OOsIbLUMHCTBe CTpaH. B MpotoKone 
ugfeT peub O AaHHbIX B Npefenax «OTKPbITbIX 
UCTOUHUKOB» NPM ycnoOBUM OTCyTCTBUA HeCaHk- 
UMOHMpoBaHHoro §$=goctyna kK WUHdopmaynn. 
Camoe ABHOe pa3nuuve 3aknlouaeTCA B TOM, 


Cm., Hanpumep, coobweHvA Mu AOKNagbl O NoceWeHNAX CNeyMaNbHbIX NMpoyeAyp CoBeTa no npaBam uenoBeka. Pa3meueHbl no aypecy: 
www.ohchr.org/ru/special-procedures-human-rights-council. Cm. Take paOoTy KOMUTeTOB NO CaHKLMAM, CO34aHHbIX CoBetom BezonacHoctn. URL: 
www.un.org/securitycouncil/ru/content/repertoire/sanctions-and-other-committees. 


Bonee nogpo6uyto nogbopky COOTBeTCTBYIOLUNX TePMUHOB VU OnpeeneHui cm. B rnaBe VIII. 
Hanpumep, KoHougeHUManbHaa MHOOpmaLA VM CeKpeTHaA NHopmayna. 


HekoTopble AeMcTBUA MOryT HapyWaTb yCNOBUA OKa3aHNA BeO-caiiTom ycnyr, HO Camu No cebe He ABNAIOTCA He3aKOHHbIMN. Hanpumep, HapylweHue 
yCnoOBUl OKa3aHUA BeO-caiiTOM ycAyr C WesbIO U3BeYeHUA AaHHbIX ABMACTCA HECaHKLIMOHMpOBaHHbIM NOBeAeHVeM M MOXET NOBNeub 3a CObON 3anpeT 
Ha eFo Vicnlomb30BaHue. 


AjapKBe6 oTHocutca kK TOM YacTM ViHTepHeTa, AOCTYN K KOTOPON BO3MOKEH TOMbKO C NOMOLbIO CNelyManv3zupoBaHHoro NporpammuHoro obecneyeHua. 
Bpay3ep Tor aBnaAeTCA OAHMM M3 NpUMepos Takoro NporpaMMHoro OGecneueHNA. 


15. 


a) 
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b) 


TH: 


Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPPOBbIX JaHHbIX 


4UTO OTKPbITbIe AaHHble He NMpegnonaratoT B3a- 
vmopenctBuad C OTHZeENbHbIMU NONb3OBaTenAMN 
UntepHeta unu 3anpawivBaHua y HUX UHdop- 
mauyunu'?, TonyueHve faHHbIx OT Apyrux nonb- 
30BaTenen VnTepHeTa NocpegCTBOM OOLIeHNA C 
HMMM CUNTaeTCA 3aKPbITbIM ACTOUHKOM. 


OtTkKpbiTble LNdposBbie AaHHble'* — 3TO AaHHble 
U3 OTKPbITbIX UCTOUHNKOB B MHTepHeTe, Aoctyn 
K KOTOPbIM MO>KHO NonyyuTb, Hanpumep, Ha Ny- 
OnvuHbIxX BeO-caNTax, U3 OHNaNH-6a3 AaHHbIx 
vnu Ha MAaThopmMax COL|MaNbHbIx ceTen. Hue 
nepeuvcneHbl pasnuuHble cnocobb! nonyyeHna 
AjJaHHbIX V3 OTKPbITbIX UCTOUHMKOB. 


naHuu, KOTOpble arperupytoT obwWenocTynHble 
AjaHHbIe VU NpeANaratoT Kak OecnnaTHble, Tak Ul 
nnaTHble CepBUcbI ANA Aoctyna kK Hum. Bonbuaa 
YacTb UHdopmayuy, KOTOPyIO NMLa, MpoBo- 
AAWNe paccnegoBaHuA C UCnoNb30BaHNeM OT- 
KPbITbIX aHHbIX, HaMAYT NoNe3HON, HaXOANTCA 
B Oa3ax MaHHbIX “ Ha mnaTdopmax, AOCTyNHbIx 
TONbKO 3a nnaty. Ana wyenen TpotoKona oT- 
KpbiTble AaHHbIe BKMOUAaIOT MNaTHble CepBUCHI, 
AOCTyNHbIe BCeM NpeACTaBuTenAM OOLIeCTBeH- 
HOCTU, HO He CepBNcbl, MOCTyN K KOTOPbIM 
UMeloT TONbKO ONpegeneHHble rpynnbl, Take 
Kak COTPYAHUKU NpaBOOXxpaHUTesbHbIX OpraHoB 
UNM SMUeH3UpOBaHHble YaCTHble ACTeKTMBHI. 


Nonyuenne OTKpbITbIxX L@poBbIx ©) 3anpoc 
QaHHbIx 
18. B QaHHOM KOHTeKCTe TePMUH «3anpoc» OTHO- 
Ha6ntogenne CUTCA K 3ampocam, KOTOpbIe MoryT ObITb cpe- 
NaHbl nioObIM nuWOM ANA nonyyeHuaA OOLegO- 
KOHTEHT Ha MHorMx miaTopmax MOrKHO Nony- CTyNHOM VHbopmauM oT rocygsapcTBeHHbIx 
“ats; NPOCIO” TEPER An. He. COOTRETETByIONIMM YYPEXMeHUM B COOTBETCTBUN C 3aKOHaMN O 
caNT C NMOMOLIbIO nwoboro us OecnnaTHbIx cBo6oge utdopmayun unn poctyne K undop- 
Be6-Opaysepos. {[pyrne obnainH-nnatbopmp Malu. OH He OTHOCHITCA K 3anpocaM K YaCTHbIM 
Tpe6yloT OT Nonb3oBaTene BxOga B aKkKayHT nvuam, KOMMaHMAM nn opraHv3ayuam o fo- 
MA Peter Pahah ap et aechyue Vf TPOEMeree 6poBonbHON nepegaye ux UHdopmaLny, a orpa- 
KOHT@HTa. TaKOM KOHTCHT CUUTaeTCA OTKPbITbIM, HNUNBaeTcCA 3anpocamu kK rocyfapcTeeHHbim 
@CNN 3TU NpOLeCccbI OTKPbITbI ANA BCex NONb30- CTpyKTypam, KoTopble vimeloT topuanueckue 
EOTeeH OPE Antes: & ROTDELY gery iis OOAZaTENbCTBAa OTBeYaTb OMNHaKOBbIM 06- 
BAAS heer pM ACCT Te BAB HpOSvETPe He pa30m BCeM Nam. PaccnegoBaHna c ucnonb- 
HapyliaeTca KOHOMAeHUMaNbHOCTb WN MepbI 30BaHVeM OTKPbITbIX AaHHbIX MOryT NpuBecTV 
6e30nacHocTU. OfHaKO HeKOTOpbIe MaTepuanbi, kK pyrvum paccneposatenbcKum qencrenam B 
STESUAONIME Sty Sbpen Heh) He Moly! UnTepHerte, TakKNM Kak B3aNMOpeUCcTBNe C BHEL- 
CATA TECH: OTRPPEOIMEE nar elite: HenlpyMep HUMM ViCTOUHMKaMu C Vicnonb30BaHveM cry>*K6 
KOHOUAeHLMVanbHaA, CeKpeTHaA WIN VHbIM O6- o6MeHa coobujeHvamu, YaToB, dopymos unui 
aa 3alMWeHHaA 3aKOHOM MHpopmalua. 3NEKTPOHHOM NouTbI. Takoe B3avmMosencTBue 
pits CHyManik, XOTH dap Ae AocTYNHa BbIXO{UT 3a paMkKn paccnegoBaHnn c ucnonb30- 
Deny Seen oee alee OeneeresnnOey Se BaHMeM OTKpbITbIX AaHHbIX, PACCMAaTPUBaeMbIX B 
VcnONnb30BaHNe B Ka4eCTBe GOKa3aTeNbCTBa B MpotoKone 
cyfe6Hom npoyecce MoxKeT ObITb OrpaHNyeHo. 
Kpome Toro, MOryT BO3HUKHYTb 3TMYeCKNe UNM 3 Pa3BepbiBaTenbHbie faHHbie 
mMeTogonoruueckue npobnembI npuv vcnonb30- M3 OTKPbITbIX MCTOUHMKOB 
BaHUM TakKUxX MaTepvanoB, HanpvmMep HeBO3- 
MO*KHOCTb aTpU6yTMPOBaTb WIN NPOBepNTb UX 19. Pa3BegbIBaTenbHbIe AaAHHbIe U3  OTKPbITbIX 


cogepxkaHne. 
Npuo6petenve 


HekoTopbie UCTOYHMKM AaHHbIx AA paccnepo- 
BaHU C UCNONb3OBaHNeM OTKPbITbIX aHHbIx 
HaXxOATCA Ha NNaThopmax, TpebytoLux OnNaTbl 
UNM VCnONb3ylOLUNX KOMOUHUpoBaHHylo 6ec- 
mnatTHylo “ npemuanbHyto Mopenb, B KOTOpON 
AONoNHuTeNnbHbIe dyHKUNN Vv AOCTyN kK AaHHbIM 
npefoctasnaiwTca 3a mnaty. PacteT uwcno KOM- 


UCTOUHUKOB OTHOCATCA K MopkaTeropun oT- 
KPbITbIX AJAHHbIX, KOTOPbIe COONpaloTcA MV UC- 
nomb3ylOTCA C KOHKpeTHOM LenbIO OKa3aHNA 
NOMOLYM B pa3paboTKe NoNUTMKU MW NpMHATUNU 
peweHun, Yale BCero B BOCHHOM uu nonutu- 
4ueCKOM KOHTeKCTe. B TO BpeMA Kak OTKPbITbIE 
AjaHHbIe BKNOUaIOT BCIO OOWefOCTyNHy!O MH- 
dopmaunuto, KOTOpylo mi060/ YenoBeK MO>KeT 
nonyyWtb 3aKOHHbIM NyTeM, pa3sBeAAaHHble 13 
OTKPbITbIX UCTOUHVKOB — 3TO Pa3HOBUAHOCTb 


XoTA NpnobpeteHve UHpopmaluu v3 YaCTHOM Oa3bI AaHHbIX VM Mogaya 3anpoca Ha UHPoOpmallo B rocysapcTBeHHOe yupexkAeHNe TpebytoT 
onpegeneHHon cTeneHU OHNAaNH-OOMeHa, YaCTO 3TO ABTOMATU3ZMPOBaHHbI MPOL|ECc, KOTOPbI OTNNYAeTCA OT ONUCAHHOrO 3fCb TUNa B3aVMMOpeUCTBUA C 
Apyrumu WHANBUAyaNbHbIMU Nonb3oBaTenAMM UHTepHeTa. 


B NpotoKkone OTKPbITble€ JaHHble MOTyT Tak»Ke Ha3bIBaTbCA OHNaH-KOHTeHTOM, OHNaiH-MaTepvanamu usin OHNaNH-faHHbIMn. 


|. BBEQEHUE 


|. BBEQEHUE 
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TakoN Undopmaynu, «KOTOPaA CBOeBPeEMeHHO 
co6upaetca, Ucnonb3yeTca U pacnpoctpaHAetca 
cpegu cooTBeTCTByIOWeN ayAUNTOpuNM c WenbIo 
YHOBNeETBOPeHNA KOHKPeTHOM NOTPeOHOCTU B 
pa3BeAgaHHbix»'’. B KOHTeKCTe MexKAYHAPOAHbIX 
YrONOBHbIX Aen VU Aen O HapyLWeHMAX NpaB Yeno- 
Beka Ppa3BeAAaHHble U3 OTKPbITbIX WCTOUHUKOB 
Ucnonb3yloTCA B KaYeCTBe VUCXOAHON UHdop- 
Mau ANA NpvHATUA pewWeHuM — Hanpumep, 
ANA cOfevcTBUA AeATeNbHOCTU, CBA3AHHOU C 
o6ecneyeHvem 6e30NaCcHOCTU, TaKOM KaK 3a- 
uyvita CBugeTenem WU 4neHoB rpynnbl, KOTOpbIe 
BbIle3xKalOT Ha M@CTO, UNM OTCNeKUBaHNe NUL, 
NpeAcTaBnaArolux VHTepec, — a He “NA cOopa 
UHbopMauwu, CBAZaHHOM C MpoLjeccom pac- 
cnegoBaHua, HanpuvmMep ycTaHoBneHuA COcTaBa 
pa3nU4HbIx npectynneHun. 


PaccnegoBaHne c Ucnonb3s0BaHvem 
OTKPbITbIX DAHHbIX 


PaccnefoBaHue C UCNONb30BaHUeM OTKPbITbIX 
AjaHHbIX O3HAYAeET VCNONb30BaHMe AaHHbIX U3 
OTKPbITbIX UCTOUHNKOB AA COopa UHdopmaunn 
VU HoKa3aTenbCcTB. 


OtTKpbiTbie MaHHble B Ka4vecTBe 
HOKa3saTesIbCcTBa 


TepMUH «fOKa3aTenbcTBO» cnegyeT oTNMYaTb 
OT TepMUHa «MHdopMauna»'®. JloKazaTenbcTBa 
OObINHO ONpeAeNAlOTCA B pa3HbIx IOPUCANKLIVAX 
Kak NOgTBepx*gAeHuVe dakta (dakToB), UCNONb3y- 
emMoe B paccnefoBaHun unu npe”cTaBneHHoe 
Ha cnyWaHuv, Hanpumep B cyge. OTKppiTble 
AjaHHbIe B KaveCTBe AOKa3aTeNbCTBa — 3TO UH- 
dopmauNA U3 OTKPbITbIX UCTOUHNKOB, KOTOpaA 
umMeeT fOKa3aTenbHylo cuny MU MOxKeT ObITb 
NpuHATa ANA ycTaHOBNeHUA dakTOB B XOse Cy- 
Ae6Horo paz6upatenbctBa. BaxkHo He 3n0yno- 
TpeONATb TePMUHOM «fOKa3aTeNbCTBO» UM He 
UCNOsb30BaTb eFO UPe3MEPHO, KOrAa Peub UfeT 
06 «nHdopmaunn» B Wenom. 


OtTKpbiTbie MaHHble MU OTKPbiToe 
nporpamMMHoe o6ecneyeHne 


TepMUH «OTKPbITOe/OTKPbITbIN» YaCcTO MCnONb- 
3yeTcA ANA onucaHvA NMporpamMHoro§ o6e- 
cneyeHuA unu kKOfa, KOTOPbIe CBOOOAHO O- 
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CTYNHbI ANA Vcnonb30BaHUA VM nepen3zaHna 
6e3 orpaHnyueHui, NpeAyCMOTpeHHbIX aBTOp- 
CKMM NpaBoM, NMaTeHTaMuY WNW ApyrumMu Npa- 
BOBbIMM MexXaHU3MaMM KOHTponA. OTKpbITOe 
nporpamMMHoe oGecneyeHue co3gaeTcA 3 UC- 
XOMHOrFO KOfa, KOTOPbIN NioboN YeNnoBeK, UMe- 
tou «YOCTyN, MOKeT V3YUNTb, U3MEHUTb VU 
YCOBepIeHCTBOBaTb’”. OH OO6bINHO He BUeH 
nonb30BaTenAM, HO MO*KeT ObITb CKOppeKTH- 
poBaH UM agantupoBaH nporpammuctom. OrT- 
KpbIToe mporpamMHoe oGecneyeHue OTNUYHO 
OT OTKPbITbIX A{aHHbIX, XOTA OTKPbITOe mpo- 
rpamMMHoe obecneyeHue UM VHCTPyYMeHTbI YaCcTO 
Vcnonb3yloTcA AVLjamMu, BeAyLIMMN paccnefo- 
BaHMNA C VUCNONb30BaHUeM OTKPbITbIX AAHHbIX, 
Ana noncka, COopa, CoxpaHeHuA UV aHanu3a OT- 
KPbITON NHbopmaynn. 


HoctoBepHoctTb YW HagfeKHOCTb 


Korga pe4b ugeT O cCBNgeTenbcKUX NOKa3a- 
HUAX B M@KAYHAPOAHbIX YFONOBHbIX NPOLeccax, 
CYAbU OL|EHMBalOT «OCTOBEPHOCTb NOKa3zaHuN 
CBUgeTenA» WU «HafeKHOCTb ero UNM ee NOKa- 
3aHum»'®, Tpw npoBegeHuun paccnegoBaHun 
KOMUCCUAMM NO paccnefoBaHulo uv MUCcCuAMN 
no ycTaHoBneHuio daktoB OpraHu3zauun Odd- 
CAMHeHHbIX Hauww MW aHanOrMyuHbix paccne- 
AOBaHuN pyKOBOACTBO NpeAycmMaTpuBaeT, 4TO 
«AULO, NPOBOAAWee ONPOC, AONMKHO OL|GHUTb 
AOCTOBepHOCTb WU Hafe*KHOCTb MoKa3aHUn 
onpawuBaemoro»'’. B pyKOBOACTBe yTOUHAeTCA, 
UTO «NPV OL|EHKE YUUTbIBAeETCA OTHOCUMOCTb MH- 
dopmauun k npegmety paccnegoBaHua. B Hem 
TakwKe PpaccMaTpUBaeTCA Hafe*KHOCTb UCTOU- 
HiUKa VU MpaBAMBOCTb WN NpaBunbHOCTb UHdop- 
MauNn»°. B Mpotokone 3T TepMUHbI UcnoNb3y- 
IOTCA CNeAYIOLUMM OOpa3om: 


a) «fOCTOBeEPHOCTb» O3HaY¥aeT npaBgonoyo6- 
HOCTb WIM y6eAUTeNbHOCTD; 


b) «Hafer*KHOCTb» O3Ha4aeT CNOCOOHOCTb je- 
NlaTb 4YTO-NN6O NOCNeAOBaTeNbHO, CTabuNb- 
HO VIN B COOTBETCTBUN C OKNaHUAMN; 


C) «ACTUHHOCTb» UNIV «NpaBAUBOCTb» O3HaYaeT 
TOUHOCTb, NPaBUsIbHOCTb UNIU COOTBeETCTBUe 
dakTam. 


National Open Source Enterprise, Intelligence Community Directive No. 301, 11 July 2006, p. 8 (cHocka onywweHa). 


Federica D’Alessandra and others, eds., Handbook on Civil Society Documentation of Serious Human Rights Violations: Principles & Best Practices (The Hague, 
Public International Law and Policy Group, 2016), p. 17. 


Cm. Opensource.com, “What is open source?”. 
International Criminal Court, Prosecutor v. Bosco Ntaganda, Case No. ICC-01/04-02/06, Judgment of 8 July 2019, para. 53. 


OHCHR, Commissions of Inquiry and Fact-Finding Missions on International Human Rights and Humanitarian Law: Guidance and Practice (New York 
and Geneva, 2015), p. 52. URL: www.ohchr.org/Documents/Publications/Col_Guidance_and_Practice.pdf. 


Ibid., p. 59. 


— Tpwxuynner 


KPATKOE COJ[EPKAHME IIABbI 


™ [Ina co6ntogeHnA npodeccnoHanbHbIX NPMHWMNOB, KacalolMxcA paccnepo- 
BaHUi C VCNONb30BaHNeM OTKPbITbIX LWMpPoOBbIX AaHHbIX, paccnesoBaTenu 
AOMKHbI HECTU OTBETCTBEHHOCTb 3a CBON AeNCTBUA, 6bITb KOMNeTeHTHbIMN U 
O6beKTMBHbIMI 1 BbINONHATb CBOW paboTy B COOTBETCTBUIN C 3AKOHOM VC AONK- 
HbIM y4ueTOM Coo6paxkeHuin G6e30nacHoc 


PaccnegoBaTenu AON KHbI TakxKe NPOAYMbIBaTb MeTOAbI, KOTOPbIe OHM UCcnONb- 
3ylOT Ha BCex dTaMax paccnegoBaHua. CooTBeTcTByloliNe MeTOAONormueckue 
NpYHuyMNbI BKAIOYalOoT NO KpawHei Mepe TOYHOCTb, MAHMMN3alNIO AaHHbIXx, 
COxXpaHeHue AaHHbIxX MU BCTPOeHHbIe MepbI GezonacHocTH. 


HakoHeu, BceM AMWamM, NpoBoAAWMM paccnegoBaHuaA, CneAyeT PpyKOBOACTBO- 
BaTbcA STMYeCKHMN COoobpaxKeHuAMH. K HM OTHOCATCA KaK MUHMMyM 3alyuta 
AOCTOMHCTBa BCex ANU, yuacTByOWMx B paccnefsoBaHun unn BOBNeYeHHbIX B 
Hero, a TakxKe OGecneueHNe CAMOKPUITMYHOCTH, VHKSIKO3MBHOCTU, He3aBUcuMo- 
CTV 1 npospayHocTn. 


oe 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


B To BpemaA Kak TeXHONOrMNM, VHCTPyMeHTbI V1 
MeTOAbI, NPYMeHAeMbIe B paccnegsoBaHNAX C 
UCNONb3OBaHNeM OTKPbITbIX AaHHbIx, 6bygZyT Me- 
HATbCA, ONPegeneHHble BCeoObeMMIOLNe MeTO- 
Aonoruyeckue vi asTMYeCKUe NPMHUMNbI AOMKHbI 
coxpaHuTbca. OnpegeneHue Takux NpPUYHYMNOB 
ABNAeTCA BarKHbIM LwAarTOM Ha NyTM K Npodec- 
CMOHanu3zauNu OOnacTn paccnefoBaHui c uC- 
Nonb30BaHMeM OTKPbITbIX MaHHbIX. Cnepyoune 
NPUHUMNbI ABNAIOTCA OCHOBONONaraloLyuMN B 
o6ecneyeHuu KauecTBa paccnefoBaHuN Cc UC- 
NOMb30BaHMeM OTKPbITbIX DaHHbIX, UTO, B CBOIO 
oOuepesb, NOBbICUT HOCTOBEPHOCTb, Haffe>KHOCTb 
VU NOTeHUMaNbHy!O NONe3HOCTb UX Pe3ysbTAaTOB 
ana uenew npvBneyeHvna BUHOBHbIX K OTBeT- 
CTBEHHOCTU VU MVHMMN3alNu NOTeHLManbHoro 
yujep6a QnA pa3nuyHbIx 3anHTepeCOBaHHbIx 
CTOPOH. 


NpodeccuoHanbHble npvHynunp! 


OTBeTCTBeHHOCTb 


Jiuua, NMpoBoAAWMe paccnefoBaHnA Cc UCcnONb- 
30BaHUeM OTKPbITbIX AaHHbIX, AOMKHbI HeECTU 
OTBETCTBEHHOCTb 3a CBON AeNcTBUA, YTO YaCcTO 
MOXKeT ObITb OGFecNeueHO C NOMOLIbIO NOD- 
po6HON AOKyMeHTaywu, Beg“eHNA yyeTa VU Hap- 
30pa. Mpo3payuHoctb meTogoB uM npouyegsyp 
paccnegoOBaHUA ABNAeTCA BaxKHbIM 3e@MeHTOM 
o6ecneyeHnA = nogoTueTHOCcTV. Takum o0- 
pa30M, HaCKOMbKO 3TO BO3MOMKHO UM LiIenecoo- 
6pa3HO, NULaM, NPOBOAAWMM paccnepAOBaHuA 
C WCNONb30BaHNeM OTKPbITbIX AAHHbIX, cHe- 
AyeT BecTu yyeT cBoeM AeATeNbHOCTH. JTanbl 
paccnegoBaHuA C UCnONb30BaHNeM OTKPbITbIX 
AjaHHbIX — OT BbIABNeHUA COOTBETCTBYIOLIMX 
MaTepuanosB go cOopa, aHanu3a u CocTaBneHuA 
oTyeTa — cnegyeT nocnepoBaTenbHO MU Y4eTKO 
AOKyMeHTUpoBaTb. JltoObiImM AuyamM, 3aHVMa- 
toluumcaA COOpom unn obpaboTKON OHNaiH- 
UHhopMayuu, HeEOOXOAUMO 3HaTb O TOM, UTO 
ux MeTOAbI MOryT CTaTb NpeAMeTom u3yyeHuA, 
BKMI0UaA BO3MOXKHOCTb BbIZ0Ba AIA a4 NoKa- 
3aHuM B cyge. HoKymMeHTMpoBaHue paccnepo- 
BaHWM C UCNONb3OBaHNeM OTKPbITbIX AaHHbIXx 
MO>KET BbINONHATBCA BPYYHY!O VN C NOMOLIbIO 
ABTOMAaTU3NPOBaHHbIX MpoleccoB, npeso- 
CTaBNAeMbIX Ppa3NVUYHbIM MporpaMMHbIM O6e- 
cneyeHvem. Mpu ycnosun, uTo AOKyMeHTaLINA 
ABNAeTCA MocnepoBaTenbHOM WM AOCTaTOUHO 
NOg{poGHON, MO>%KHO VCNONb30BaTb KaK HeaBTO- 
MaTU3UpOBaHHble, Tak UU aBTOMaTU3UPOBaHHble 
MeTogbl. ABTOMaTU3UpOBaHHble mpoueccbl vu 
nporpamMMHoe oGecneyeHue AOMKHbI ObITb NO- 
HATHbI NOMb3OBaTeNAM, UV Nonb30BaTenu nu 
pa3zpaOoTuNku AON KHbI yMeTb OObACHUTb UX B 
cyfe. Kpome Toro, nuyjam, NPOBOAALIMM paccne- 
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AOBaHUA C UCNOsb3OBaHUeM OTKPbITbIX DaHHbIX, 
cnegyeT BeCcTU 3anucn 060 BCex MHCTPyMeHTax U1 
nporpaMMHoM oGecneyeHuN, KOTOPbIe VcnoNb- 
3yl0TCA B XoMe paborTpl. 


KomnetTeHuyna 


Jiuua, NpOoBoAAWMe paccnefoBaHnA Cc UCcnONb- 
30BaHMeM OTKPDbITbIX AaHHbIX, OMKHbI UMeTb 
COOTBETCTBYIOLUYIO NOATOTOBKy UM TexHNYeckue 
HaBbIKM AIA OCyYLeCTBNeHUA AeATeENbHOCTH, KO- 
TOpOW OHM 3aHMMatloTcA. OHM AOMKHbI BeCTU 
OHNaNH-feATeNbHOCTb =mpodeccuvoHanbHO UU 
3TUYHO: U36eraTb NPNCBOeHNA YyKON paboTbl; 
yKa3bIBaTb BCeX yYaCTHUKOB paccnepsoBaHuA 
(Korga 3TO 6e30NAaCHO VU KOrAa STOFO XOTAT CaM 
yyuacTHUKi); MU TOUHO NMpeAcTaBnATb AaHHble, 
BKNIO“aA MpUv3HaHve mlOObIx NMpobenoB, KO- 
TOpble MOryT CyLeCTBOBAaTb B OH/aiH-KOHTeHTE. 
Jiuua, NpoBoAAWNe paccnefoBaHnA Cc UCcnONb- 
30BaHMeM OTKPbITbIX AaHHbIX, UW NPOLeccbI TaKX 
paccnegoBaHuM Tak%*Ke AOMKHbI OCTaBaTbCcA 
rudkumu, paccnegoBaTenn AOM*KHbI CNegAUTb 3a 
HOBbIMU pa3zpaOOTKaMU 1 BHEAPATb HOBbIe Tex- 
HONOrMM MW MeTOAbI NO Mepe HeobxoAMmocTu. 
Kpome Toro, opraHv3zauun uv paccnefoBaTenb- 
cKve rpynnbl AOMKHbI pacnonaraTb MexaHu3- 
MamMuv Ana obecneyeHuA nocnesoBaTenbHoro 
BHegpeHua UU CoOntofeHna Npouepyp. 


O6beKTMBHOCTb 


O6beKTMBHOCTb — 3TO OCHOBONONaraoWun 
NpvHuUun, KOTOPbIA NpvmMeHAeTCA KO BCeM Ppac- 
cnefoBaHuam, Oyfb TO OHNaWH wnu odnain. 
Jivuam, MpoBogsAWMmM paccnegoBaHuaA Cc uc- 
NOMb30BaHNeM OTKPbITbIX AaHHbIX, cnepyeT No- 
HUMaTb BO3MOMKHOCTb BAVAHMA ANYHbIX, KYsIb- 
TYPHbIX UU CTpPyKTYPHbIX NpesAyOexAeHUM Ha ux 
paOoTy u HeoOxog_umMocTb NPUHATMA KOHTpMep 
ana o6ecneyeHua OObeKTUBHOCTH. Takue mua 
AONKHbI YOeAUTECA, UTO OH NOAXOAAT K CBOUM 
paccnegoBaHuAM O6beKTUBHO, pa3pabaTbIBaA U 
pa3BUBaA HECKONbKO pabounx runoTe3 VW He OT- 
AjaBaA npegnoutenue Kakol-nu60 KOHKpeTHON 
Teopun gna oObACHeHNA OOCTOATeNbCTB Aen. 
Ana paccnegoBaHuw c wcnonb30BaHuem oT- 
KPbITbIX AAHHbIX, NPOBOAMMbIX OHNaiH, OOb- 
€KTUBHOCTb OCOOeHHO BarKHa B CBA3N TeM, Kak 
cTpykTypupyetca vHdopmauna B VUHTepHeTe 
MW MpegoctaBnaAetcaA nonb30BaTenam. Ucnonb- 
3yemble Opay3ep, MovcKoBaA cNvcTeMa, NOMUc- 
KOBbIe 3aNpocbl MW CUHTaKCNiC MoryT MpuBectTu 
K COBeEPLUCHHO pa3HbIM pe3yibTaTam, gaxKe 
ecu UcxOgfHaA NovcKOBaA 3afa4a OAHAa VU Ta 
owe. Mpegs3atoctb, mpucyujaA apxuTeKType 
UntepHeta uv anropvtmam, Ucnonb3yeMbIM No- 
UCKOBbIMU CUcTeMamu VV Beb-caiiTamu, MOxKeT 
yrpoxKaTb OObEKTVBHOCTN pe3yNbTaTOB NoO- 
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Ucka?'. Ha pe3ynbTaTbl NOUcKa Take MOxKeET 4. 3aKOHHOCTb 
BNWATb PAA TexHN4yecKUux dakTOpos, BKMIOUaA 
Ucnonb3yemMoe yCTpoucTBO uM ero MecToNono- 28. Jlmyam, NpoBoAALMM paccnefoBaHuA Cc MC 


NOMb30BaHNeM OTKPbITbIX AaHHbIX, CnesyeT 
coOmofatb AeucTByloWee 3aKOHOMaTeNbCTBO, 
UuTO O3HaY4aeT, UTO UM HeEOOXOAUMO UMeTb 6a- 
30B0e NpegcTaBneHue O 3aKOHAX, NPvMeHUMbIXx 
K UX padote. B YacTHOCTUM, WM cnepyeT 3HaTb 
O 3aKOHaX O 3aLVTe MaHHbIX MW mpaBe Ha He- 
MPVUKOCHOBEHHOCTb YaCTHOM >KU3HU, KOTOPOe 
3aLIULEHO MexKAYHAPOAHbIM NpaBoM MpaB ye- 
noseka*®. Jake ecnu UHbopmaunA MOXKET ObITb 
OOWeAOCTyNHON, 3TO He O3HauaeT, UTO ee COOP 
MW Ucnonb30BaHve HE BAVAIOT Ha HEMPUKOCHO- 
BEHHOCTb YaCTHOUM *KU3HU. JInua, NPOBOAALWINe 
paccnegoBaHua C UCNOMb30BaHNeM OTKPbITbIX 


*KEHUE, a Tak>Ke NPeAbIAyLaA UCTOPUA NOUCKa U 
AKTMUBHOCTb Nonb30BaTenaA B MUHTepHete. JIvuaM, 
NPOBOAAWMM paccnegoBaHuA Cc MCcnOoNb30- 
BaHUeM OTKPbITbIX AAaHHbIX, CNeAyeT ypaBHo- 
BeLUUBaTb Takue npeayOexkAeHuA, NpvmeHaA 
MeToguKu, ObecneunBaloluvVe MaKCUManbHoe 
pa3HooOpa3ue pe3ynbTaToB noucka, Hanpymep 
BbINONHAA HECKO/IbKO MOVUCKOBbIX 3aMpOcoB Ul 
UCNONb3yA pa3sNUYHbIe NOMCKOBbIe CUCTeMbI Ul 
Opay3epbi. Um cnegyeT 3HaTb, YTO Ha pe3ysb- 
TaTbl NMOUCKa MOryT BNMATb MU Apyrue dakToppl, 
B TOM Ulcne Nepekocbl UWdpoBon cpepbI, Kora 


OHNaVH-MHopmayA MOET HePaBHOMePHO AaHHbIxX, JOUMKHbI YUVTbIBATb mocnegcTBuA 
noctynaTb OT ONpeAeneHHbIX rpynn unu cnoeB CBOUX AecTBUA ANA KOHdugeHYNaNbHOCTH, 
oOuectBa?>, HakoHeu, OHM BCerga AOM>KHbI BKMIONaA pa3yMHbIe OxkMfaHUA IML) B OTHO- 
CTPEMUTBCA NOHUMaTb U KOPPEKTUPOBaTb CBON WEHUM KOHOYAeHUNaANbHOCTU B  pa3NNYHbIx 
COOCcTBeHHbIe NpesyOexAeHNA, KOTOPbIe MOryT LIUmpoBbIx NpoctpaHcTBax. Um cnepyeT TakxKe 
ObITb KaK OCO3HAHHbIMU, Tak WM HeOCO3HaH- NOMHUTb OO «addekTe MO3aNKU», KOrya OT- 
HbIMU”*, KpbiTble AaHHble, fake AHOHUMU3NPOBaHHble, 


Cm. Safiya Noble, Algorithms of Oppression: How Search Engines Reinforce Racism (New York, New York University Press, 2018); Virginia Eubanks, Automating 
Inequality: How High-Tech Tools Profile, Police, and Punish the Poor (New York, Picador, 2019). 


Cm., Hanpumep, Paul Myers, “How to conduct discovery using open source methods’, in Digital Witness, Using Open Source Information for Human 
Rights Investigation, Documentation and Accountability, Sam Dubberley, Alexa Koenig and Daragh Murray, eds. (Oxford, Oxford University Press, 2020) 
(o6cykgeHne Toro, Kak BbIGOp NOUCKOBbIX CUCTeM MW MOUCKOBbIX 3ANPOCOB MO%KET UCKa3UTb Pe3ybTaTbI paccneAOBaHN C UCNONb30BaHNeM OTKPbITbIX 
MaHHbIx). 


Cm., Hanpumep, Alexa Koenig and Ulic Egan, “Hiding in plain site: using online open source information to investigate sexual violence and gender- 
based crimes’, in Technologies of Human Rights Representation, James Dawes and Alexandra S. Moore, eds. (roTtoBuTca K W3qaHulo) (oOcyKAeHUe Toro, 
Kak OTHOCUITENIbHO OfpaHUYeHHbI AOCTyN K CMapTPOHAM Y *KEHLAMH VM Vcnlonb30BaHUe 3aKOAUPOBAHHOrO A3bIKa B MHTepHeTe *KePTBaMU CeKCyabHOrO 
VM TeH{ePHOrO HaCMINA MOET CHU3UTb KONNYECTBO VM AOCTYMHOCTb OTKPbITbIX AaHHbIX, KaCalOLMXCA TaKUX MpectynmeHuu, a Take Toro, Kak 
Npeo6namaHue my?KYVH Ha AOMKHOCTAX, CBAZAHHbIX C VHPOPMAL|MOHHbIMM TeXHOsIOFMAMI, VU CpeqU CneAOBaTenen No Aenam O BOeHHbIX NpectynneHuAx 
MOET HeraTMBHO NOBNMATb Ha BEPOATHOCTb TOrO, YTO ABTOMAaTU3ZMPOBaHHble V/V HeaBTOMaTU3ZMPOBaHHble NPOLeccb! BbIABNEHUA AaAyT OTKpbITbIe 
AaHHble, CBAZAHHbIe C FeHAePHbIMN NpectynneHuamnu). Bonee no“pobHyto UHdopmaynio O NpeAB3ATOCTM CM. B raBe II.C HurKe 06 STMYeCKUX NPUHYNNaXx 
vu rnaBe V.B HuKe 06 OL|eHKe UNpoOBoON cpepbl. 


Cm., Hanpumep, Forensic Science Regulator, Cognitive Bias Effects Relevant to Forensic Science Investigations, FSR-G-217 (Birmingham, United Kingdom, 
2015) (o6cyxkgeHNe pa3nu4HbIX KaTerOopvid KOFHUTMBHbIX NpezyOexAeHUM, KOTOPblIe MOryT HeraTMBHO NOBNUATb Ha KaYeCTBO paccnegoBaHuA, 
BKMIONaA BIMAHMe OkNAaHUA, NpegnouTeHve UHPopMaluu, NoATBep*KAAOWen CNOKMBLYIOCA TOUKy 3peHUA, ShhekT NPUBAZKU, CUTYATMBHbIe 
npeay6expeHua, a TakKe JhbeKTbI PONU VU pekOHcTpyKuuN); Wayne A. Wallace, The Effect of Confirmation Bias on Criminal Investigative Decision Making 
(Minneapolis, Walden University ScholarWorks, 2015) (o6bacHeHNe NpegnouTeHuA UHdopmaluu, NoOATBepxKAAIOLeN CNORKMBLYIOCA TOUKY 3PeHUA, Kak 
Npouecca, B XoMe KOTOporo cnegoBaTenu NLWyT VHbopmaynio, KOTOpaA NoAAepxKUBaeT UX NpegAnouTuTenbHylo runoTe3y, «MrHOpNpya Wu OTBepraA 
He NogTBepxAatouMe ee Aoka3aTeNbcTBa», U AoBepatoT ei’); Michael Pittaro, “Implicit bias within the criminal justice system’, Psychology Today, 
21 November 2018 (o6cyxgeHue npeAy6exAeHUi, KOTOpbIe MOTyT B/IMATb Ha YTONOBHbIe paccneAOBaHHA B Les0M, VU NpepO*KeHNe U3ZBECTHbIX MeETOAOB 
pa3BeHyaHua npepybexpenun); Jon S. Byrd, “Confirmation bias, ethics, and mistakes in forensics”, Forensic Pathways, 21 March 2020 (o6cygeHue 
Pa3NU4HbIX KOFHUTMBHbIX MU STUYeCKNX OLUMGOK, KOTOPbIe MOryT UCKa3VTb pe3ysbTaTbI CyAeOHON SKCNepTU3bI, a TAKKE MeTOAOB U30eraHuA TaKUXx 
own6ok). Cm. Take Yvonne McDermott, Daragh Murray and Alexa Koenig, “Digital accountability symposium: whose stories get told, and by whom? 
Representativeness in open source human rights investigations’, Opinio Juris, 19 December 2019 (o6cyxgeHue Toro, Kak MeTOAbI paccnegoBaHun 
C UCNOMb30BaHNeM OTKPbITbIX AAHHbIX MOFYT HefaTMBHO NOBNNATb Ha «TUNbI HapyYWeHUM, O KOTOPbIX COOOWaeTCA, Ha *KePTB UM CBUAeTeNeN, KOTOpbIe 
NonyyatoT BO3MO%KHOCTb BbICKa3aTbCA, M Ha TO, KaK CTPOMTCA M3NO%KEHUE MACCOBbIX HapylWeHUM MpaB YeNnoBeka»); UV NPpOeKT MOA PykKOBOACTBOM 
VBoHH Makfjepmortt nog Ha3BaHlem “The future of human rights investigations: using open source intelligence to transform the documentation and 
discovery of human rights violations” («bygywjee paccnegoBaHul no npaBam YenoBeka: UcnoNb30BaHUe pa3zBeAAaHHbIX M3 OTKPbITbIX UCTOUHMKOB JIA 
Npeo6paz0BaHuA AOKYMeHTOB VM BbIABIeHNA HapyLeHU NpaB 4YenoBeka»). 


Cratba 12 Bceobwen Aeknapayuu npaB YenoBeKa npesycmaTpuBaeT, YTO HUKTO He MO>KeT NOABepraTbcA NPOV3BONbHOMy BMewWaTeNbCTBY B ero 
AMUHYy!O UM CeMeiHY!O >%KV3Hb, NPOVZBOMbHbIM NOCATaTeNbCTBaM Ha HEMPVKOCHOBEHHOCTb efO AKUMA, TAMHY ero KOPpecnoHAeHMM WM Ha ero 
yecTb M penyTaynio. Karkqbld YenoBek UMeeT NpaBo Ha 3alMTY 3aKOHa OT TakOrO BMeWaTenbcTBa MNM TaKUX NocAraTenbcTB. MexkAyHapopHbii 
MakT O rparkAaHCKNX VU NONMTNYeCKUX NpaBax NpeAYCMaTpuBaeT B CTaTbe 17, YTO HUKTO He MOXKET NO{BepraTbcA NPOUZBONbHOMY WM HeE3aKOHHOMY 
BMeUaTeNIbCTBY B CFO IMYHY!0  CeMeHYI0 %KU3Hb, NPOVZBOMbHbIM MI HE3aKOHHbIM NOCATaTesIbCTBaM Ha HeEMPVKOCHOBeHHOCTb ef KUALA MIN TaHy 
ero KOPpecnoHAeHUMN WM HeE3aKOHHbIM NOCATAaTeNbCTBaM Ha eFO 4eCTb UU penyTaluio. B ctatbe 17 Take FOBOPUITCA, YTO KaxKAbIN YeNOBeK MMeeT NpaBo 
Ha 3all|Ty 3aKOHa OT TaKOrO BMeLUaTeNIbCTBa MIM TaKUX NOCATaTeNbCTB. 
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Npotokon Bepknn no BegeHuio paccnegoBaHui C UCNONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


MoryT 6bITb NOBTOPHO UAeHTUdULINpPOBaHbI, HbIMU NONb3OBaTeNAMM); UC) HOCTYNHOCTb (o6e- 
eCNU CYLIeECTBYeT AOCTATOUHO ONYONNKOBaHHbIx cneyeHve AOCTYNHOCTM CUCTeM MW AaHHbIX ANA 
UnN OObeANHEHHbIX HabOpoB AaHHbIxX, copep- ABTOPU30BaHHbIX MOMb3OBaTenen, KOrfa OH 
wax aHanoruyuHyio “NW AONONHUTeNbHytO MM HyKHbI). B pamkax oOyueHnA TakKe CnesyeT 
uHdopmayvio?®. Kpome Toro, paccnegosa- YAenATb BHUMaHue cTpykKType perynupoBaHna 
TeNAM HeOOXOAUMO 3HaTb, YTO B HeKOTOPbIX UntepHeta. OWeHKY yrpo3 MW pucKOB cneAyeT 
FOPUCAMKUMAX NMOCTOAHHbIA MU HenpepbiBHbii NpoBoAvtb AO HaYana paccnefoBaHua B Unb- 
MOHUTOpUMH nM B UHTepHeTe unu cuctemaTu- TepHeTe “ nepvoguueckn nepecmaTpuBaTb U 
yeckun cOop u AonrocpouHoe xpaHeHue nep- KOPpeKTUPoOBaTb No mMepe HeobxoAMmoctn. Be3- 
COHANIbHbIX HaHHbIX MOryT NOTpeboBaTb Aonon- ONaCHOCTb — 3TO OTBETCTBEHHOCTb Kak Or0, a 
HUTeENbHbIX Pa3speLWeEHNN MU rapaHTUWM B CBA3I C He TOMbKO NoApazgeneHun undopmalnoHHbIx 
NOBbILIGHHOM O3A6O4UeHHOCTbIO NO NOBOAY KOH- TexHONOrMN vnu MeHegrkepoB NO ynpaBneHuto 
@UDeEHWMaNbHOCTU B CBA3U C TaKOM DeATeNbHO- pucKamu B OOnacTu 6e30nacHocTu. 

CTbIO”’. 

3HaHve UM NOHMMaHne Mep G6esonacHocTn B. Metogonornueckve npunuuno! 

B TO BpeMA Kak BCTPOeHHbIe Mepbl 6e30nac- 1.  TouHnoctp 

HocTu?® KacaloTcA CTpyKTypbl UW UHdpactpyk- 

Typbl paccnegoBaHua UV mO6bIX CONyTCTBYIOLUX 30. CywectByeT meTogonoruueckaa Mu aTM4eCKaA 
MeponpuaTun, B OCHOBe NpMHyWna 3HaHMA VU HeOOXOAMMOCTb oOecneunBaTb TOUHOCTb — 4, 
NOHUMaHUA Mep Oe30NaCcHOCTM NexKaT CcOOb- CNefOBaTeNbHO, Ka4eCTBO — paccnefoBaHun 
paxKeHUA, KOTOPbIE AVLa GOMKHbI NPVHMMAaTb NOCpeACTBOM UCNO/Ib30BaHMA B HUX TOMbKO AO- 
BO BHMMaHve B xoge cBoeN paboTbl, B YaCT- CTOBeEpHbIX MaTepuanos. JIMyaM, NPOBOAALUM 
HOCTU OCBEQOMNEHHOCTb O CBOeM NOoBegeHUN PaccneAOBaHUA C UCNONb30BAaHVEM OTKPbITbIX 
B ceTu. Bcem nuuam, NpoBogsAWMM paccnepo- AaHHbIX, CilepyeT CTpeMUTbCA ObITb MaKCU- 
BaHvA B VWHTepHeTe, HeoOxoAumMo oOOnafaTb MasJIbHO NpaBAVBbIMM UV TOUHbIMU B XOfe CBONX 
6a30BbIMN 3HaHMAMM B OONaCcTN ONepaTMBHON paccnegoBaHun vu npv npeActaBneHun m06bIx 
Oe30NacHOCTU, YTOObI MUHUMU3NpOBaTb CBO pe3ysbTaTOB, OCOGeEHHO Kora peub UgeT O Npu- 
LuudpoBson cneg, UW 3HaTb O NOTEHLMasbHbIx pi- 3HaHMNM CnaObIx MeCT B UCXOMHbIX JaHHbIxX WIN B 
ckax. OpraHu3auvamM, NpOBOAAWMM paccnefo- Aene B Yenom. 3ayacTy!0 TOUHOCTb MO%KHO NO- 
BaHMA C VUCNONb30BaHUeM OTKPbITbIX AaHHbIX, BbICUTb 3a CHET UCNOsIb30BaHUA UM MpOBEpKN HE- 
cnepyeT o6ecneuvTb npoxomwAeHue ux paccne- CKONbKUX pabounx runote3 U/unu aKCcnNepTHON 
AoBaTenamu o6yyYeHuA NO UHdopMalyVoHHoON OL|EHKU, YTO NOMOFAe€T MUHUMY3NpPOBaTb Be- 
Oe30nacHOCcTU, YTOObI OHN NOHMUMaNN pucKH, POATHOCTb HeOObEKTMBHOTO oOTOOpa, MHTep- 
C KOTOPbIMM OHM MOryT CTONKHYTbCA, U YTOObI NpeTaywu uv npeActaBneHua AaHHbIx. CnepyerT 
OHM UMenU NpegctaBneHue O TPex OCHOBHbIX u36eraTb NpeyBenuyeHun uv runep6on B aHa- 
cTonnax UHdOpMaL|VOHHON 6e30nacHocTn: JWMTUYECKUNX BbIBOsAX. Ucnonb30BaHue YeTKMX, 
a) KOH@ugeHuManbHocTb (Hanpumep, npeso- OObEKTUBHbIX, OCHOBaHHbIX Ha dakTax dopmy- 
cTaBneHve goctyna K AaHHbIM TObKO pa3pe- JIUPOBOK U OTKa3 OT SMOLINVOHASIbHbIX BbICKA3bI- 
WWE@HHbIM Nonb3oBaTenaM); b) LenocTHOcTb (ra- BaHun obecneunT dakTu4eckyiO WM BOCNPUHU- 
PaHTMA Toro, YTO AaHHbIe He OyAyT Nog”Aenanbl Maemy!0 OObEKTMBHOCTb paccnegoBaHua Mu ero 
UN UHbIM O6pa30M U3MeHeHbI HEABTOPN30BaH- pe3y/IbTATOB. 


«Mouatue "3ddekT MO3aKM" 3aUMCTBOBaHO V3 MO3aN4HOM Teopuin cOopa pa3BeAAaHHbIX, B KOTOPOM pa3spO3HEHHble dparMeHTb! UHbopMaluun — 
XOTA MO OTAENbHOCTM OHM VMMeHOT OfpaHUYeHHyt0 Nosme3HOCTb — CTaHOBATCA 3HAYMMbIMM B COueTAaHMN C Apyrumu Bugamn vundopmaynn (Pozen 
2005). NpumenvtenbHo K AaHHbIM OOWeECTBeEHHOrO NOMb30BaHUA KOHUeNYMA aSddekTa Mo3aVKN MpeANonaraet, uTO fake aHOHMMUZUpOBaHHble 
AaHHble, KOTOpble MOryT Ka3aTbCA HE MpeACTaBNAIOLMMN OMACHOCTM B OTAeMbHOCTU, MOryT 6bITb NOBTOPHO UgeHTNdNYMpoBaHbl, ecnu 6yfeT 
ony6nuKoBaHo OcTaTOUHOe KONMYeCTBO HaGopoB AAHHbIX, COAepxaWMX aHanorMunylo WN AONONHUTeNbHy!O UHdopmayuio». Cm. John Czajka 
and others, Minimizing Disclosure Risk in HHS Open Data Initiatives (Washington, D.C., Mathematica Policy Research, 2014), appendix E, p. E-7. 
URL: https://aspe.hhs.gov/system/files/pdf/77196/rpt_Disclosure.pdf. Cm. take David E. Pozen, “The mosaic theory, national security, and the Freedom 
of Information Act”, Yale Law Journal, vol. 115, No. 3 (December 2005), pp. 628-679. 


Hanpumep, B CoeguHeHHom Koponesctse BenukoOputaHun u CeBepHow VipnaHaun 3aKOH npegnucpiBaeT, YTO «MepcoHanbHble AaHHble, 
oOpabaTbiBaemble ANA... NpaBOOXpaHNTeNnbHbIX Lene, DOMKHbI XPaHUTbCA He AONbUe, YeM 3TO HeEOOxXoANMO ANA Yenei, ANA KOTOPbIX OHN 
oOpabarTbiBatoTca» (Chapter 12 of the Data Protection Act 2018, part 3, chap. 3, sect. 39 (1)). CornacHo Pernamenty 2016/679 Esponemckoro napnameHta 
uv CoBeta oT 27 anpena 2016 roa 0 3aunTe du3M4ecknx NL NpUu O6paboTke NepcoHanbHbIX HaHHbIX UO CBOOOAHOM OOpalijeHUl TaKMX AaHHbIX, a TAKE 
06 oTmeHe {npektuBb! 95/46/EC (O6uni pernameHT O 3aLNTe NepcoHanbHbIxX AaHHbIx/General Data Protection Regulation/GDPR), nepcoHanbHble 
AjaHHble MOryT CO6upaTbca TONbKO ANIA <OnpefeneHHbIX, ABHBIX VU 3AKOHHbIX Lene», AOMKHbI OTPaHUYUBaTbCA UHdopmalven, HeOOxo_uMon AA Yenen, 
ANA KOTOpbIX OH COOMpaloTCA, VU AOMKHbI OCTABATbCA UACHTUULUPyeMbIMN TONbKO AO TeX Nop, Noka 3TO HEOOXOAUMO ANA ene COopa (cTaTbu 5-6). 


Cm. nyHKT 33 Hue. 
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Npotokon Bepknu no BegeHuto paccnegoBaHui c UCnoNb30BaHNeM OTKPbITbIX L|UPOBbIX aHHbIX 


31. 


32; 


29 


30 


Munumusayna panHbix 


Npvxunn MvnMMv3ayun GaHHbix npegnucpiBae;r, 
uTo cOop u obpaboTKy UNdpoBbix AaHHbIx cne- 
AYeT OCYLIECTBNATb TOSbKO B TOM Cnyyae, ecnn 
370: a) ONpaBgaHO ANA 4eTKO chopmynupo- 
BaHHoN Yen; b) Heobxofumo Ana gocTuxKeHUA 
3TOW YWenu; “ Cc) NpOoNOpuNoHaNnbHO BO3MO%«- 
HOCTUM BbINONHeHUA STON Lenn??. B KOHTeKCTe 
paccnegoBaHun Cc UCnoNb3O0BaHNeM OTKPbITbIX 
AjaHHbIX OHNaNH-KOHTeHT cnegyeT co6upatb 
TONIbKO B TOM cnyuae, ECV OH UMeeT OTHOLUEHNE 
K KOHKpeTHOMy paccnefoBaHulo. CornacHo 
3TOMy NpuHuMny, npeANouTeHue OTAAaeTCA AeTAa- 
JIM3NPOBaHHOMy, PyYHOMy, a HE MaCCOBOMYy, aB- 
TOMaTU3UpOBaHHoMy COopy, XOTA “ OTMeUYaeTCA, 
uTO MOcneAHNM MO*KeT ObITb yMeCTeH B HeKO- 
TopbIx cnyyaax. MpumeHeHue dTOrO nNpYHyMna 
K COOpy OHMaNH-KOHTeHTa NOMOXKET U3Z6E*KAaTb 
cO0pa U36bITOUHOrO OObeMa AaHHbIxX, YTO BaxKHO 
no HECKONbKUM NpvunHam. COop u36bITOUHOrO 
oObeMa AaHHbIX — YTO OCOOeHHO BarxKHO Np 
UCnONb30BaHUN = ABTOMaTV3UpOBaHHbIX npo- 
lieccoB cOopa UuHdopmalyuu — morKeT NoBNeub 
unu ycyry6uTb yA3BUMOCTb CUCTeMbI 6e@30- 
nMacHocTn*®, B YaCTHOCTU ecnu STO NpuBepeT kK 
TOMY, YTO Ma, NPOBOAALWINe paccnegsoBaHve, 
He 6yAyT 3HaTb O TUMAaxX UHhOpMaLNU, HaXo- 
AAWwelcA B UX pacnopaAxKeHun. Coop u36bITOU- 
Horo OObeMa AAaHHbIX MOMKET TakKe BbI3BaTb 
npoOnembl B MAaHe KOHOuAeHUMaNbHOCTU U 
3aLUTbI AaHHbIX, ECNN aBTOMaTU3ZNPOBaHHbIN 
npoujecc He pa3nuuyaeT TUN KOHTeHTa. HakoHell, 
npegoTBpaujeHue cOopa u3z6bITOUHOrO Obbema 
AaHHbIX CNY KUT MpakTuyeckumM YenAM MMUHI- 
MV3aLUN 3aTpaT Ha XpaHeHue AaHHbIx UV Npevy- 
npekgeHnna nomex Ha AanbHeNWIux dTaNax pac- 
cnefoBaHna, TakKUX KaK PaCCMOTpeHue, aHanu3 
vu, B cnyyae ecnu paccnefoBaHue NpvBogUT kK 
cyfe6Homy pa30upatenbcTBy, packpbITNve UH- 
dopmaunun. 


CoxpaHeHne 


MpegoTBpatutb c6op HegocTaTouHOorO Obbema 
AiaHHbIX Tak Ke BaxKHO, KaK U U30eKAaTb COOpa 
uzObITOUHOrO ~OObeMa COOTBETCTBYIOLGM = VH- 
dopmauynn. STO MOxKeT ObITb OCOOeCHHO 3Ha- 
4YNMO B KOHTeKCTe OHNaNH-v~Hdopmaunnu, no- 
CTOAHCTBO WM AOCTYNHOCTb KOTOpON 3ayacTyIO 


33. 


HecTaOunbHbl. Llenb mpnvHuywna coxpaHeHna 
3akmioyaeTcA B MpeAynpexk”eHuu cOopa He- 
ocTaTouHoro OObemMa AaHHbIX, UTOObI He O- 
NyCTUTb yTpaTbl 3HaYMMbIX UM NOTeHUMaNbHO 
yOequtenbHbIX fOKa3aTenbcTB. TlnaTdopmb! 
COL|MaNbHbIX CeTel, Hanpumep, MOryT yganuTb 
KOHTEHT, HapylWalolyvn ux ycnoBua npepocTaB- 
neHMA ycnyr, fake ecnu 3TOT KOHTeHT MMeeT 
NOTeHUMaNbHylO LEHHOCTb ANA paccnegoBa- 
Tene. Ecnu nnatbopme He 6ygeT HanpaBneH 
CBO@BPeMeHHbIM 3anpoc O cOxpaHeHuM vnu 
KOHTe€HT He OyfeT COXpaHeH MHbIM O6pa30M 
nuuamu, NpOBOAALWMMN paccnegoBaHue, TakaA 
UHhopMalyWvA MOM*KET ObITb yTPayeHa HaBcersa. 
Kpome Toro, Nonb3oBaTenu MoryT yAanutb unu 
OTpegaKTUPOBaTb CBOM COOCTBEHHbIM KOHTEHT, 
cAenaB Hekorfa O6lWepOcTynHy!o UHbopmaLnio 
HegoctynHon. Momumo atoro, UHdopmayuA B 
UnTepHete MOxeT ObITb NerKO AeKOHTeKCTyaNU- 
3UpoBaHa, yTpayeHa, CTepTa wn noBpexkAeHa. 
Ana Toro uToOb! UNdpoBbie MaTepuanbl OCTaBa- 
NMcb AOCTyNHbIMN MW NpvrogHbiImMu ANA ucnonb- 
30BaHUA B OyAyUNx MexaHu3max NpuBneyeHuA 
K OTBETCTBEHHOCTU, UX HEOOXOAMMO aKTUBHO U 
TLWaTeNIbHO COXPpaHATb Kak KPaTKOCPOUHO, Tak U 
AonrocpouHo*". 


BcTpoeu Hbie Mepbl 6esonacHocTN 


NMpwkyvn nmpvmeHeHua BCTPOeHHbIX Mep 6e3- 
OnacHocTM TpebyeT, YTOObI, HaCKONbKO 93TO 
BO3MOX%KHO, UNdpoBaA UHdoOpMaluA UM OHNAaiH- 
onepauywu Obinu G6e30nacHbIMU NO ymMonuaHuio. 
OpraHv3ayvam, NpOBOAALYMM paccneAOBaHUA C 
UCnOsb30BaHNeM OTKPbITbIX LINPPOBbIX AaHHbIXx, 
CneAyeT OCYLIECTBNATb VHBECTULINN B COOTBET- 
CTBYIOLUNe TeXHMYeCKNe UM CTPYKTYPHbIe Mepbi 
Ana o6ecneyeHna Toro, uToObl No ymMonuaHuio 
UHppactpykTtypa — BkMIO“aA ObopyfoBaHue 
WM nMporpammMHoe obecneyeHve — Obina Hag- 
nexkalMuM oO6pa30M aHOHUMU3UpOoBaHa MW He 
moma ObiTb aTpvOyTNpoBaHa, KOrga paccne- 
AOBaTeNnv BbIXOAAT B VHTepHeT, NU BHEAPATb UX. 
Bce o60pygoBaHue AOMKHO UMeTb akTyaNbHoe 
nporpaMMHoe oOecneyeHve ANA 3alVTbI OT 
BPeCAOHOCHbIX MporpaMM, a Take COOTBeT- 
CTBYIOLIMe HaCTpOMKN KOHUAeHUMaNbHOCTU 
vu 6e3onacHocTn. Mepbi 6e3onacHoctTu cnepyetT 
NpvHumatTb AO Hauana paccnefoBaHna B UnTep- 
HeTe; UX CnegyeT NOCTOAHHO KOHTPONMPOBaTb, 


B Npotokone NPWHYWN MUAHUMY3aLWN AaHHbIX 3aAMCTBOBaH U3 O6wero pernamMeHTa EBponeickoro colo3a O 3aLWTe NEPCOHaJIbHbIX AaAHHbIX VU 
aflanTUpOBaH K KOHTeKCTY paccnegoBaHun C UCNOJIb30BaHNeM OTKPbITbIX AaHHbIxX (cm. cTaTbto 5 Pernameuta). 


Npumeppl ya3BumoctTen B OOnacTu be30NaCcHOCTN CM. H¥Ke B rnaBe IV o Gez0nacHocTu. 


Bonee nogpo6uyto uHdopmaunio co. HuxKe B rnaBe VI.D 0 coxpaHeHun. 
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Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHUeM OTKPbITbIX LIPOBbIX JaHHbIX 


OOHOBNATb MU KOPpeKTUPOBaTb NO Mepe Heo6b- 
xofumoctn. PaccnefoBatenu, paccnesoBatenb- 
ckKuve rpynnbl “nu opraHu3zayunu MoryT noxKenatb 
OpraHV30BaTb HeMpepbIBHOe TeCTUPOBaHue, 
BKMIOU“aA TeCTMpPOBaHNe Ha MpOHMKHOBeHNe™, 
uToObl yOegutTbcaA, YTO UX CNCTeMbI 6e30NAac- 
HOCTU paboTaloT CormacHo 3aMbichy. 


3ITMYeCcKNe NPWUHWWNbI 


DiocTouHCcTBO 


PaccnefoBaHua cnefyeT NPOBOANTb C OCO3Ha- 
HUeM UV yueTOM HtOObIX OCHOBHbIX BOMPOCOB, Ka- 
CalOLMXCA yBarxKeHUA AOCTOUHCTBa, OCOOeHHO 
TeX UHTePecoB, KOTOPbIe 3aLWLJeHbI Me*KAYHa- 
POfHbIM NpaBom npaB yYenoBeka. Hanpumep, 
NULaM, NPOBOAALWMM paccnegsoBaHua, cnepyeT 
npvgepxuBatbcaA MpvHuMnoB HegucKpumu- 
Halu, KOTOpbIe MOryT NOBNUATb Ha NpegmMeT 
paccnegoBaHna, a Take Ha TO, KTO 3aHUMa- 
eTCA paccnegoBaTenbckou paboTon unu kTO 
CUuUTaeTCA aBTOPOM paccnegoBaHuA, a TakxKe 
npegycmatTpuBatb rapaHTuu, Kacatolyueca LNd- 
poBonu, du3znyeckon uv NcuxXOcOL|ManbHON 6e30- 
nacHOcTw cBugetTenen, nocTpagaBuinx, Apyrux 
uu, MpoBogAwnx paccnegoBaHue, OOBNHA- 
eMbIX, a TaKKe NPOUUX ANU, Ha KOTOPbIX OHO 
MO>KET HeraTUBHO OTpa3uTbCA. CobnopeHue 
NpWHuUUWNa AOCTOUHCTBa MOXKET TakKe NOBMATb 
Ha TO, KakaA UHdopmalvA O paccnegoBaHun 
coo6ujaeTcA OOWECTBeHHOCTU, B TOM uucne 
B MVCbMeHHOM Buge VM B MtOObIX BU3yanbHbIx 
dopmatax: Hanpumep, He cnegyeT NOKa3bIBaTb 
BClO CTeNeHb CTpagaHun unu Hacunua, ecnu B 
3TOM HET HEOOXOAMMOCTH. JTOT NPUHYUWN rapaH- 
TUpyeT, YTO HOPMbI NpaB yenoBeKka ABNAIOTCA 
CBOAOM PYKOBOAALIMX CTaHAapToB ANA npoBe- 
Ae@HUA STMYHbIX paccnegoBaHUN C UCcnONb30Ba- 
HMM OTKPbITbIX HaHHbIx. 


CaMOKpuTMYUHOCTb 


Jiuuyam, NpoBOAAWMM paccnefAoBaHuA C UcnoNb- 
30BaHMeM OTKPbITbIX aHHbIX, HEOOXOAMMO ObITb 
CaMOKPUTVYHbIMU, MpV3HaBaTb COOCTBeHHbIe 
OrpaHUYeHnaA UM OCO3HaBaTb Npobenbl B CBOMX 
3HaHuAxX. [nA NpaBuNbHOorOo NOHMMaHNA UV UH- 
TepnpeTalMn OTKPbITbIX HaHHbIX MO*KeT NoTpe- 


Cm. HuKe B rnaBe V.B 06 oleHKe LMpoBon cpeppl. 


36; 


37. 


O0BaTbcA CnelWanbHaA NOArOTOBKa UNM KOH- 
cynbTauwn c aKcnepTamu. CamMoKpUTNYHOCTb 
O3HaYaeT Tak>Ke MPUHATUE OTBETCTBEHHOCTN 3a 
owmuoku. Ecnu nuua, npoBogAune paccnepo- 
BaHve, OOHapy>KuBaloT, YTO FONycTunu owMObky, 
ee cnevyeT UCcnpaBliTb WN COOOLMTb O Hel Tem, 
KTO MOKeT MUHUMU3UpOBaTb MpMYWHeHHbI 
Bpea. B ufeane fomKeH CYLIeECTBOBaTb Mexa- 
HU3M COOOLWeEHUA O06 OLIMOKaX VU BHeECeHUA MC- 
npapneHui, ocobeHHO ANA paccnefoBaHui, KoO- 
Topble ABNAIOTCA NYONVYHbIMU VU VHdopMalina O 
KOTOPbIX LUAPOKO pacnpoctTpaHeHa. 


WUHKnIO3NBHOCTb 


Jivuya, NPOBOAAWINe paccnegoBaHuA C UcnONb- 
30BaHMeM OTKPbITbIX AaHHbIX, HOMKHbI O6ecne- 
UNTb YYeT Pa3sNVYHbIX TOUeK 3PeHUA VU OMbITa 
npv npoBegeHnn paccnegoBaHun. HeobxoAnmo 
NpVHUMaTb BO BHUMaHNe dakTopbi, KOTOPbIe 
MOTryT NOBNNATb Ha OOLLYIO VHKNHO3UBHOCTb OH- 
mlaWH-paccnefoBaHna, BKMIOUaA ero reorpadu- 
4eCKU OXBaT, paccnegyemble HapyWeHua “/unu 
MexKAYHAapOAHble MpectynneHuA uu OCco3HaHue 
HEOAHOPOAHOCTN OHNaNH-vHhopmayuu B OT- 
HOLW@HUN pa3znU4HbIX CNoeB O6IeCcTBa**. CocTaB 
CHeACTBeHHbIX rpynn Tak>Ke AomKeH ObITb pa3- 
HOOOpa3HbIM, UTO BKMOYUaeT OOecneueHNe FeH- 
AepHoro GanaHca. Kpome Toro, NPVvHUMN WHKNIO- 
3VUBHOCTU, HapAAy C NPYHUMNOM AOCTONHCTBa, 
MO*KET NOBMIMATb Ha TO, KaKNe MaTepuanbI NMLIO, 
NpoBomAWjee paccnegoBaHue, pelwiNT coOpatb 
MU VUCNONb30BaTb B PaccnegoBaHUN VU Kak OHU 
6yAyT npeACcTaBneHb! pa3snvyHbIM ayAUTOpUAM. 


HesaBucuMocTb 


Jiuyam, NpOoBOAAWMM paccnefoBaHuA C UcnoNnb- 
30BaHVeM OTKPbITbIX MaHHbIX, CNesyeT 3aLliy- 
laTb CeOA MW CBON paccnefoBaHuA OT HeHage- 
>Kalero BnvaAHna. Um cnegyeT BbIABNATb mt0ObIe 
peanbHble wu npegnonaraemble KOHONUKTbI 
WUHTepecoB MU U30eraTb UX, a TaKKe BHEAPATb 
rapaHTMu ANA CMArYeHUA TeX KOHOMUKTOB, KO- 
TOPbIxX U36eE>%KaTb HEBO3MOMKHO. Mpo3spauHOcTb 
npowecca, MeTO4OB VU duHaHCUpoBaHuA MO%KeET 
NOMOUb B OLIGEHKe HE3aBUCUMOCTM VM 3aLVTUTb 
dakTuyeckylo UM OLWylaemMylo He3aBUCUMOCTb 
paccnegoBaHna. 


TecT Ha NPOHUKHOBeHMe — 3T0 UMUTALINA Ku6epatakui, KOTOPaA CAHKLIMOHUPOBaHa C Lesbo NPOBeEPKu 6e30nNaCcHOCTM CUCTeMbI. 
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Npotokon Bepknu no BegeHuto paccnegoBaHui C UCNONb30BaHNeM OTKPbITbIX LIUPOBbIX aHHbIX 


38. 


34 


35 


MpospauHoctTb 


B To BpeMA Kak NPVHUUN OTBETCTBEHHOCTH Tpe- 
6yeT Mpo3spayHOCcTM MeTOAOB MU pe3ysbTaTOB 
paccnefoBaHua, STNYeCKM NpVHUMN Npo3pay- 
HOCTM KacaeTcA Toro, Kak IMLja, NpOBOAAWNe 
paccnenoBaHuA C UCNONb30BaHNeM OTKPbITbIX 
AjaHHbIX, BegyT ce6A B CeTY “NO OTHOWeHUIO 
K BHelwHeMy MuUpy. ITO O3HAaYaeT HeObxogu- 
MOCTb U36eraTb BbIZaUN cea 3a Apyroe nuyo™. 
XOTA AHOHUMHOCTb VU OTCyTCTBNe aTpUoyuMuU — 
BKMIOuaA ~VCNONb30BaHNe BUpPTyaNbHbIxX ANY- 
HocTen*®> — moryT ObITb Ba>KHbI C TOUKM 3PeHNA 
6e30NacHOCTU, NUWaM, NPOBOAALWIMM paccnego- 


BaHue, CnegyeT 3HaTb O BO3MOKHbIX HEraTMBHbIX 
nocneAcTBuAXx BbIZaun cebA 3a Apyroe suo, 
TaKUX KaK HaHeceHue yiepba penyTalin u aB- 
Toputety paccnegoBaHua, rpynnbl vu opraHn- 
3aluu, vnu Ke NoApbiB AoBepua k CoOpaHHon 
uvHdopmayuu. Nonyyenuve uHdopmayuu nytem 
BbIg4auN CcebA 3a Apyroe NULO, MOKET HAPyLUUTb 
npaBo YenoBeka, ABNAIOLWWerocA OObeKTOM pac- 
cnefoBaHuA, Ha HEMPUKOCHOBEHHOCTb YaCcTHOU 
>%KU3HU V/UNM NOBpeAMTb paccnegoBaHnw, Oco- 
O@HHO ecru BbiIfaua ceOA 3a Apyroe NNO AB- 
NACTCA HE3AKOHHON B COOTBETCTBYIOLIEN HOplc- 
ANkuun (COOTBeTCTBYIOLUMX IOPUCAMKLMAX). 


Hanpumep, NbITaACb BCTYNUTb B 3aKpbITbIe FpyNNbl UNV 3aBeCTU CBA3NU B COL|MasIbHbIX CETAX NOA JOMKHbIM NpeANOOM. 


Bonpoc BuptyanbHbIx NMYHOCTeN paccmaTpuBaeTca HUxe B rae IV.C 0 coobpaxKeHuaX, KaCalOLNXCA NHpactpykTypbl. 
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NPABOBAA OCHOBA ~ 


KPATKOE COJEPKAHME IABbI 


™ Onpegfenenne Toro, kakue 3aKOHbI NPUMeHAICTCA, NMeeT Pelatolee 3HAYeHNE 
AA NPUHATHA pelweHUA O TOM, 4UTO COONpaTb MW KakuMu cCnocobamn. JTo 6yfeT 
3aBMCeTb OT ANYHOCTM paccnefoBaTenen, NMYHOCTN O6beKTOB paccneAoBaHnn, 
uenu ux paccnegoBaHun vu fopucANKUN, B KOTOpbIX HaXOAATCA OHU, OObEeKTHI, 
AjaHHbIe Vv OCyWeCcTBNAIOTCA NpaBoBble npowes”ypbi. 


CoxpaHeHve UNdpoBbix MaTepvanoB c nogsgepxkaHvem ux NOANMHHOCTM U 
AokyMeHTMpoBaHuem YenouKkn o6ecneYeHuA UX COXPaHHOCTM NOBbIWAeT Bepo- 
ATHOCTb TOFO, YTO OHM MOFyT O6bITb AONyWeHbI B KaYeCcTBe AOKa3aTesIbCTBa B 
cyle. 


OnpegeneHne tuna paccnefoBaHuva VU ero KOHeEYHON env (HanpuMmep, yr 

HbIM Mpouecc, rpaksAaHckoe cyfOnpou3BOACTBO, Npowecc npaBocy”MA nepe- 
XOAHOro Nepvoga vu Ap.) o6ycnoBuT Tpe6oBaHnA K AOKa3aTeNbCTBaM, KOTOpbIe 
AO>KHbI ObITb NPUMeHeHbI. 


Hapywenne npaBa 4eNOBeKa Ha YaACTHYHW MU3SHb MOMKET NPUBeCTM K NCKIHOUe- 
HUH BOKAa3ZaTeJIbCTB. 


oe 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCnONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


Jiuua, NpOoBoAAWNe paccnefoBaHnA Cc UCcnONb- npumep kKomuccuaAMM no paccnegoBaHuio, Me- 
30BaHUeM OTKPbITbIX AaHHbIX, MOJKHbI NOHU- XaHV3M, yuperkAalolunn paccnegoBaHue, bypeT 
MaTb MpaBOBble PaMKU, B KOTOPbIxX OHM pabo- onpefenatb, cpean npounx daktopos, npume- 
TatoT. Clofa OTHOCATCA MpvMeHuMbIe HOpMbI HUMbIe CBOAbI NpaBOBbIX HOPM UM reorpaduye- 
npaBa, 3aTparuBatouve UX paccnesOBaHuUA, VU cKN“e MW BPeMeHHbIe paMKU paccnegoBaHuA”. 
npaBoBaa 6a3a lOpuCAMKYN, B KOTOPbIX OHM Ana gapyrux paccnegoBaHun, BKnIoYuaA paccie- 
NpOBOAAT paccnegoBaTenbckne genctBua. goBaHua, nposogumpie HMO, opraxv3zayna, 
3HaHNe MaTepuanbHoro NpaBa, NpvmMeHumoro MpoBoyAWad paccnegoBaHue, cama MOKeT 


K paccnefOBaHUAM, BKIWOYUaAH SIGMEHTbI CO- 


i onpegenuTb CBoWw NpaBoByw ba3y””. 
cTaBa NOTeHLMaNbHbIX HapyWeHun*®® unu npe- 


cTynneHnii, a TakxKe POPMbI OTBETCTBEHHOCTH””, 41. Hactorwjaa rapa Obia pazpaboTaHa ANA 
MOXKET CNOCOOCTBOBaTb NpPoBegseHuUWo Oonee Le- Toro, YTOGbI NOMOUb AMYaM, NPOBOAALWMM pac- 
NeHanpaBNeHHbIxX paccnefOBaHUN VW NOBbICUTb cnefoBaHvA C UCNONb30BAaHNeM OTKPbITbIXx 
BeEPOATHOCTb TOrO, UTO CObpaHHan UHhopMauuA AaHHbIX, JIYYLWE OL|EHVTb MW NOHATb NOTeHLUY- 
M nroOble cAenaHHble aHanviTuyeckue BbIBOAbI ANbHOe KOHEYHOR VCNONb30BaHUe UX paboTbl 
6yayT none3HbI B ycunuax no obecneyeHuio WM COOTBeETCTBYIOLINM O6pa30M afanTupoBaTb 
npaBocyAvaA wu mpusneyeHuio K OTBeTCTBeH- CBO“ MeTOAbI paccnegoBaHua. MockonbKy 
HocTu. AHanormyHbim 06pa30M 3HaHMe Npolec- NpvmMeHumple 3aKOHbI pa3znuyaloTcA B 3aBUCH- 
cyaNbHOro NpaBa UU HOPM AOKa3aTeNbCTBEHHOTO MOCTM OT lopucAuKuUNN, Tuna paccnepzoBaHuA 
NpaBa B COOTBETCTBYIOLUNX IOPUCAUKUMAX NO- YU MpaBoBbIX NONHOMOUNM OpraHa, NpPOBOs,A- 
3BONUT paccneOBaTenAM BeCTU CBOlO pa6boty ujero paccnegoBaHnue, B CneAyOUiNx pa3zgenax 
B COOTBeTCTBUN C Tpe6oBaHNAMN kK Mcnonb30- MpegctaBneH 0630p OCHOBHbIX dakTOpOB, KO- 
BaHMUlO OTKPbITbIX AaHHbIX B CyfAeOHbIx pazOupa- TOpble HEOGXOAVMMO NPUHATb BO BHUMaHne npu 
Tenbeiban, paccnegoBaHun MOTeHUManbHbIX HapyweHuin 
Ona mMerxKAYHapOmsHbIX yrONOBHbIX paccneyo- MeKAYHapOgHoro Npasa. JIMyam, NPOBOAALLUM 
BaHWM MpaBoBbie pamku O6yAyT npegnucaHbl PpaccneMOBaHNA, PEKOMEHAYEeTCA, THE 3TO BO3- 
HOPMaTVBHbIMU = AOKYMeHTaMU = COOTBeTCTBYIO- MO?KHO, NONyYaTb aKCNepTHylO lopugAnueckyto 
wero Teu6yHana, cyga wn cyfe6Hon cucTemb!*®. KOHCYs/IbTALIMIO Y KOPUCTOB, 3HAKOMbIX C COOTBET- 
Ana paccnefoBaHui, NpoBoguMbIx B_ COOT- CTBYIOLUMMU fOPUCAUKUNAMN MU npegmMeTom pac- 
BeETCTBMM C Me@KMYHAPOAHbIM MaHAaTOM, Ha- cnepoBaHna. 


Hanpumep, np paccnegosBahuu cnyyaeB HEHABUCTHUYeECKUX BbICKa3bIBAHUM MU MOACTpekaTenbcTBa K HaCMAUIO paccnegoBaTenu AONKHbI NOHMMaTb, 
KakOro pofja NOBeAeHNe AOCTUraeT BbICOKOrO Nopora, NpeAyCMOTPeHHOTO cTaTben 20 (nyHKT 2) MerKAyHapogHoro NakTa O rpaxkfaHCckux M NONUTMYeCKNX 
npaBax. Cm. Pa6aTcku nnaH AevcTBUM No 3anpeweHulo NponaraHAbl HaLMOHANbHON, pacoBon un penurvo3HoON HeHaBUCTM, NpeACTaBNAloWen cobon 
nogctpekaTenbcTBo Kk AVCKPpUMuHaynNu, Bparkgze unu Hacunuto (A/HRC/22/17/Add.4, npunoxkeHnve), nn. 11 vu 29, nv u3no>KeHHbIN B HEM NpaBoO3alVTHbI 
noporosbiin Tect, AOCTyNHbIN Ha 32 A3bIKax. URL: www.ohchr.org/ru/freedom-of-expression. O A3bIKe HeHaBuicTu cm. Crpateruto uv Mnay geictBuin 
OpraHu3aynn O6beguHeHHbIx Hay no 6opbbe c A3bIKOM HeHaBucTu (2019). URL: www.un.org/en/genocideprevention/hate-speech-strategy.shtml. 


B yronoBHOM npaBe BUHOBHbIe MOryT ObITb MpvBNeyeHbI K OTBETCTBEHHOCTM Ha OCHOBaHMM pAa OPM OTBETCTBEHHOCTH, OMpeseneHHbIx 
COOTBETCTBYIOLUMM 3aKOHOM. Take POpMbI OTBETCTBEHHOCTM BKM0UAIOT MPAMOe VM KOCBEHHOE COBepweHue NpectynmeHua, coyyactue, NOCOGHUYeCTBO 
Vi MOACTpekaTeNnbCTBO, a TaKKe OTBETCTBEHHOCTb JIM, OTAAalOLWUX Npuka3bl. Cm. Jér6me de Hemptinne, Robert Roth and Elies van Sliedregt, eds., Modes of 
Liability in International Criminal Law (Cambridge, United Kingdom, Cambridge University Press, 2019). 


Cm., Hanpumep, MexgayHapogHbii yronoBHbii cya, NpaBuna npouesypbl vu AoKa3bIBaHua (2013 rog); MexayHapogHbi Tpv6yHan no 6biBwen OrocnaBuu, 
NpaBuna npouevypbi u goka3biBaHua (8 utlona 2015 roga); MexayHapogHbii yronoBHbii TpvoyHan no PyaHge, NpaBuna npouegypbl u goKa3biBaHua 
(13 maa 2015 roga); OctaTouHbin CneyanbHbiin cyg no Cbeppa-Jleoue, NpasBuna npouepypbi u ZoKa3bIBaHua (30 HoAOpA 2018 roga); CneyManbHblin 
TpvoyHan no JiuBany, NpaBuna npoyegzypb! u Aoka3bIBaHua (10 anpena 2019 roga); Ype3BbIuaMHble Nanatbl B cygax KamOog>Ku, BHyTpeHHue npaBuna 
(3 aprycta 2011 roga). 


Hanpumep, HezaBucumaA MexkAYHapoAHaA MUCCUA NO ycTaHOBNeHuio dakToB B BonuBapnaHcKon PecnyOnuke BeHecyana, KoTOpan Obina co3qaHa 
B CeHTAOpe 2019 roga, ynonHoMoUeHa paccnegoBaTb BHecyfeOHble Ka3HV, HaCUMbCTBEHHbIe UCUe3HOBEHMA, NPOUZBONbHbIe 3aeprxaHUA Vi MbITKU 
Vi Apyrue xecToKue, becuenoBeyHble UNM YHVKAIOLNe FOCTONHCTBO BUgbI OOpaleHuA 3a Nepvog c 2014 roga u npeg”ctaBuTb CoBeTy qoKnag oO 
pe3ynbTaTax CBoei pabotb! (pezontounA 42/25 Copeta no npaBam 4YenoBeka, n. 24). HezaBucumMaA MexAYHapogHad KOMMCCMA NO paccnegsoBaHuto 
co6biTum B Cupuinckon Apa6ckon Pecny6nnke, KoTopaa Obina co3qaHa B 2011 roy, ynonHomoueHa paccnegoBaTb BCe NpeANonaraemble HapyWeHUA 
MexfyHapogHoro npaBa NpaB YenoBeka, VMeBLUMe MecTo B Cupnitckon Apa6ckon PecnyOnuke B nepvog c Mapta 2011 roga, ycTaHOBNTb dakTbl u 
OOCTOATENbCTBa TaKMX HapYLWeHMi MV COBEPLeHHbIX MpectyNNeHUi UNO BO3MOXKHOCTU BbIABUTb BUHOBHbIX (pezomioluA CoBeTa no npaBam YenoBeka 
S-17/1, n. 13). MexkayHapogHon rpynne akKcnepTos, HanpaBneHHoN B pervoH Kacau flemoKpatuyeckon PecnyOnukn KoHro B 2017 rogy, Obino nopyyeHo 
coOpatb uv CoxpaHUTb UHopmaynio O NpeANonaraembIx HapyLWeHUAX Vi YLIEMeHMAX NpaB YeNoBeKa MU HapyLWeHUAX Mex*KAYHaPOAHOLO ryMaHUTapHoro 
Mpasa B pervonax Kacav uv npenposogutb cyge6Hbim Bnactam fjemoKpaTuyeckon Pecny6nuku KoHro BbIBOAbI NO uTOram 3TOTO paccnegoBaHuA 
(pezontouna 35/33 CoBeta no npaBam YenoBexa, Nn. 10). 

Hekotopble opraHv3ayuy, BKnioyaa HI10, yacTo umeloT CBON BHYTPeHHVe MeTOgoNorun, KOTOPbIe NpegAnucbiBaloT MM CcOCcpegoTauNBaTbCcA Ha 


onpegeneHHon o6nactu NpaBa, HanpumMep kacalowelica NbITOK UNI CeKCYasJIbHOrO VU FeHAepHOrO HaCusinaA, UW KOTOPbIe 6yayT Tak»Ke COMePKaTb YKaZAHUA 
OTHOCUTEJIbHO HaNpaBsIeHHOCTU paccnegoBaHun. 
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MexayHapogHoe ny6nuuHoe 
npaBo 


B Ipotokone OCHOBHOe BHMMaHue yyensAeTcA 
TpemM KaTeropvaAM MexkAYHapogHoro nyénny- 
HOrO MpaBa, KOTOPbIe BO MHOTOM MepeceKkaloTca 
apyr c gapyrom: mexkAyHaposHomy ryMaHutap- 
HOMy NMpaBy, Mex AyHapoqHOMy MmpaBy NpaB 
yenoBeka WU Me*KAYHAaPOAHOMy yrOsOBHOMYy 
npaBy. ITM Tou KaTeropun B3aNMOAONONHALOT 
apyr gapyra; QevctBuTenbHO, MpPVvMeHUMOCTb 
Mex*KAYHaPOAHOrO ryMaHUTapHoro NpaBa W/unn 
Me*KAYHAaPOAHOrO yrOsOBHOTO MpaBa He OCBO- 


ObITb =MexKAYHAapOAHbIMA «wn = HeMexKsyHa- 
PpogHbIMA mo cBoemy xapakTepy*'. MexpyHa- 
POfHOe ryMaHuTapHoe NpaBo BcTynaeT B Aen- 
cTBMe C Hay¥anOM BOOpyxKeHHOrO KOHOMMKTa 
Mv genctByeT AO AOCTM*KeHNA MUpa, XOTA 3TU 
rpaHuubl He BCerga OMHO3HAYHbI MW ACHbI’?. 
OcHOBHbIMA = UCTOUHYKaMY =Mex*KAyHapoAHoro 
ryMaHUTapHoro ) §=nMpaBa_ ABNAtoTCcA Jaarckne 
KOHBeHLMN 1899 u 1907 rogoB*?, KeHeBCcKue 
KOHBeHLMM OT 12 aBrycta 1949 roga”* u flo- 
NONHUTeNbHbIe NpOTOKONbI K HUM 1977 roga*, 
a TakKxKe HECKONbKO AOrOBOpoB, perynupytounx 
npvumeHeHve onpeseneHHbIx BUAOB opyxKna*®. 


O6biIuHOe MpaBO TakxKe ABNAeCTCA BarKHbIM 
UCTOUHUKOM Mex*KAyHapoAHOrO ryMaHMTapHoro 
npaBa, MOCKONbKy OHO 3anonHAeT npobenbi, 
OCTaBNeHHble AOroBopamu. ObbiuHoe mexay- 
HapOfHoe ryMaHvTapHoe MpaBo UMeeT 0O83a- 
TeMbHylo CUNy ANA BCex CTOPOH KOHOnukTa u 
OCOOeHHO aKTyYaIbHO AIA HeEMexAYHApOAHbIx 
BOOPy>KeHHbIX KOHQOMNKTOB, MOCKONbKy CBA- 
3aHHbIe C HAM HOpPMbI Oonee AeTaNu3ZupoBaHbl, 
4ueM HOPMbI MexkAYHAaPOAHOrO ryMaHUTapHoro 
npaBa, OCHOBaHHOrO Ha AoroBopax”. Jo Hayana 
1990-x rogoB MnaBHbIMU MexaHu3MaMu NpuMe- 
HeHUA M@E*KAYHAPOAHOrO ryMaHUTapHOroO NpaBa 
ObINN =HaL|MOHaNbHbIe ~=BOeHHbIE §=TpNOyHaNbl, 
B KOTOPbIX rocyffapcTBa NpuvBnekanu Kk OTBeT- 
CTB@HHOCTU CBOMX PAAOBbIX U OMULEpoB. C BoO3- 


6ox%AaeT rocyfapcTBa OT BbINONHeHUA CBOUX 
oOA3aTeNbCTB NO MexKAYHAapOAHOMy NpaBy npaB 
yenoseka. Hue npuBogntca 0630p KaxkA0nN 06- 
nacTu NpakTuku, BKNOY“aA UCTOUHUKU MpaBa u 
pa3nuuna mMexkgy OOnacTAMU NpakTUKMU, YTOObI 
nuua, NDOBOAALNe paccnegAoBaHua C NCcnoNb30- 
BaHNeM OTKPbITbIX AAHHbIX, 3HaNM, YeM CHepAyeT 
PYKOBOAICTBOBaTbCA B CBOeN paboTe. 


Mex AyHaposHoe ryMaHUTapHoe npaBbo 


MexkgyHapogHoe ryMaHvTapHoe npaBo, unin 
«MpaBO BOOPyXeHHbIX KOH@AUKTOB», pery- 
mupyeT BegeHve 6oeBbix AeNcTBUN u peliaeT 
ryMaHUTapHble §=BONpOCcbI, BO3HMKaIOLWVe B 
KOHTeKCTe TaKUX KOHONUKTOB, KOTOPbIe MOryT 


Pa3nuune mexkay MexKAYHapOAHbIM N HEMexKAYHAaPOAHbIM BOOPyXeHHbIM KOHAUKTOM OCHOBaHO Ha ABYX dakTOpax: CTpyKType MM CTaTyCe BOBNeYeHHbIX 
cTOpoH. B mexkgyHapogHbIx BOOpyKeHHbIX KOHAUKTAX yYAaCTByIOT CyBepeHHble rocygapcTBa. B HemexkKAYHAaPOAHbIX BOOPy?KeHHbIX KOHIMKTAX, 
HanporTus, yuacTBylOT rocyfapcTBa MU OpraHv30BaHHble BOOpyxKeHHble rpynnbi. Cm. Andrew Clapham, Paola Gaeta and Marco Sassoli, eds., The 1949 
Geneva Conventions, A Commentary (Oxford, Oxford University Press, 2015), chaps. 1 and 19. 


B To Bpema Kak Ha4¥ano MexKAYHAPOAHOTO KOHNMUKTa OTHOCUTENbHO ACHO, MOCKONbKy OH HauMHaeTcA Cc MtO6oro NpuMeHeHuUA CuNbI MexKAy AByMA 
rocygfapcTBamu, Hayao HeMexKAYHapOfHOrO BOOpyxKeHHOFO KOHANKTa MeHee OAHO3HAYHO. HemerkAyHapOgHble BOOpyrKeHHble KOHO/MKTHI 
CyWeCTByOT TONbKO B TOM cNyyae, eCNM BOOpyXKeHHbIe rpynnbl AOCTaTOUHO OpraHN30BaHHbl, a YPOBeHb HacunuA OCcTMraeT ONpegeneHHon 
VHT@HCUBHOCTU — Ba dakTopa, KoTOpble TpebyloT AeTaNbHOro aHanu3a akTOB B KaxKHOM KOHKPeTHOM cnyuae. Cm. Sylvain Vité, “Typology of armed 
conflicts in international humanitarian law: legal concepts and actual situations’, International Review of the Red Cross, vol. 91, No. 873 (March 2009), pp. 72 
and 76-77. CyuwjectByloT TakKe pa3HOracuA OTHOCUITENbHO TOFO, KOra 3aKAHYUBAaeTCA BOOPyKEHHbIN KOHOMUKT VM OCTUraeTcA Mup. XoTA CornalieHuA 
O MpekpaleHuu OFHA WIM MUpe MOryT NOMOUb NPOAEMOHCTPNPOBaTb OKOHYAHNe BOOPyKEHHOTO KOHOAUKTa, OH HE ABNAIOTCA AMCNO3VTHBHbIMN. 
Ana onpegeneHua MomeHTa NpekpaleHuA BOOpyxeHHOrO KOHUKTa NpegNaralorca pa3u4Hble KPUTepUN, a VMeHHO: OGWYee NpeKpall|eHVe BOEHHbIX 
AevcTBU Nocne AOcTMKeHUA OOWero 3aKNIOYeHMA Mpa, Hanuuve MUupHOrO yperynupoBaHuA VM NpekpaleHue AeVCTBUA KpUuTepveB, NO3BONAIOLUX 
onpegenutb cyljecTBOBaHue KoHOaukta. Co. Nathalie Weizmann, “The end of armed conflict, the end of participation in armed conflict, and the end of 
hostilities: implications for the detention operations under the 2001 AUMF’, Columbia Human Rights Law Review, vol. 47, No. 3 (2016), pp. 221-224. 


CooTBeTCTBeHHO, KOHBeHLNA O 3aKOHAX M OObINaAX CyXONYTHOM BOMHbI (aarckaA KOHBeHUNA II) 1 KOHBeHUMA O 3aKOHAX M OObINaAX CYXONYTHOM BOMHbI 
(Taarckaa KOHBeHUNA IV). 


Cm. KeHeBcKylO KOHBEHLMI0 06 yny4WweHUN yuacTN paHeHbIx VY OONbHbIX B AeMCTByIOLNX apmuax (KeHEBCKaA KOHBEHLIMA |); KeHeBCKyIO KOHBEHLIIO 
06 yny4weHun yuacTn paHeHbIx, OoNbHbIX VNU, NOTepneBwIUX KOpabNeKpylWeHuUe, U3 COCTAaBa BOOPYyKeHHbIX CU Ha Mope ()KeHeBCKaA KOHBeHLUNA II); 
)KeHeBCKyIO KOHBeEHLNIO 06 OOpaljeHuu C BOeHHONMeHHbIMN (KeHEBCKaA KOHBeHLMA III); KeHeBCKyIO KOHBEHLIMIO O 3aLTe rparxkAaHCkoro HaceneHuA 
BO BpeMaA BOMHbI (KeHeBCKaA KOHBeHLINA IV). 


Cm. HononuutenbHbin npotokon 1949 roga K KeHeBCKMM KOHBeHUMAM OT 12 aBrycTa 1949 roa, KaCcalOLyMCA 3aLVTbI *KePTB MexKAYHapOAHbIX 
BOOPY?KEHHbIX KOHOAUKTOB (Mpotokon |); JononHuTenbHbI NpoTOKON kK *KeHeBCKMM KOHBeHLMAM OT 12 aBrycta 1949 roga, KaCcalOLMicA 3aLVTbI KepTB 
BOOPYKEHHbIX KOHOUKTOB HeMexKAyHapogHoro xapaktTepa (Mpokon Il). 


Cm., Hanpumep, KoHBeHUMIO O 3anpelyeHun pazpa6orTKu, Npou3BOACTBa M HakonNeHua 3anacoB 6akTepuonornueckoro (6vonormyeckoro) U TOKCMHHOrO 
opyxkua u o6 ux yHuUToKeHUM; KOHBeHUMIO O 3aNpeleHvM vn orpaHw4yeHNN NpUMeHeHMA KOHKPeTHbIX BUAOB OObIMHOTO OpyxKUA, KOTOpbIe 
MOTT CUUTaTbCA HaHOCALMMN Ype3sMepHble NOBpExAeHUA WM MMeoLMMM HeU3z6upatenbHoe AelcTBUMe; KOHBeEHUMIO O 3anpeueHun pa3zpaboTKu, 
Npov3BoOAcTBa, HAKONeHA VM NPUMeHeHUA XUMNUECKOLO OPY>KUA VO eFO YHUYTOXKEHU;; KOHBEHLMI0 O 3aNpeLeHUM NpuMeHeHna, HakoMNeHua 3anacos, 
Npov3BoAcTBa U Nepegaun NpoTMBONeXOTHbIX MUH Mi O6 UX yHUYTOKeHNN; KOHBEHLIMIO M0 KacceTHbIM 6boenpunacam. Cm. Takxe International Committee 
of the Red Cross (ICRC), “Weapons’, 30 November 2011. URL: www.icrc.org/en/document/weapons. 


Cm. ICRC, “Customary international humanitarian law’, 29 October 2010. URL: www.icrc.org/en/document/customary-international-humanitarian-law-0. 
Cm. Take MKKK, «Llo6po noxkanoBaTb B 6a3y AaHHbIx No ObbI4HOMy MITl». URL: https://ih!-databases.icrc.org/customary-ihl/rus/docs/home. 
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HVKHOBEHVeM = MerKAYHAPOAHbIX yrONOBHbIx 2. MexgyHapogHoe npaso npaB 4enoBeka 
TpuOyHanoB HekOTOpble Cepbe3Hble HapyleHnaA 

MexKAYHapOAHOrO ryMaHUTapHoro MpasBa 6pinu 44. B cooTBeTCTBUN C MexKAYHaPOAHbIM NpaBom y 
KOANdUUNpoBaHbI B yYpeAMTeNbHbIX ycTaBax rOcyfjapcTB eCTb OOAZaTENbCTBa MU OOA3AHHOCTU 
TpuOyHanoB Kak BOeHHbIe NpectynneHua”®, UTO no co6miopeHnio, 3auuTe u OocyWjecTBNeHUIO 
CO3f/aNO HOBbIe BO3MOMKHOCTM ANA OOecneueHNA npaB yenoBeka. OCHOBOM MmMexKAyHapoAHoroO 
co6miogeHvA MexkgyHapogHoro — rymMaHutap- npaBa npaB yenoBeka cnyxKuT Bceo6ujan geKna- 
HOrO MpaBa Ha MexkAyHapopHOM ypoBHe. Pag pala npaB YenoBeka, NPUHATAA B 1948 rosy. 
rocyfapcTB TakKKe KOAMdULWMpoBanu BOeHHbIe XOTA OHA HOCUT PeKOMeHAATeNbHbIN XapakTep 
npecTynneHuA B CBOeM HaLl|VOHasIbHOM 3aKOHO- NW He ABNAeTCA topugquueckn obasbIBaloWen, 
faTenbcTBe*’, uToObI Takve Wena Mornu paccma- pag ee ctTate cocTaBnaloT 4acTb O6bIuHOrO 
TPUBaTbCA B paMkax OObIUHbIX CyAeOHbIX CiCTeM, Me*KAYHapoAHorO npaBa®'. Texnapayna TakKe 
a He B BOeCHHbIX cygax. HalwoHanbHble Aena nocnykuna UCTOUHUKOM AByX MakTOB MU 6oNb- 
MOryT PaccMaTpuBaTbCA B CTpaHe KOHONAUKTAa woro CBOfa AOrOBOpoB O NpaBax 4YenoBeKa”. 
VV BCe Yale B APyrux CTpaHax B COOTBeTCTBUI TocygapcTBa CBA3aHbI TOMbKO TeMM NakTaMi V1 
C MpWHUMNOM yHVBepcanbHoN topucauKynn®. AOrOBOpaMy, KOTOpbIe OHM NoANvcann uu pa- 
Pag rocygapctTsB co3ganu cneynanu3npoBaHHble TuduuupoBanu, ecw TONbKO HOpMbI, Ccopep- 
nogpa3zaeneHuaA no BOeHHbIM NpectynneHuAM *KALMeCA B 3TUX AOKYMeHTaX, He Npuobpenu 
ANA OcyujecTBNeHuA yronoBHoro npecnego- cTatyc O6bI4HOrO ~MexkAyHapogHOrO = npaBa®’. 
BaHUA NO Takum Aenam. MexkgyHapomHble yro- MexayHapogHoe npaBo npaB YenoBeKa TakxKe 
NOBHbIe TpvOyHanbl MW HalMOHaNbHbIe cy~bl 6bIIO VHTerpUpOBaHO B yCTaBbl MHOrMX MerK- 
BHOCAT CBO BKNag B pactyWui maccuB npa- AYHapogHbIx yrONOBHbIX Tpv6yHasoB. Kpome 
BOBO MpakTuKN NO MexKgyHapogHomy ryMa- TOrO, CyWeCTByeT H@CKONbKO perMoHanbHbIx 
HUTapHOMy MpaBy, cnyKalvit TakKe Ba>KHbIM cyQOB NO NpaBam 4YenoBeKa, CO34aHHbIX Ha OC- 
UCTOUHUKOM MpaBa, HOPMbI KOTOporO MOryT HOBaHUN Me*KAYHaPOAHbIX KOHBeHLINM C MaHfa- 
ObITb OOAZATENbHbIMU B 3ABUCUMOCTH OT IOplic- TOMI HO PaCeMOrP SHH Beit HPOIMe TOCyASPGrBe 
aukuun. yYaCTHNKOB 3TUX KOHBeEHUMM B CBA3U C Hapy- 


WeHVAMU MexkAYHAapOAHOrO NpaBa NpaB Yeno- 
Beka, BkniouaA AdpukaHcKui cy no npaBam 


Hanpumep, ctatba 8 Pumckoro ctatyTa MexayHapogHoro yronoBHoro cyfja KO_MNduuNpyeT MexgyHapog“HOe ryMaHUTapHoe MpaBo B CBOeM 
onpegeneHuu BoeHHbIX NpectynneHni. 


Cm., Hanpymep: ABctpanua (3aKOH O BOeHHbIX NpectynneHuAax 1945 roga c NonpaBkamu, pazgen 7); BocHua uv TepueroBuna (YronoBHbli KO{eKC, 
cTaTbu 171-184); Kenia (3aKOH O MexKAYHAPOAHbIX NpectynneHuAX 2008 roga, pazgen 6 (1) (c) u (2)-(4)); Hopaa 3enaHqua (3aKOH O MexKAYHapOAHbIX 
npectynnenuax uv MexkgyHapogHom yronoBHom cyge 2000 roga, pa3gen 11); OxkHaa Adpuika (3aKOH O BbINONHeHMN KeHeBCKMX KOHBeHUMM 2012 roga). 


B COOTBETCTBUNM C KYHUBePCalbHON HOpUCANKLMeM» Hal|MOHAaNbHbIi Cy MOKeT NpecneAOBaTb Puzuyeckux AML 3a Cepbe3HbIe NpecTynNeHNA NpOTUB 
MexfyHapogHoro npaBa — Takve Kak NpecTyMMeHUA NPOTMB YeENOBeYHOCTU, BOeHHbIe NpectynNeHUA, TeHOLNA VM NbITKM, — KOTOPbIe NpouZ0WWAU 
3a Mpegenamu rpahuy rocygapcTBa, UCXOAA M3 NpuHyNNa, YTO Takue NpectynneHuA HaHOCAT yujepO MexKAYHAapoAHOMy coobuyecTBy uM camomy 
Me@xKAYHapogHOMy NopAgKy, KOTOPbI OTAeNbHbIe rocyfapcTBa MOryT CTpemuTbCA 3alMTUTb. Cm. International Justice Resource Center, “Universal 
jurisdiction”. URL: https://ijrcenter.org/cases-before-national-courts/domestic-exercise-of-universal-jurisdiction. 


Morne ctpahbl, 4omKHOCTHbIe NULa OpraHv3zayuu OObeguHeHHbix Hai uv yueHbie 3aABunn, YTO GONbLIMHCTBO CTaTei Bceobwen Aeknapayuu npaB 
yenoBeka, ec He BCe, NpeAcTaBnAloT CobON ObbIUHOe MexKAYHapOAHOe NpaBo. B yacTHOCTU, 3anpeTb! Ha paOcTBO, NPON3BONbHOe NNWeHVe %KU3HU, 
MbITKU, NPOUZBONbHOe 3ageprKaHve u pacoBylo AVCKPUMNHaLNIO, KOAMdNyNpoBaHHble BO Bceobujen geknapaywu npaB YenoBeka, NPN3HalOTCA 
Kak COCTaBNAIOLUMe OObIUHOe MexKAYHapoAHoe NpaBo. Cm., Hurst Hannum, “The status of the Universal Declaration of Human Rights in national and 
international law’, Georgia Journal of International and Comparative Law, vol. 25, No. 1 (1996), pp. 322-332 and 341-346. 


Cm. MerkayHapoguyto KOHBeHWMIO O AUKBYgauMn Bcex opm pacoBom ANcKpuMuHauNu; MerxkayHapogHbim makT oO rparxkgaHcKux 
nonutuyeckux npaBax; MexgyHapogubii nakt 06 3KOHOMNYECKMX, COLMaNbHbIX VM Ky/IbTYPHbIX MpaBax; KOHBeHUMIO O ANKBUgayNn BCexX mopm 
AVCKpYMUHalMn B OTHOWEHYN >KeHUMH; KOHBeHUMIO NPOTMB NMbITOK M Apyrux *KecTOKMX, GecueNOBeYHbIX UNM YHUrKAIOLMX AOCTOUHCTBO 
BNGOB OOpaujeHuA uM Haka3aHNA; KOHBeHUMIO O MpaBax pebeHKa. JononHuTenbHyo vHdopmayvio 06 OCHOBHbIX AoroBopax OpraHu3ayun 
O6bequHeHHbIX Hay no npaBam yenoBeka cM. B gokyMeHTte YBKIY “The core international human rights instruments and their monitoring. 
URL: www.ohchr.org/EN/Professionallnterest/Pages/Corelnstruments.aspx. 


O6biuHOe Mex*KAYHApOAHOe NpaBO OTHOCMTCA K M@EXAYHAPOAHbIM OOAZaTeNbCTBaM, BbITeKAIOLMM M3 CNOKMBWEMCA MexKAYHAaPOAHOM NpakTUKu, 
B OTNMYNe OT OOAZATENbCTB, BbITeKAIOLMX V3 OMUWAaNbHbIX MVMCbMeHHbIX KOHBeHUMM M QoroBopoB. OHO ABNAeTCA pe3ynbTaTOmM obwen u 
NocnegoBaTenbHON NpakTMKN rocyfapcTB, KOTOPON OHM cnegyloT U3 yOe*xAeHHOCTU B NpaBoBon OGA3aTeNbHOCTU. OcHOBONoNaralolLyMM 3nemMeHTOM 
o6bINHOrO MexKAYHapOAHOrO NpaBa ABNAeTCA jus COgeNs, KOTOPbI OTHOCUTCA K ONpegeneHHbiIM dyHAaMeHTaNbHbIM, MNaBeHCTBYIOLUMM NpMHWWNam 
MexkAyHapogHoro mpaBa. Cm., Hanpymep, Legal Information Institute, “Customary international law” and “Jus cogens”, Cornell Law School. 
URL: www.law.cornell.edu/wex. 
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45. 


60 


61 


62 


63 


64 


yenoBeka VU HapogoB™, EBponeucKui cyg no npouegypb! CoBeTa no npaBam uenoBeka 
npaBam yenoBeka® uv MerxkamepnkaHcKnn cyA UrpaloT ONpeAeNeHHylO PONb B SBONIOUUN ycTa- 
no npaBam yuenoBeKa’®. CyujecTByloT AONONHn- HaBIUBalOLuMX CTaHAapTbl HOPM B MexKAYHa- 
TeNbHbIe OpraHbl NO MpaBaM 4enoBeka Ha pe- POAHOM npaBe npaB yenoBeka™, Kak U Apyrue 
TMOHAaNbHOM ypoBHe, BkKNIouaA AdpnkaHckyto MeXaHU3MbI, BKOYaA MUCCUM MO yCTaHOB- 
KOMUCCUIO NO NpaBaM YenoBeKa VU Hapogos, EB- NeHUO PakTOB VU KOMNCCUN No paccnegoBaHui. 


poneuvckuN KOMUTeT NO COLWaNbHbIM NpaBam 
uv MerxkamepnkaHckylo KOMUCCUIO NO NpaBam 
yenoBeka, BCe U3 KOTOPbIX NpogomKaloT pa3- 
BUBaTb HOPMaTUBHy!O Oa3y MexKAYHAaPOAHOrO 
npaBa npaB YenoBeka. 


46. Kak Ww mMexKAyHapogHoe ryMaHUTapHoe mpaBo, 
MexKAYHapOAHOe NpaBo NpaB YenoBeKa cCTaNo 
YaCTbIO 3AKOHOATeNbHON Oa3bl MHOrMXx CTpaH 
nu6o B pe3yibTaTe MOHUCTUYeCKUX MpaBOBbIXx 
Tpagauuun, KoTOpble npesAycmMaTpuBaloT NpAMOe 


Mex*kAyHapopHble opraHv3alun TakxKe WrpatoT npvmMeHeHve MexKAYHAaPOAHbIX OOAZaTeENbCTB 
KMHO¥eBy!0 POMIb B paspaboTKe MU yCTaHOBNeHUU Ha HaUMOHaIbHOM ypoBhHe, N60 nyTem NnpAMoN 
cTaHAapToB O6bINHOrO MexkAYHapOgHoro NpaBa WHTerpallun MexAYHaPOAHOrO MpaBa B Halv- 
npaB yenoBeka’’. YnpapneHve BepxoBHoro KO- OHaNIbHOe 3aKOHOMaTeNbCTBO wn nyTem npu- 
mMuccapa OpraHv3ayun ObbeguHeHHbix Hawn MeHeHUA YHVBepcanbHON fopucyuKuMu, Tem 
no npaBam yenoseka (YBKIIY), a Take Apyrne CaMbIM Pa3BUBaA BarxKHYIO HOPMAaTUBHYy!O 6a3y, 
MekAyHapogHble =opraku3zayun = —nyOsMKytoT KaCaloLuyloca Takoro npaBa®’. 

TemaTuyeckve gOoKNafbl NO ObNacTAM MpaBa, 

KOTOPbIe CNOCOOCTByIOT yCTaHOBNeHUIO CTaH- 3. MexfAyHapogHoe yronoBHoe npaBo 
AapToB MW pa3BUTMIO «mMArKOrO» npaBa. Joro- 

BOPHbIe OpraHbl NO NpaBam YenoBeKa*® rOTOBAT 47. MekgyHapogkoe yronoBHoe npaBo npumeHa- 
AoKnappl®’, bopmupytoT npaBoByto NpakTuky™ nu eTCA KaK B MUPHOe Bpems”, Tak VU B Nepuvog BO- 
Apyrue Bugbl pykoBoAAWNx yKa3zaHui, BKnIOUaA OpyxXeHHOrO KOHONNKTa, HanaraA yronoBHyto 
3ameuaHuA OOWero NopAAKa U OOLMe peKOMeH- OTBETCTBEHHOCTb Ha IMU, COBePlIMBLIMX 
Aauun’', KoTOpble cnoco6cTByloT pa3zpaboTKe U1 npectynneHvA no MmMexkAYHAapOAHOMy NMpaBy, 
NOHUMaHMIO CTaTe UX COOTBETCTBYIOLUNX AOro- BkKnIO“aA = BOeHHbIE mpectynneHua, nmpecty- 
Bopos. AHanoru4uHbiIm O6pa30m cnelWanbHble mieHvA NMpoTMB YenoBeyHOcTM vu reHouNng™. 


YupexkgeH B COOTBeETCTBMU C AdpukaHckon xapTuen npaB YenoBeka lM Hapofos (BaH»kysbckaa xapTua). 
YupexkgeH B COOTBETCTBMU C KOHBeHNen O 3aLyVTe NpaB YeNnoBeka Ml OCHOBHbIX CBOOog (EBponelickaaA KOHBeHLIA NO NpaBaM YenoBekKa). 
YupexkgeH B COOTBeTCTBUN C AMepukKaHCKON KOHBeHLMen O NpaBax YeNoBeka (Iakt CaH-Xoce). 


Npvmepamu mMexAYHapoAHbIX opraHv3zayvMi ABnatoTcA MexkgyHapogubi yronoBHbin cya, MexayHapogvaa opraHv3zalyvA no murpaynn u 
OpraHv3auvA no 3anpeujeHuio XUmMYeCKOrO OpyxKUA, a TaKKE NpaBO3all|VTHbIe MexaHV3MbI, TaKNe KaK CNeLl|MaNbHble Npowyesypbl “ KOMUCCUM 
no paccnegoBanuio Copeta no npaBam yenoBeka MN MM noobHble. MaHgaTb! cnelManbHbIX NpPOWeAyp OCYLeCTBNAIOTCA B OTHOLWEHUM BCeXx 
rocyfapctB — uneHos OpraHu3zaynuu OObequHeHHbIx Haynit; OHN He 3aBUCAT OT paTUdukayNN Toro uM HOO AOroBopa. CywecTBylOT pa3znu4nA 
B MpaBOBbIX HOpMaX NM CTPyKType STMX NMpaBO3aL|VTHbIX MexaHV3MOB, a TakKKe B MeTOMaX NM CTaHgapTax cOopa ukdopmaluu. Hanpumep, 
OCHOBHbIM MeTOgZOM paboTb! Pabouen rpynnbl No Npov3BONbHbIM 3agepxKaHVAM ABNAeTCA MonyYeHue UHopmayun 06 OTAeNbHbIX CHyYaAX OT 
COOTBETCTBYIOLUMX NM, YNeHOB UX Cemei WM UX NpeACTaBuTenei, npaBuTenbcTB, HMO uw HaliMoHanbHbIx yupexgeHuin. 3aTem Pabouaa rpynna 
PaccnegyeT cnyyau, 0 KOTOpbIX UAeT peYb B COOOWeHNAX, B TOM UNCNe NyTeM MoceWeHUA CTpaH. MocnegHue meTogb! paboTb! Pabouen rpynnbi 
cM. B QokymeHTe A/HRC/36/38. Komuccum no paccnegoBaHuto, HanpoTus, co3faioTcA CopeTomM mo npaBaM 4eNoBeka Ha CMelVanbHOM OCHOBe 
vu, Kak MpaBuno, HAYMHAOT COOCTBEHHbIE PaccneMOBaHUA B COOTBETCTBUN C YCNOBMAMN CBOUX MaHfaTOB, YaCTO MyTeM MOCeLeHUA CTPaHbl, B 
Xoge KOTOpOrO OHM, B YaCTHOCTM, NPOBOAAT onpocb! cBugeTenei. Cm., HanpuMep, Kpyr BegeHvA Komuccuu no paccnegoBaHnio B bypyHgn. 
URL: www.ohchr.org/sites/default/files/Documents/HRBodies/HRCouncil/ColBurundi/TermsofreferenceCO|BurundiENGL.pdf. 


Cm., Hanpumep, YBKNY, «JoroBopHble opraHbi no npaBam YenoBeka». URL: www.ohchr.org/ru/treaty-bodies/videos-about-treaty-bodies. 


AjoKnagbi moryT 6biTb B dopme 3akMIOUNTeNbHbIX 3aMe4aHU, KOrAa HOFOBOPHbI Oprah paccMaTpuBaeT AOKNaAbI, NpegACTaBNeHHble rocyfapcTBamn- 
yuacTHUKaMu M APyrumu 3aNHTepecoBaHHbIMN CTOpOHaMu, O BbINONHeEHUM ObAZaTeNbCTB rocygfapcTB NO KOHKpeTHOMy WoroBopy. Hekotopbie 
AOroBopHble OpraHb! TakKe MOFYT BbINYCKaTb AOKNagbI NO pe3ynbTaTam paccnegoBaHun. Cm., Hanpumep, KomuteT no nuKBUgauMU ANCKPUMUHAlN B 
OTHOWEHMM %KeHLUMH, «Mpouegypa paccnegoBaHua». URL: www.ohchr.org/ru/treaty-bodies/cedaw/inquiry-procedure. 


Ajoropopuble oprakb! u3qatoT coobpaxKeHuA NO MHANBUAyaNbHbIM %KaNoOaMm B CBA3U C KOHKpeTHbIMN Cnyyaamu. Cm. B Yenom YBKINY, «foroBopHbie 
opraHbl No mpaBam YenoBeKa — WHAMBUAyanbHble coobwjeHuA». URL: www.ohchr.org/ru/treaty-bodies/human-rights-treaty-bodies-individual- 
communications. 


Cm. YBKNY, «JoroBopHble opraHbl no npaBam YenoBeka — 3ameyaHua ObWWero nopAgKa». URL: www.ohchr.org/ru/treaty-bodies/human-rights-treaty- 
bodies-general-comments. 


Cm., B ueniom, YBKNY, «CneynanbHble npouegypb! CoBeta no npaBam YenoBeka». URL: www.ohchr.org/ru/special-procedures-human-rights-council. 
Amnesty International, Universal Jurisdiction: A Preliminary Survey of Legislation Around the World — 2012 Update (London, 2012), pp. 1-2. 


Robert Cryer, Darryl Robinson and Sergey Vasiliev, An Introduction to International Criminal Law and Procedure, 4th ed. (Cambridge, United Kingdom, 
Cambridge University Press, 2019), chap. 15. 


22 


65 


66 


67 


68 


69 


Npotokon Bepknn no BegeHuio paccnefoBaHui C UCnONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


Bmecte ux WHOrga Ha3bIBaloT «3BepCcTBaMM»®? 
UNM «Cepbe3HbIMN Me*KAYHAPOAHbIMU Mpecty- 
MeHVvAMM», UW OHV ObINN B OCHOBHOM KOgN- 
ouunpoBaHb! B PuMcKOM cTaTyTe, KOTOpbIN B 
LenoOM CUUTaeTCA OTpaxKeHNeM HOPM OObINHOrO 
Mex*KAYHAapOAHOrO yronoBHoro npaBa. Kpome 
TOrO, Me*KAYHAPOAHOe yroNOBHOe NpaBo BKIIIO- 
yaeT HeKOTOpbIe MpecTynneHuA, KOTOPbIe He 
KOAUmUyMpoBaHb| B PYMCKOM cTaTyTe, Ha- 
npumep, Teppopu3m°®. Bo3MOx%KHO, CyLeCTByeT 
HeKOTOpoe nepeceyeHve mMexKaY MeKAYHa- 
POAHbIM yronOBHbIM NpaBomM uu cMexKHON ObNa- 
CTbIO TDaHCHAL|MOHasIbHOrO YrONOBHOrFO MpaBa, 
KOTOpOe KPUMMHaNu3upyeT TpaHcrpaHvyHbie 
AeAHMA, TaKNe Kak TOPrOBNA NIOAbMU, HapKOTH- 
Kamu, OpyxKNeM VU APyruMu He3aKOHHbIMN TOBa- 
pamu’’. B otnuune oT MexKAYHAapOsHOro rymaHu- 
TapHOro NpaBa U MexKAYHAaPOAHOrO NpaBa npaB 
yenoBeka, B MexKAYHaPOAHOM YrONOBHOM npaBe 
AKLEHT CHenaH Ha UHAMBUAYaNbHON yronoBHoN 
OTBETCTBEHHOCTU, a He Ha OTBETCTBEHHOCTU 
rocyfapctBa. flena o HapyWweHuAX mMexgyHa- 
pogHoro yronoBHoro MpaBa MoryT paccma- 
TPUBaTbCA B Hal|MOHasbHbIX YrONOBHbIX CysaX, 
CMeWaHHbIX YFTONOBHbIX TpUOyHanax®, MerxKAy- 
HapPOfHbIxX yrOnOBHbIX cygax vunu TpuoyHanax®, 
BKnIoY“aA MexkgyHapomHbii yronOBHbIN cyp, “nN 
B Hal|MOHasIbHbIX CyfaX, OCYLECTBAAIOLUUX YHU- 
BepcanbHylo fopucaANkyuto. VcTOUHUKaMN MexK- 
AyHapogHoro yronoBHoro nMpaBa ABNAIOTCA yu- 
peaUTenbHble HOKYMeHTbI CyfOB U TpUOyHanoB 
(Hanpumep, pezoniouun CoBeta be3zonacHocTu, 
ycTaBbl, NpaBuna nNpoueAypbl VU AOKa3bIBaHUA, 
pernaMeHTbl CyfOB) MW HalMOHaNbHOe 3aKO- 
HOfaTeNbcTBO FOCyAaPCTB, OCYLWeCTBNAIOLYUX 
fOPUCANKUUYIO B OTHOLWeEHUN MexKAYHAPOAHbIX 
npectynneHnn. [pyrum BarxkHbIM UCTOUHWKOM 
Me*KAyHaposAHOrO) §=yronoBHoro npaBa_ ABNA- 
1OTCA CyfeOHbIe peweHUA, KOTOPbIe MOTryT ObITb 
ropuguyeckn OOAZATENbHbIMU VI CHYKUTb B 
KauecTBe apryMeHTa B 3aBUCUMOCTM OT 1Oplc- 
AuKuun’??. 


48. 


49. 


lOpu CAUKLMA U OTBETCTBCHHOCTb 


fOpucaukunua — 3TO topuguyeckun TepMuUH, 03- 
Hayaloluvi =nonHoMouna, mpefocTaBneHHble 
ropuguueckomy NULly, TakoMy Kak Cyg unu Tpn- 
6yHan, AA Ha3Ha4eHNA Haka3aHuA, BbIHeCeHUA 
peweHun uv o6ecneyeHua coOmogeHuA 3aKOHa. 
MpaBocygue uu OTBETCTBEHHOCTb ONnpeseneHbl B 
Mpotokone WNpOKO UM OTHOCATCA K Ppa3NNYHbIM 
BYgaM cygeOHbIX uv BHecygeOHbIx npoLeccos. 
OTBETCTBeEHHOCTb 3a Me@XKAYHAPOAHbIe Npe- 
cTyMNeHvuA UM HapylieHvA = Mex*KAyHapoAHOrO 
npaBa npaB yenoBeka uv/unu MexkgyHaposHoro 
ryMaHUTapHoro MpaBa MOMKeT HaCcTyNVTb B 
pe3ynbtaTe cygeOHoro pa30upatenbcTBa, KO- 
Topoe MoxKeT ObITb yrOnOBHbIM, rparxkfaHCKUM 
UNU afMMHUCTpaTMBHbIM MO CBOeMy Xapak- 
Tepy, a TakyKe B pe3ysbTaTe He UMeIOLUNX O6f3a- 
TENbHON OPUANYeCKON CUNbI NPOWeCcoB, TAaKUX 
Kak fOKNafbl O pe3ynbTaTax MexKAYHAaPOAHbIXx 
PpaccnefoBaHuN HapylWweHuN npaB YeNnoBeka, 
B TOM uNcne KOMUCCUM nO paccnegoBaHulo u 
Muccui NO ycTaHOBNeHuto dakToB, VU Apyrux 
MeXaHU3MOB MpaBocyANA nMepexogHoro ne- 
puoga, BKNIO“aA WHMMaTMBbI, HanpaBneHHble 
Ha MOUCK VCTHHbI. Jivuya, NPOBOAALWNe paccne- 
AOBaHNA, JONKHbI CTPEMUTbCA NO BOZ3MOXKHOCTU 
YUUTbIBAaTb CNeKTP BO3MOMKHbIX HOPUCAUKUNN, 
B KOTOPbIX MO>%KHO AOOMBaTbCA NpuBneueHuA K 
OTBETCTBEHHOCTH. 


Jivuam, MpoBogsAWWmM paccnegoBaHuaA Cc uc- 
NOMb30BaHNeM OTKPbITbIX MaHHbIX, CnepyeT 
onpegenutb MexaHv3MbI npvBneyeHua K OT- 
BeTCTBEHHOCTH, akTyaNbHble ANA Ux paooTl, u 
NOTeHLMaNbHbIe ~MeCTa paccMoTpeHuA ena, 
re coOpaHHble AoKa3aTenbcTBa MOryT ObITb 
AonyweHbl ANA ycTaHoBneHuaA dakToB. OAHako 
Ha PaHHMx dTamax MexKAYHAPOAHbIX paccne- 
AOBaHNM OHM MoryT ObITb HEM3BeECTHbI WIN He- 
ACHbI. TO OCOOEHHO BeEPHO, ecu rocyfapcTBo, 
B KOTOPOM Obi COBepLUeHbI NpectynneHna, He 
umeet PyHKUMOHMpyloljen cyfe6HON cucTeMbI 
vunu Korga MexKAYHAaPOAHOe COOOLeCTBO ele 


XoTA TepMNH «3THNYeCKaA YUCTKa» He BKIOYeH B PUMCKM CTaTyT VM He ONpeseneH Kak CAMOCTOATeNbHOe NpectynneHve B MexKAYHAapOAHOM MpaBe, OH 
PaccmaTpuBalica Kak OTHOCALIMMCA K KaTeropuu «3BepcTB». B 3TOM KOHTeKcTe cm. United Nations, “Framework of analysis for atrocity crimes: a tool for 
prevention’, p. 1. URL: www.un.org/en/genocideprevention/documents/about-us/Doc.3_Framework%200f%20Analysis%20for%20Atrocity%20Crimes_ 
EN. pdf. 

Cm. pezontouuto 1757 (2007) Copeta Be3zonacHoctu, npunoxeune, JlononHeHne (YcTaB CneyanbHoro TpubyxHana no JIuBaHy), CTaTbaA 2. 

Cryer, Robinson and Vasiliev, An Introduction to International Criminal Law and Procedure, chap. 15. 


DTOT TepMUH BKNIOUAaeT, B YacTHOCTH, Upe3BbIuaiHble Nanatbl B cygax KamOopxKn, CneynanbHbiin cyg no Cbeppa-Jleoue, CneymanbHblin TpuoyHan no 
Jinpany, Cneynanbuble cyfe6uble nanatb! u Mpoxypatypy no Kocosy uv CneunanbHbii yronoBHbin cyy LleHTpanbHoadpukaHcKon Pecny6nuku. 


3TOT TePMUH BKMIOYaeT NOCTOAHHO AecTByIOWM MexkpyHapogHbin yronoBHbim cyg uw cnelvanbHbld MexkayHapogHbin TpvuoyHan no OpiBwen 
Orocnasuu, MexkgyHapogHbiin yronoBHbln Tpv6yHan no PyaHge vu MexkgyHapogHbli octTaTOUHbI MexaHu3M AA MexKDZYHAPOAHbIX YrOsOBHbIX 
Tpu6yHanos. 


Cm. Rosa Theofanis, “The doctrine of res judicata in international criminal law’, International Criminal Law Review, vol. 3, No. 3 (2003). 
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50. 


72 


73 


He B MONHON Mepe pacnonaraeT BO3MO>%KHO- 
CTAMM ANA paccnegoBaHuA COOTBeTCTBYIOLYerO 
Bonpoca. bonee Toro, HeBO3MOxKHO npepAyra- 
AjaTb BCe lOPUCANKYMNU, KOTOpbIe MOryT ObITb ak- 
TyanbHbI B 6yAyuyem. Korga nuya, npOoBOAAWNe 
paccnegoBaHuA C UCNONb30BaHVeM OTKPbITbIX 
AaHHbIX, He 3HAalOT KOHKPeTHOrO MexaHU3Ma WIV 
lOPUCAUKUMN, OHV AOUKHbI CTpemuTbCA CcObn- 
PaTb U COXpaHATb UHPopmalinio Takum OOpa3om, 
YTOObI MAKCUMasIbHO ViCNONb30BaTb ee B CaMOM 
LIUPOKOM Kpyre NMOTeHLUMaNbHO aKkTyasbHbIx 
lopucankyun. Ecru OHM 3HalOT O COOTBETCTBY- 
OLUNX TpeOOBaHUAX K MECTY, B KOTOPOM AeNo B 
KOHEYHOM vTore O6yfeT paccMaTpuBaTbcA, UM 
cnegyeT afanTupoBaTb CBO NpOweccbl K 3TUM 
KOHKPeTHbIM Tpe6oBaHiaM. 


lOpucaukuuaA MoxKeT ObITb ycTaHOBNeHa cnepy- 
rtOLUMMU Cnocobamnu: 


a) TepputTopvanbHaA lopucaAuKUNA — 3TO NoON- 
HOMOUNA Cyfa paccMaTpMBaTb vena, CBA- 
3aHHble C AENCTBUAMU, NPOUCXOAALYMMN Ha 
onpegeneHHouw Ttepputopun. Ana mexazy- 
HapOMHbIx Tpvo6yHanoB TeppuTOpNanbHaA 
fOPUCAUKUMA OObINHO OrpaHuunBaeTca Tep- 
putTopuamu rocygapctB, paTuduyUupoBaB- 
LWMX YUpeAUTeNbHbIN AOrOBop; 


b) BpemeHHaa lopucAnkyWwA — >TO NONHOMO- 
UNA Cyffa paccMaTpuBaTb AeNa, B KOTOPbIX 
npeAnonaraemple GFeAHNA NpOUZOLUNN B Te- 
4ueHue yCTaHOBNeHHOro Nepuoga BpemeHy; 


c) MepcoHanbHaA lopucANKLyWA — 3TO NONHO- 
MOUNA Cyfa NPUHUMaTb PeLeHUA B OTHO- 
LUGHUM CTOPOHbI paz6upatenbcTBa; 


d) mpefmetHaa topucgukyuaA — >TO NONHO- 
mounNA cyfa PaccMaTpuBaTb Aena onpese- 
NeHHOrO Tuna wnN ena, OTHOCALYMeCA kK 
onpefeneHHomy npeamerty; 

e) yHMBepcanbHaA = fopucguKyuA — _  3TO 
yTBepxkAeHNe BNacTU cyfa Ha OOBUHAe- 
MbIM H@3aBUCUMO OT Toro, Fe ObINO COBep- 
WeHO Mpegnonaraemoe npectynneHue, u 
He@3aBUCUMO OT rpaxkfaHcTBa, CTpaHbl Npo- 
*KUBAaHUA UNM nOObIX Apyrux OTHOWWEHUN 
O6BUuHAeMOrO C OpraHu3alinen, oOcyuject- 
BNAIOLUeN yronoBHoe npecnegoBaHnue. 


a1. 


52; 


53. 


NonkHomouna u o6a3aHHOCTH 
npu paccnegosBaHnn 


OduuvanbHble cnegcTBeHHble NonHOMOUNA — 
3TO NONHOMOUNA, KOTOPbIMU 3aKOH HagenAet 
KOHKPeTHbIN OpraH OA NnpoBegeHuaA paccnepo- 
BaHUM B PpaMKax ONpeAeNeHHON fopucaNKynNN. 
NMogo6Ho orpaHuueHuAM Ha cygeOHbie non- 
HomounuA, cyfeOHble opraHbl wn mpoKkypa- 
Typa MoryT NpoBogNTb paccnefoBaHnaA ToNbKO 
B TOU Mepe, B KaKON OHM YNONHOMOUeHbI Ha 
3TO 3aKOHOM’'. CnegcTBeHHble nonHOomounaA 
MOryT BKMIOYaTb B CeOA BO3MO%KHOCTb MPUHy- 
**aTb cBugeTenen kK gaye noKa3aHui, Tpedo- 
BaTb MpefOcTaBUTb AOKYMeHTbI MU BbIfaBaTb 
NOcTaHOBNeHNA Ha OObICK. CnegCcTBeHHbIi 
opraH MOxKeT ObiTb OOA3AH MO 3aKOHY cHepo- 
BaTb CTpOrMmM npoweAypaM unu B HeKOTOPbIX 
cnyyaAx MO%KeT ONpeAeNnATb CBON COOCTBeHHbIe 
npouesyppl’’. 


BonbliMHCTBO Apyrux nu, paccnepyrouyux Ha- 
pylWeHuA MexKAYHapOAHOro MpaBa, Kak NpaBuno, 
He 6yfyT HafeneHb! CneACTBeHHbIMU NONHOMO- 
UNAMU UNM OOA3aTeNbHbIMM ANA UCnNONHeHUA 
cpegcTBamu cOopa AoKa3aTenbcTB, TAKMMN Kak 
cyfeOHblin 3anpoc o npefoctaBneHun goKy- 
MeHTOB UN NOcTaHoBNeHue OO ObbicKke. Takum 
06pa30M, OHM MOryT NONHOCTbIO NONaratbca Ha 
OTKPbITbIe HaHHbIe YU UHhopmMauuio, NpegoctTaB- 
NeHHytO AOOPOBONbHO, TakylO Kak OKYMeHTHI, 
Undposble dainbi v noka3aHna CBugeTenen. 


Kak npaBuno, cneaCcTBeHHble NONHOMOUNUA CO- 
NpoBoxaloTcaA YeTKO ONpeAeNeHHbIMN O6A3aH- 
HOCTAMN”*. XOTA HeKOTOpbie AMLa, NPOBOAALWNe 
paccnegoBaHua, MOryT He UMeTb NonuyencKkux 
WIM VHbIX 3aKOHHbIX NONHOMOUNI, PeKOMeH- 
AyeTCA, HAaCKOSIbKO 3TO BO3MOMKHO, UTOObI BCe 
Takve NULja CTPeMUNNCb BbINONHATb OCHOBHbIe 
OOA3aHHOCTU CnefoBaTenen, YTOObI O6becneuNTb 
Ka4ecTBO paccnegoBaHunh. Obuyue OOAZ3aHHOCTU 
v OOA3aTeNbCTBa CnegoBaTenen vu npokypopoB 
BKMIOUalOT OOA3AHHOCTb paccnefoBaTb ynn- 
yalolve VW onpaBgbiBalolue OOCTOATeNbCTBa, 
OOAZ3AHHOCTb 3all\VLaTb CBUgeTenen, OOA3aH- 
HOCTb COXpaHATb HOKa3aTeNbCTBa, OOAZAHHOCTb 
o6ecneuvBaTb CnpaBeANUBOCTb cyfebHorO pa3- 
OupatenbcTBa VU OOAZaTENbCTBO yBaxkaTb NpaBa 
OOBUHAeMbIX. 


Cw. Justia, “Agency investigations” URL: www.justia.com/administrative-law/agency-investigations. 
Ibid. 


Hanpumep, ctatba 54 Pumckoro cTatyTa onpefenaeT OOA3AHHOCTU M NonHOMOUNA Tlpokypopa npn paccnefoBaHuy, ycTaHaBnBas, B YaCTHOCTH, YTO 
Npokypop MoxeT NPOBOANTb paccnegoBaHuA, COONpaTb VM u3yYaTb AOKa3aTeNbCTBa, FONPAWMBaTb NoTepneBwiUX MU CBYAeTeNen NM COTPyAHMYaTb C 
rocyjapcTBaMn VU MexkKAYHapOAHbIMU OpraHuzalvamn. 
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B yronoBHbIx npoleccax Npokypopb! OOAZaHbI Boro cOopa uHdopmaynu, nockonbky 6onbuioN 
Tak>Ke paCKpbIBaTb 3aLl|Te OTHOCALLYIOCA kK Aeny o6beM UHdOpMalun MOr%KeT OKa3ZaTbCA 4Ppe3- 
UHboOpMauito VU DOKa3aTenbcTBa”’. K HAM OTHO- MepHO OOpeMeHUTenbHbIM VN fake HeBO3- 
CATCA He TOMbKO AOKa3aTeNbCTBa, HONYLWeHHbIe MO>KHbIM AIA U3yYeHUA. DTO TakKKe AKTYAsIbHO, 
B cyfe, HO u“ mtiobaA UHhopmayuaA, COOpaHHaA KOrja Peub UJeT O COXPaHeEHMN VW XpaHeHMN CO- 
B xOfe paccnegoBaHua, KOTOpaA ABNAeTCA 6paHHON uHpopmayuu, BKNIOYaA HagNerkalyto 
ynuuaioulen vwnu onpas”biBalowen, BKniOUaA MapkKupoBky, 4TO OOecneyNT 3Ha4UTeNbHbIe 
UHdOpMaLlivio, KaCalOllylocA fOCTOBepHocTH npeumytwectBa ANA Tex, KTO 3axoueT NONyuuTb U 
noka3aHun cBugeTenen”. CyujecTByloT onpe- NPOCMOTPETb STU MaTepuasibl NO3%Ke. 

AeneHHble VCKMIOUeHUA, CBA3AHHbIE C KOHOU- 

A@HUMaNbHOM UHdopMaluen vwnu UndopMa- D. Npasuna npouweAypbi 


uven, KOTOPaA MOMET NOABEPrHyTb YeMOBeKa 


U BOKa3sbiIBaHWA 
pucky. Cyg MO*KeT BbIHeECTN nNocTaHoBneHue 


O Hepa sian aa nOth POs panabiien 55. [pn pa6ote B KoHTeKcTe cygeGHoro paccnefo- 
WAN CBUAeTENA, KOTOPbIe MOryT OKazaTBCA NOA BaHMA OCHOBHOM 3aqjaue nuu, npoBsogaunx 
yrpo30n B pe3yibTaTe TakOrO pasrnalieHuA, HO paccnegoBaHue C VCnONb30BaHNeM OTKPbITbIX 
3TO HNKOrfa He rapaHTUpOBaHoO”®. Bo MHorMx [aHHbIX, ABNAeTCA C6Op OTHOCAUIelIcA K Aeny 
YFONOBHbIX IOPUCANKUMAX WeNcTByloT NpaBuna MN OCTOBepHOM vHdopmaun, uTObbI Ha ee 
PackpbITMA UHpopmayuu, KoTOpbie TpebytoT OCHOBe MOXKHO ObINO CAeNaTb dakTuYecKue U 
OT NpOkypopoB NepefaBaTb BCe, YTO NOTEHLU- ropuguyeckue BbIBOAbI. B YacTHOCTU, B Mer*KAy- 
aNbHO MOET CiYKUTb ONpaBAaHvio OOBNHA- HapOfHbIX cyfax UW TevoyHanax cnegoBaTenu 
emoro”’. JIvya, NpoBoAAuMe paccnegoBaHua AONKHbI CTPEMUTbCA K TOMY, UTOObI M06bIe Co- 
C UCNONb30BaHNeM OTKPbITbIX JaHHbIX, pabo- OpaHHble AOKa3aTeNbCTBa U3 OTKPbITbIX UCTOU- 
Talowve Hag, WtOObIM AeNoM, VMeEIOLMM XOTb HUKOB ObINM AONyCTUMbIMU, a Take OTHOCH- 
Malev WaHC OKa3aTbCA B Cyfe, AOMKHbI MbIMU, HaQe*KHbIMU VM OGNagann JoKazaTenbHon 
YUNTbIBAaTb 3TM OOAZATEN_CTBA MO PacKpbITUIO cunonu. YronoBHble paccnegoBaHuaA OTNNYAaIOTCA 
uHpopmaynn npv npoBeAeHun cBoen paboTbl”’. OT paccnegoBaHui, nposogumbIx B Apyrux 
EcTb ele HECKONbKO NPUYWH, NO KOTOPbIM OHM uenax, Hanuunem Oonee BbICOKOrO NpvmeHi- 
HOKHbI YYVTbIBAaTb BO3MOPKHOCTb PaCKPbITMA Moro CTaHAapTa MOKa3bIBaHnA”? vu Gonee cTpo- 
uvHdopmayuu. Hanpumep, ecnu npokypoppi rMMUY nNpaBunamu npouesypb! uu AOKa3bIBaHNA, 
OOA3aHbI U3YUUTb BCe MaTeplianbl, COOpaHHble BKNIOUaA AONYCTUMOCT, C LeNbIO 3aLVTbI NpaB 
B xoge paccnegoBaHna, nvLjam, NpOBOoAAWUM mio6oro OOBUHAeMOrO Ha Hafylexkalwylo npowe- 
paccnegoBaHua, cnefyeT ocTeperaTbcaA Macco- Aypy u cnpaBegnuBoe cyfe6Hoe paz6upatenb- 


Cm., Hanpumep, MexgyHapofHbii Tpu6yHan no 6biBwen lOrocnaBun, MpaBuna npouezypb! “ goka3biBaHua, npaBuno 66 (A); MexayHapogHbin 
yronoBHbIi TpubyHan no PyaHge, NpaBuna npouegypbl v AOKa3bIBaHuaA, NpaBuno 66 (A); CneyManbHbI Tpv6yHan no JImBaHy, NpaBuna npouesyppl u 
AoKa3bIBaHuA, NpaBuno 110 (A). 


Cm., Hanpumep, MexkgyHapogHbiin yronoBHbli cya, NpaBuna npowegypb! uv goka3biBaHua, npaBuna 76-84; MexkgyHapogHbiin Tpv6yHan no OpiBwei 
lOrocnasuu, NpaBuna npoyegypb! 4 AoKa3bIBaHNA, NpaBuno 66 (A) (ii); MexgyHapofHbli yronoBHbi TpubyHan no PyaHge, NpaBuna npoyegyppl u 
AoKa3bIBaHuA, NpaBuno 66 (A) (ii); CneynanbHbIn cyg no Cbeppa-JleoHe, NpaBuna npouegypb! uv goKa3biBaHua, NpaBuno 66 (A) (ii); CneynanbHbIin 
TpvoyHan no JIuBaky, NpaBuna npouesypb! uv AoKa3bIBaHuaA, NpaBuno 110 (A) (ii); CneumanbHble Konneruu no TAKKNM NpectynneHuaM B BocTouHom 
Tumope, BpemeHHble npaBuia yronoBHoro cygonpou3Bo,cTBa, pazgen 24.4. 


Cm., Hanpumep, MexkgyHapofHbiin yronoBHbli cya, NpaBuna npowegypb! uv Aoka3biBaHuaA, npaBuno 81 (4); MexkgayHapogHbiin Tpv6yHan no OpiBwei 
lOrocnasuu, MpaBuna npouegypb! uv goka3biBaHua, NpaBuno 69; MexayHapogHbl yronoBHbim TpvoyHan no Pyaxge, Mpasyna npoyezypbl u 
Aoka3biBaHua, NpaBuno 69; CneynanbHbIi cyy No Cbeppa-Jleoue, NMpaBuna npoyegypb! uv AoKa3biBaHua, npaBuno 69; CneynanbHbIii TpuOyHan no JIuBany, 
Mpasuna npoyegypb! uv AOKa3bIBaHuA, NpaBuna 115-116; CneuWanbHble KONNerMM NO TAXKKMM NpectynneHuAM B BocTouHOm Tumope, BpemeHHbie 
npaBuna yronoBHoro cyfonpou3Bo,cTBa, pazgen 24.6. 


Cm., Hanpumep, MexgayHapogHbii Tpv6yHan no 6biBwen lOrocnaBuu, NpaBuna npouesypbl vu goka3bIBaHua, NpaBuno 68; MexkAyHapogHbii yronoBHbii 
TpvoyHan no Pyange, NMpasuna npouepypbl u AoKa3bIBaHuaA, NpaBuno 68; CneynanbHbIi cyA No Cbeppa-Jleoue, Npasuna npoyezypb! vu Aoka3biBaHua, 
npasuno 68; CneyvanbHbi Tpv6yHan no Jiveany, NpaBuna npoyegypb! uv Aoka3biBaHua, NpaBuno 113; PumcKui cTatyT MexkayHapogHoro yronoBHoro 
cya, cTatbA 67 (2); Oco6ble Konneruu no TAxKKMM MpectynneHuam B BocTouHom Tumope, MpaBuna npouevypb! vu AoKa3bIBaHuA, NpaBuno 24.4 (c). 
OnpapyatenbHble 4oka3aTenbcTBa — 3TO AOKa3aTeNbCTBa, KOTOPbIe MOTYT VCKMIOUNTb BUHY OOBUHAeMoro. B CLUA npymeHAetca AOKTpUHa Bpaigqu — 
3TO NpaBuno AOcyAeOHoro packpbiTuA UHpopMaluu, yctaHoBneHHoe BepxoBHbim cyyom CLUA u Tpebytoujee, uTOObI OOBMHEHVe NepefaBano BCce 
onpaBgatenbHble AoKa3aTeNbCTBa OTBeETUUKy No yronoBHomy geny. Cm. Brady v. Maryland, 378 U.S. 83 (1963). 


Nockonbky B COOTBETCTBUIU C OOA3aTENbCTBaMN NO PackpbITUto vukdbopmayuu MOKET noTpe6oBatTbca, uToObI HekKOTOppble UsIN BCe coOpaHHbie MaTepiadibl 
6binu nepefaHbl 3aute, cnoco6HocTb JIM, NDOBOAALLMX paccheAOBaHUA C UCNOsJIb3OBaHNeM OTKPbITbIX FAaHHbIX, 3aLWLaTb JIMYHbIE AaHHble VU Apyryto 
KOHOUpeHUManbHyto uHdopmaynio MoxeT O6bITb CBefeHa Ha HeT. 


Hanpumep, B TO Bpema Kak MexAYHapOgHble CyfbI OObINHO NPUMEHAWT yYFONOBHO-NpaBOBON CTaHAaPT AOKAa3bIBAHVA «BHE pa3yMHbIX COMHEHMiN», 
KOMUCCH NO paccneAOBaHnio Vl aHaNoruyHble OpraHb! Yale BCero NPUHUMalcT Gonee HUZKN CTaHAapT «pa3yMHble OCHOBaHMA NoNaratb», Ha KOTOPOM 
OHM OCHOBbIBaIOT CBOM BbIBOAbI. JOononHvTenbHy!o UHdopmMayulo cM. B BOKyMeHTe OHCHR, Commissions of Inquiry and Fact-Finding Missions on 
International Human Rights and Humanitarian Law: Guidance and Practice, pp. 62-63. 
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cTBo®. XOTA KpUTepuA AoNycTMMOCcTU AoKa3a- UCnONb30BaTb B COCTaBNeHUN topugquyeckoro 

TeENbCTB B M@KAYHAPOAHbIX YrONOBHbIX cyfax v/unu dakTnyeckoro 3akmO4eHNA™, 

W TpubyHanax, Kak npaBMno, HWKe, 4eM B He- 57. Becomoctb — 93TO 3Hay¥eHve, NpugaBaemoe 
. 1 


KOTOPbIX HALMOHAsIbHbIX Cyfax, MeTOAbI COopa 
OKa3aTeNbCTB B 060M cnyyae 6yAyT BIVATb 
Ha Bec, KOTOpbIN Cyfbu NpusatoT AOKa3zaTenb- 


MaTepuany, “ cTeneHb, B KOTOPOM Ha Hero B 
KOHEYHOM uTore 6yfyT OnNpaTbcaA Np coctTaB- 
neHuu wpugnuyeckoro unu dakTuyeckoro 3a- 


cTBaM. ITO CnpaBesNIMBO ANIA BCex OPUCAMKUMN. KnloueHuA. OeHKa BeCOMOCTU AOMKHAa 6bITb 
B anoxy, xapakTepu3ylollyioca pacnpoctpaHe- LIENOCTHOM WM YaCTMYHO 3aBUCeTb OT Apyroi 
Hvem UNppoBon ukdopmayun, BKMIOUaA Kak Undopmaunn, KOTOPaA MOxKeT NOAAepKUBaTb, 
NO*KHbIE CBeAeHUA, Tak MU AesvHpopmalnio™', NOATBepKAaTb VNU ONpoBepratb paccmaTpu- 
KpaiiHe BakHO, 4TOObI cnefoBaTenn mornn Baemblii dak. Bo MHOruix cyfe6HbIx pa3z6upa- 
ONPeAeNUTb, ABNAIOTCA JIM OTKPbITbIE AAHHbIe TeNbCTBaX JONYCTUMOCTb UM BeCOMOCTb OLIe- 
NOANWHHBIMM, UV YCTAHOBUTb WIN ONPOBEprHyTb HUBalOTCA OTAeNbHO. B ApPyrux KOHTeKCTaX, B 
WX UCTUHHOCTb C AOCTATOUHON TOUHOCTbIO™. CUTyaL|MAX, KOrfa AONYCTUMOCTb OKa3aTeNbCTB 


He ABNAeTCA dakKTOPOM, CnelWannctTbl No pac- 
cnefoBaHuto HapylWieHui npaB 4YenoBeka OyAyT 
NPVMeHATb aHanorMyHbi noA_Xog npn oLjeHKe 
BeCOMOCTU, KOTOpylo cnegyeT Npufatb UHdop- 


NMpumeuutenbHo k Cyfe6Homy pa3z0upatenbcTBy 
AOnycTumoctTb O3HaYaeT, MO*KeT NM MaTepnan, 
NpeACTaBNeHHbIM CTOPOHONM pa3z0upatenbctBa, 
ObITb NPNOCOLYEH K NpOTOKONy B KayeCcTBe JOKa- 


3aTenbcTBa. Kak NpaBuno, Mex*xsyHapopHble yro- Mate 

NOBHbIe TpNOyHaNbl OL|HUBaloT AONyCTMMOCTb 58. MpaBuna npouesypbl uv goka3bIBaHuaA, npu- 
npegcTaBneHHoro MaTepuana C NOMOLJbIO TeCTA, MeHUMbIe K Me*KAYHAapOsHOMy yronoBHomy 
yuuTbIBalolero TpU dakTOpa: a) OTHOCUMOCTD; cyfonpou3BOACcTBy, MOXKHO HavTA B yU4peAN- 
b) goKa3aTenbHyto cuny; “ Cc) GOKa3aTenbHyto TEJIBHbIX FOKYMEHTax KarKAOFO Cyfa, Valle BCeErO 
cuny B conocTaBneHun c nio6biIM nNpegB3ATbIM B UX NpaBunax Npowedypb! “ AoKa3biBaHua. Cy- 
BNMAHMeM Ha CnpaBeANMBOCTb cyfeOHoro pa3- Ae6Haa Npaktuka BbiICcTynaeT B KayecTBe “Onon- 
OupatenbctBa®*. Matepvan 6ygeT OTHOCUMbIM, HVTeNbHOTO pykKOBOACTBa. B 3aBUCMMOCTM OT 
ecm OH MomMoraeT cyenaTb dakT Oonee vnu XapakTepa PacchefOBaHNA, BO3MO*KHO, CTOUT 
M@Hee BePOATHbIM, B TO BpeMA Kak ero YOKa- OOpaTUTbCcA 3a KOHCyNbTalven kK CnelWanucty B 


oOnactn npaBa. ITO OCOHeHHO akTyasIbHO, ec 
paccnegoBaHve Npv3BaHO CNOCOOCTBOBaTb Cy- 
e6Homy pa3zOupatenbcTBy. 


3aTeMbHaA CUNa OTHOCUTCA K TOMy, NOMOraeT 
JIM OH 4OKa3aTb VNU ONpOBeprHyTb dakT, O KO- 
TOpOM ugeT peub B gene. B cnyyae BHecyge6- 


HOrO =paccneAOBaHWUA NpPUMEHAeTCA OLCHKa, 59. OtkpbiTble GaHHble MoryT npeAcTaBnaTb cobon 
aHanormuHad OuWeHKe gonycTumoctu. BcA UH- coueTaHve OKYMeHTasIbHbIX MOKa3aTeNbCTB 
gdopmauvA gomkHa ObITb OL|eHeHa C TOUKN uv cBugetenbcKux noKazaHun. Hanpumep, He- 
3PeHNA ee HafeKHOCTU, OTHOCUMOCTY VU BOKa3a- o6xofumo O6ygeT NOATBEPAVTb NOANUHHOCTb 
TeNbHON Cunbl, YTOObI ONpeAenuTb, cnegyeT nu BUAeO, Ha KOTOPOM YenoBek AeNaeT 3aABNeHIA, 
ee UCNONb30BaTb MU KaKMM OOpa30M ee cnegyetT a caenaHHble B HEM 3aABNeHUA — NpoOBepuiTb 


International Criminal Court, Prosecutor v. Jean-Pierre Bemba, Case No. ICC-01/05-01/08 A, Judgment on the Appeal of Mr Jean-Pierre Bemba Gombo 
against Trial Chamber III’s “Judgment pursuant to Article 74 of the Statute’, 8 June 2018, Appeals Chamber, Separate Opinion of Judge Van den Wyngaert 
and Judge Morrison, para. 5. 


JlowkHble CBeAeHUA — 3TO NHOpMaLNA, KOTOPAA ABMACTCA NOMKHON, HO OHa He HanpaByeHa Ha NpuunHeHve Bpega. Hanpumep, nuua, KOTOpble He 3Hal0T, 
YTO KakaA-TO UHOPMaLA ABMACTCA NOMKHOU, MOTYT PaCNPOCTpaHATb €€ B COL|MANIbHbIX CETAX, MbITAACb ObITb NonesHbIMU. JesnHpopmMayuA — 3TO 

nlowkHaA UHOpMalWA, KOTOPaA HaMepeHHO CO34aeTCA WIM pacnpocTpaHAeTCA C ABHON LeNbIO NPNYUMHNTb Bpes. Jivya, cozqatouue AesnHpopmaynw, 
OObIYHO MMeloT NonuTNYecKue, PUHAHCOBbIe, NCMXoNorMueckue MM COL|ManbHbIe MoTHBbI. Cm. Claire Wardle, “Information disorder: the essential glossary” 
(Cambridge, Massachusetts, Shorenstein Center on Media, Politics and Public Policy, 2018). URL: https://firstdraftnews.org/wp-content/uploads/2018/07/ 

infoDisorder_glossary.pdf?x32994. 

Ibid. 

CornacHo Pumckomy ctaTytTy (ctaTbu 64 (9) (a) u 69 (4)), Cyge6Haa nanaTa MexkayHapogHoro yronoBHoro cyga UMeeT «npaBo No xogaTaicTBy OfHON U3 

CTOPOH MN No CBoe MHUMMaTUBE... B COOTBETCTBUN C MpaBunamu Npoyesypb! VU AOKa3bIBAHUA BbIHECTM peleHve 06 OTHOCUMOCTN un AonycTuMocTn 

MlOObIX HOKa3aTENbCTB, NPUHMMaA Npu 3TOM BO BHUMaHle, Hapa c NpounM, ux cuny, a TakKe Bpeg, KOTOPbI Take AOKa3aTeNbCTBa MOTYT NPUYHUTb 

NpoBegeHuio cnpaBegnuBoro cyfeOHoro paz6upatenbcTBa UNM CnpaBeANUBON OeHKe NoKazaHu CBUeTeNA». 

Cm., Hanpumep, OHCHR, Commissions of Inquiry and Fact-Finding Missions on International Human Rights and Humanitarian Law: Guidance and Practice, 
B YacTHOCTH raBy IV.C 0 cCbope u oleHKe UHopmayun. 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


OTQeNbHO®. B CBA3U C STM MOTyT NPUMeHATLCA 
cnoco6bl NOATBeEpKAeHUA NOANUHHOCTU LNdpo- 
BOro MaTepuana Kak JOKyMeHTa MN OL|EHKU ero 
HaflexKHOCTU UM AonycTuMOocTM B KaYeCcTBe CBI- 
feTenbckoro noka3aHua. Jivuam, NpoBogsAWMM 
paccnegoBaHua, cnegyeT 3HaTb, Kak KarkgaA 
KaTeropva OKa3aTenbcTB paccMaTpuBaeTcA 
B COOTBeTCTByIOLeN fopucankynu. LoKyMeH- 
TaNlbHble 4OKa3aTeNbCTBa YaCTO MOryT ObITb AO- 
nylWeHbl, fake ECNN aBTOP HeV3BeCTeH UNM He 
MO>KeT faTb NOKa3aHnA. OHM Tak>Ke MOTryT ObITb 
Aonyctumb| 6e3 mpegctaBneHuA MOKyMeHTa 
yepe3 CBUgeTena, KOTOPbI MOKeT NOATBEPANTb 
UX NOANUHHOCTb, Np ycnoBun, 4YTO NpeANara- 
tOLUaA CTOPOHA MO*KET ACHO U KOHKPeTHO MOKa- 
3aTb, Te UW Kak 3TOT AOKYMEHT BCTpauBaeTCaA B 
aeno®. 


B cutyalnax, Kora OTBETCTBEHHOCTb 3a mpe- 
CTYMNNeHUA MW HapylweHUA BO3NaraeTcaA Ha AML, 
3aHMMalolNx Oonee BbICOKOe NonorxKeHve B 
CTpykKType KOMaHAOBaHUA, COOpaHHaA UHdop- 
MaL|INA MOMKET UCNONb3OBaTbCA HE TONbKO ANA 
co3qaHvA «Oa3bl mpectynneHum» (cm. Hux«Ke), 
HO Tak>xKe MOMKET UMeTb 3HAYeHMe ANA Onpege- 
neHua POpMbI OTBETCTBEHHOCTH®” npeANonara- 
eMOro KOHKpeTHOrO UcnonHuTena (ucnonHuTe- 
nen)®*, JIMua MoryT CUUTaTbCA OTBETCTBEHHbIMU, 
Korga KaxkAblim asnemMeHT Mpectynnenua vnu 
HapyWeHuA, BKMiOYaA du3vuueckne AeUCcTBNA 


(actus reus) u mcvxuy4eckoe cocToAHNe o6sn- 
HAemoro (mens rea), HEMOHCTpUpyeTcA B COOT- 
BeETCTBMM C NMPYMeHUMbIM CTaHAaPTOM AOkKa3bI- 
BaHua. nA NpWHATMA Takoro PeLeHUA AMLO, 
ycTaHaBnuBatolee dak, u3y"YaeT UHhOpMaLvI0, 
npeAcTaBneHHyl0 B OTHOLWeHUM KarxKgoro ane- 
MeHTa HapylweHuA vwnu npectynnenua. Jinuam, 
NpoOBOAAWMM paccnepoBaHue, CNepyeT 3HaTb, O 
KaKMxX NpecTynneHNAX WM HapyLeHUAX MO%KeET 
UATU peub, 3eMeHTbI KaxKAOFO U3 HX, KOFO 
OOBUHAIOT B UX COBepLeHUM MW NO KakON Te- 
Opn oTBeTCTBeHHOCTH. B Aenax O HapylwieHUAx 
MexKAYHapOAHOrO yronoBHoro npaBa_ cneLn- 
AaNUCTbI-NpaKTUKM YaCTO pa3AenAloT «fOKa3a- 
TeMbCTBa COBepLUeHMA NMpectynneHnaA» u «fo- 
Ka3aTeNbCTBa NPUYACTHOCTM». ITM ABa NOHATHA 
OObACHAIOTCA CnegyIOlWNM OOpa3o0m: 


a) MoOKa3aTenbcTBa cOoBepweHuA npectynne- 
HUA — 3TO AOKa3aTeNbCTBa nMpectynne- 
HUN, Ha KOTOPbIX OCHOBaHbl OOBUMHEHIA, 
BKMIO“aA VUHdOPMaluio O TOM, KTO, HTO, 
rae uv korga copepuiun®. Hanpumep, ecnu 
npeAnonaraembim nmpectynHuk OOBUHAeT- 
cA B yOuucTBe Kak npectynneHuu npoTuB 
yenoBeyuHocTu, mo6aA uHdopmayua, O- 
Ka3bIBalolaA, YTO UMeno MeCTO yOUiCTBO, 
CUNTaeTCA MOKa3aTeNbCTBOM COBepLUeHUA 
npectynneHna; 


Cm. Human Rights Center, University of California, Berkeley, School of Law, Digital fingerprints: using electronic evidence to advance prosecutions at the 
International Criminal Court (Berkeley, 2014). URL: www.law.berkeley.edu/files/HRC/Digital_fingerprints_interior_cover2.pdf. Moka3aHuA c 4yKUXx 
COB — 3TO MHPopmaLuA, He OTHOCALAACA K HENOCpeACTBeEHHbIM 3HaHMAM CBUgeTeNA, Aalowjero noKa3aHua. B HeEKOTOPbIX IOPUCAMKUMAX NoKazaHUA 
C YYKUX COB ABNAIOTCA HEAONYCTMMbIMU, ECM TONbKO OHM He NognasaloT Nog OnpemeneHHoe Uckmoyeuve. B Apyrux cnyyaAx OHM AONyCTUMbI, HO UM 
He Mpugaetca Gonbuoro Beca M3-3a TOO, YTO OHM HE MOTYT ObITb AOMKHbIM OO6pa30M NpoBepeHb! B Xoe NepekpecTHOro AONpoca HU OOBUHEHNeM, HU 
3auuTon. No AaHHbIm OpraHv3ayuu no 6e3onacHocTH MM CoTpyaHuuectBy B EBpone, «B TO BPeMA Kak MOKa3aHUA C 4YKUX COB OObINHO He AONYCTMMbI B 
FOPUCAMKUNAX OOWJero NpaBa NPV OTCyTCTBUNM OCOObIX OOCTOATENbCTB, Ha MOKA3aHUA C YyKUX COB HET 3aMpeta B HOPUCANKMAX rpaxkAaHCKoro NpaBa 
Vin B MexKAyHaposHbIx TpubyHanax». Cm. Organization for Security and Cooperation in Europe, Mission to Bosnia and Herzegovina, /nvestigation Manual 
for War Crimes, Crimes Against Humanity and Genocide in Bosnia and Herzegovina (Sarajevo, 2013), p. 26. URL: www.osce.org/bih/281491?download=true. 
HecmoTpa Ha OTCYTCTBVe NpenATCTBU B KOPUCANKUMAX rparkAaHCKOrO NpaBa U MexKAYHAPOAHbIX TpubyHanax, Kak NpaBuno, NOKa3aHUA C 4yKUX COB 
PaccMaTpuBaloTCA Kak OCOOEHHO HeHafexKHaA KaTerOpiiA KOCBeHHbIX AOKAa3aTENbCTB, Ui CYAbV YaCTO NpUAalOT UM OTHOCHTENIbHO HEOONbLUON BEC. 


Cm., Hanpumep, International Tribunal for the Former Yugoslavia, Prosecutor v. Pavle Strugar, Case No. IT-01-42-T, Decision on the Admissibility of 
Certain Documents, 26 May 2004, Trial Chamber Il, and Prosecutor v. Milan Milutinovic et al., Case No. IT-05-87-T, Decision on Prosecution Motion 
to Admit Documentary Evidence, 10 October 2006, Trial Chamber; International Criminal Tribunal for Rwanda, Prosecutor v. Edouard Karemera et al., 
Case No. ICTR-98-44-T, Decision on Joseph Nzirorera’s Motion to Admit Documents from the Bar Table: Public Statements and Minutes, 14 April 2009, Trial 
Chamber Ill; International Criminal Court, Prosecutor v. Thomas Lubanga Dyilo, Case No. |CC-01/04/-01/06, Decision on the Admission of Material from the 
“Bar Table’, 24 June 2009; International Tribunal for the Former Yugoslavia, Prosecutor v. Radovan Karadzic, Case No. IT-95-5/18-PT, Order on Prosecution 
Request for Clarification and Proposal concerning Guidelines for the Conduct of Trial, 20 October 2009, Trial Chamber, and Prosecutor v. Radovan Karadzic, 
Case No. IT-95-5/18-T, Decision on the Prosecution’s First Bar Table Motion, 13 April 2010, Trial Chamber; International Criminal Court, Prosecutor v. Germain 
Katanga and Mathieu Ngudjolo Chui, Case No. ICC-01/04-01/07, Decision on the Prosecutor's Bar Table Motions, 17 December 2010, Trial Chamber Il. 


Cryer, Robinson and Vasiliev, An Introduction to International Criminal Law and Procedure, chap. 15. 


Cm. OHCHR, Who's Responsible? Attributing Individual Responsibility for Violations of International Human Rights and Humanitarian Law in United Nations 
Commissions of Inquiry, Fact-Finding Missions and Other Investigations (New York and Geneva, 2018). URL: https://ohchr.org/Documents/Publications/Attri 
butingIndividualResponsibility.pdf. 


Kelly Matheson, Video as Evidence Field Guide (WITNESS, 2016), p. 42. URL: https://vae.witness.org/video-as-evidence-field-guide. 
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b) oKa3aTenbcTBa MpuyacTHOCTN — 3TO AO- 
Ka3aTeNbCTBa OTBETCTBeHHOCTU npepno- 
flaraemoro npectynHuka 3a COBepLweHHbie 
npectynmeHuA, YTO OCOOeHHO BarKHO, eC 
OH He 6bIN HenocpegCcTBeHHbIM MCnoONHU- 
Tenem npectynneHua”®. [pyrumu cnoBamu, 
3TO AOKa3aTeNbCTBa, KOTOPbIe CBA3bIBAaIOT 
OTBETCTBEHHOe JINLIO C NpectynneHvem. Ha- 
npumep, B cnyyaAX, KOrga yTBep*KgAaeTca, 
UTO BbILUECTOALIM pyKOBOAUTeNb He npe- 
AOTBpaTMN Npegnonaraemble HapyweHua, 
O KOTOPbIX eMy ObINO U3BECTHO, UM He 
Haka3an 3a HUX, GOKa3aTeNbCTBaMU Npu- 
YaCTHOCTU ABNAIOTCA AOKa3aTeNbCTBa, NOA- 
TBepKgalolve STY OCBEAOMNEHHOCTb UNM 
TOT akT, YTO BbILIECTOALIM pyKOBOgUTeNb 
ocylwjecTBnAaAN «3IddeKTUBHbIN KOHTPONb» 
Hag, HENOCcpeACTBeHHbIM HapyluiTenem. 


MpaBo Ha HenpWMKOCHOBeCHHOCTb 
4YaCTHOM KV3HV Salta BAaHHbIXxX 


MpaBo Ha HeENPWUKOCHOBeEHHOCTb YaCcTHONU 
%KU3HU — OfHO V3 OCHOBHbIX NpaB 4YenoBeKa’". 
OAHuM v3 ero BayKHbIX 3eCMeHTOB ABNAeTCA 
nmpaBoO Ha 3alVTy MepCcOHaNbHbIX AAHHbIX, 
cdopmMynupoBaHHoe B Pa3INUHbIX 3aKOHAX O 
3aluvTe faHHbix??. B YacTHOCTU, 3aKOHbI O 3a- 
LUTE AaHHbIX UW YaCTHOM %KU3HU NpuobpetaloT 
Bce OoNbLuylO 3HAYMMOCTb ANA paccnegoBaHun, 
B xXOfe KOTOPbIX VCNONb3yloTcA LINdpoBble 
UHPOPMAaL|VOHHO-KOMMYHUKaL|VOHHbIe = TEXHO- 
norun (UKT). Huxke npuBogutca KpaTKui 0630p 
KOHUeNLNN MexkAYHAapOAHOrO NpaBa YenoBeKa 
Ha HEMPUKOCHOBeHHOCTb YaCTHOM %KU3HU UM rn0- 
OanbHON HOPMaTMBHO-NpaBoBON 6a3bI NO 3a- 
LUTE aHHbIX, be30NaCcHOCTM AaHHbIX U OOMeHY 
AjaHHbIMU, O KOTOPbIX CHeAyeT 3HaTb NMLaM, 
NpOBOAAWMM paccnefoBaHuA Cc VCcnoNb30Ba- 
HMeM OTKPbITbIX AaHHbIX. B UNdpoBou cpefe 
UHPOPMaLVOHHAA KOHOUAEHLMaNbHOCTb, Ox- 
BaTbIBalolaA CyLeCcTByYIOLIyIO UHdopMayuio O 


62. 


yenoBeke UNM Ty, KOTOpaA MOET ObITb O HEM 
nonyyeHa, UMeeT Ocoboe 3HaueHne”’. 


Jiuua, NpoBoAAuMe paccnefoBaHnA Cc UCcnONb- 
30BaHMeM OTKPbITbIX AaHHbIxX, HOMKHbI yBarkaTb 
npaBa 4“enoBeka uv ygenaATb OcOb0e BHUMaHue 
npaBy Ha HENPUKOCHOBeHHOCTb YaCTHOM *KU3HU, 
BONPOC O KOTOPOM YacTO NOAHMMaeTCA B KOH- 
TeKcTe UndpoBonw wHdopmayunu. Hanpumep, 
HapylweHve mpaBa Ha HeMPNKOCHOBEHHOCTb 
YaCTHONM %KU3HU ABNAeCTCA OfHUM U3 HEMHOrMx 
OCHOBaHUN ANA vcKniOueHUA AOKa3aTeNbCTB 
cygbamu MexkayHapogfHoro yronosBHoro cyga™. 
HenpukOCHOBeHHOCTb YaCTHOM %KU3HM NeKUT B 
OCHOBe YeNnoBeueckOroO AOCTOMHCTBa VU Apyrux 
KnHOUeBbIX LIEHHOCTeN, TakKUX Kak CBOOOAa ac- 
coualvun uv cBobofa BbIpaxkeHvA MHeHUi, U 
no3BoONAeT 3aLll|MuaTb ux. HekoTopbie “3 Han- 
Oonee CUNbHbIX TONKOBaHNN 3aKOHOB O He- 
MPUKOCHOBeHHOCTM =YaCTHOM >KU3HU NOABI- 
nMcb Onarofapa Npaktuke EBponenckoro cya 
no mpaBam uyenoBeka, MW KONMYeCTBO NOCTa- 
HOBNeHUN, KaCalOLUXCcA BONPOCOB UNdpoBbix 
npas, 6bicTpo pacteT. HapyweHnue cTonb dyHsa- 
M@HTasIbHbIX NpaB HeN30e%*KHO SyfeT OCNOPpeHO 
CTOPOHON 3aLVTbI B yrONOBHOM NMpowecce u 
fake MOKET CTaTb OCHOBaHNMeM ANA npeAbAB- 
NeHNA FpaxkAAaHCKOrO UCKa CTOPOHaM, BeAYLUM 
paccnegoBaHue. Momumo 3aKOHOB O KOHOUpeH- 
UvanbHocTu, o6ecneyeHuto G6e30nacHOocTM Nep- 
COHANIbHbIX AAHHbIX COMeNCTByIOT MHOrOUNC- 
JI@HHbIe 3aAKOHbI WV HOPMATMBHbIe AKTbI O 3aLlVTe 
AaHHbIX. B yYacTHOCTU, NuWamM, NpoBoAALWNM 
paccnegoBaHuA C UCnONb30BaHNeM OTKPbITbIX 
AaHHbIX, CNegsyeT 3HaTb O CYyLWeCTBOBaHNN Pe- 
rnamMeHTa 2016/679 EBponemckoro napnameHTa 
vu CoBeta oT 27 anpena 2016 roga o 3aLyuTe ou- 
3uueCKNX NUL Npu ObpaboTke NepcoHaNbHbIx 
AaHHbIX VO CBOOOgHOM ObpaleHun Takux 
AaHHbIX, a TakxKe OO OTMeHe [NpeKTUBbI 95/46/ 
EC (O6u pernameHT oO 3aLVTe NepCOHaNbHbIXx 
AjaHHbIX), a TakwKe O CHOPMyNUPOBaHHOM B HEM 
nogxofe K 3al|vTe WHAMBUAYaNbHbIxX AaHHbIXx, 
NOCKONbKy 3TUM 3aKOHOM Obi yCTaHOBMeH BbI- 


Ibid. 


MpaBo Ha HENPNKOCHOBeHHOCTb YaCTHON %KU3HM NpeAYCMOTPeEHO B MHOFOUNCAeHHbIX AOKYMeHTAX NO MpaBaM YenoBeka UM KOHCTUTYUMAX Honee YeM 
130 cTpan. Cm., Hanpymep: AMepuikaHCckylo AeKnapauio npaB uv OOAZaHHOCTeN YenoBeka, CT. V; EBponeiickyt0 KOHBeHLMI0 NO NpaBam YenoBeka, CT. 8; 
AmepuikaHCky!0 KOHBeHLMI0 O MpaBax YenoBeka, CT. 11; KOHBeHLMIO O NpaBax pebeuka, cT. 16; MexgayHapogHyto KOHBeHUMIO O 3alljVTe npaB BCceX 
TPYAALMXCA-MUrpaHTOB VU YeHOB Ux Cemel/, CT. 14; AdpukaHckylo xapTulo npaB uu Gnarononyyua pebeuka, ct. 10; ApaOckyto xapTuto npaB YenoBeka, 
ct. 16 u 21; exnapayuto Accounaunn rocygapcts tOro-Boctoyuxon A3un no npaBam YenoBeka, CT. 21. Cm. Take Privacy International, “What is privacy?”, 
23 October 2017. URL: https://privacyinternational.org/explainer/56/what-privacy. 


3aKOHbI O 3aLl|VTe AAHHbIX CyLeCTBy!OT B Gonee 4em 100 cTpaHax, a COOTBETCTBYIOLIMe HOPMbI V3OKEHbI TAKKE B MHOTOUMCAEHHbIX MEK AYHaPOAHbIX 
MU perMoHanbHbIx AOKyMeHTax. CM., Hanpumep, PyKOBOACTBO MO 3aL|Te HEMPVKOCHOBeEHHOCTN YaCTHON >%KU3HN M TpaHcrpaHN4uHoN nepegaye 
NePCOHaNbHbIX AaHHbIX OpraHu3zayun SKOHOMUYECKOLO COTPYAHMYeCTBa MM pazBuTuA, KOHBEHUMHO O 3aLUTe PUZU4eCKMX AML NpU aBTOMaTU3MpOBaHHOU 
oOpaboTke NepcoHanbHbIxX AaHHbIX Copeta EBponbi, XapTuio Esponeickoro coio3a 06 OCHOBHbIX NpaBax, PaMKM 3alVTbI YaCTHOM %*N3HN dopyma 
A3MaTCKO-TUXOOKeaHCKOFO SKOHOMNYECKOFO COTPyAHUYeCTBa, JONONHUTeNbHbIN 3aKOH O 3aLMTe NEPCOHAMbHbIX FaHHbIX B paMkax JKOHOMMYECKOrO 
coo6ujectBa 3anaqHoadpukaHckux rocyfapcrs. 


Ana o6wen uHdopmauun cm. A/HRC/39/29, n. 5. 


Cm. Pumckuii ctatyr, ct. 69, 1. 7. 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIPOBbIX JaHHbIX 


COKMM CTaHfapT, “ Apyrue rocyfapctBa pac- npumep, Be6-cKkpewnuHr unu ucnonb3oBaHue 
CMaTPUBalOoT BO3MO%KHOCTb MPVHATMA aHaso- BUPTyanbHOW AMYHOCTU (He NpvHagnexawen 
rM4HOoro =3akKOHOAaTenbcTBa®’. Bmecte c TeM KaKOMYy-AIN60 peanbHomMy YenoBeky) HapywaloT 
HOPMbI B OTHOWWEHMN 3aLYUTbI AAHHbIX B Pa3HbIx YCNOBUA OKa3aHUA yCnyr pa3snMyHbIx MNaTPopM, 
CTpaHax CyLIeCTBeHHO pa3nuyaloTca, a UHOrga B YaCTHOCTU MNaTbOpM COWMaNbHbIx ceTen’’. 
AjarKe BCTyNaloT B NPAMOe NpoTMBOpeune Apyr HapyweHue ycnoBuil oka3aHuA ycnyr ABNAeTCA 
c gpyrom. Jiuuam, NpOBOAALMM paccnesoBaHuA HapyWweHvem AoroBopa. Jinuyam, NpoBoAAWYM 
C UCNONb30BaHNeM OTKPbITbIX HaHHbIX, CnegyeT paccnefoBaHue, cnegyeT NpoBepaAtb, He ABNA- 
MNPOKOHCyAbTNpOBaTbCA C SKCNePTOM NO Npa- 1OTCA NM NogobHble AeNcTBUA TakwKe NPOTUBO- 
BOBbIM BONpocaM ANA nonyyeHua UHdopmayuu 3aKOHHbIMN B TON IOPUCANKLNN, B KOTOPON OH 
© 3aKOHaX Ml HOpMaxX, NPUMeHMMbIX K 3aLVTe padotatoT. Heodxosnmoctb coOnofeHua NpUH- 
MaHHbIX B TOM fOPUCAMKUUN, B KOTOPON OH pa- unos 6ez0nNacHOCcTU, KOTOpaA MO*KeT ObITb 
6oTalorT. o6ecneyeHa C NOMOLIbIO UCNONb30BaHUA BUIPTY- 


ANbHbIX NUYHOCTeN, HOMKHA COOTHOCUThCA C NO- 
TeHLUVaNbHbIM yLePp6OM M3-3a HapylweHuA Aoro- 
BOPa B NOAOOHbIX OOCTOATENbCTBAaX, B KOTOPbIX 
HavOonee pacnpoctpaHeHHbIM cpeACTBOM 
NpaBoBON 3alVTbI ABNAeTCA OTKMIOYeHNe ANA 
nonb30BaTena AocTyna kK nnaTbopme. Bmecte c 
TeM, XOTA BUPTyasIbHble AMYHOCTU HeEOOxoAUMbI 
B TeX CnyyaAxX, KOra OHM UCnOMb3yl0TCA UCKMIIO- 
UNTENIbHO ANA NOUCKa B OTKPbITbIX UCTOUHUKaX 
MW MOHUTOpUHTa B HUX, KaK OTMeYAOCb BbILUE, 
ux He CnesyeT UCnoNb30BaTb NPM NonbiTKax No- 
nyyeHuA AoctTyna K KOHTeHTy, pacnpocTpaHAe- 
MOMY B COL\MaNbHbIxX CeTAX, KOTOPbIN NOgANe KUT 


HakoHeu, NULjaM, NPOBOAALWMM paccnegoBaHna 
C UcnOnb30BaHNeM OTKPbITbIX MaHHbIxX, cnepyeT 
3HaTb OO OOeM 3aNpeTe HeCaHKL|AOHMPOBaH- 
Horo foctTyna kK AaHHbIM vu ceTam. Hanpumep, 
3TO MOMKET BKMIOUaTb B CeOA UCNONb30BaHie Na- 
pona, NonyYeHHOro B pe3yNbTaTe B3N0Ma Oa3bI 
AaHHbIX, ANA goctyna kK MaTepvanam orpaHu- 
YeHHOrO NoMb30BaHUA, a TakKe NoNnyyeHue He- 
CaHKLIMOHMpOBaHHOoro AocTyna kK UHdopmayun 
OrpaHUYeHHOrO Nonb3oBaHUA NyTeM OOMaHa U 
Apyrux dopm couanbHon UH KeHepuU”®, 


Mpoune npwmMeHuUmMbile npaBoBbile OrpaHUuVTenbHOMYy KOHTpOsO goctyna, unin 
coo6paxkenua »*e B NOMbITKaX NonyyeHuA VHdopMaLWN Ha- 

npsamyto OT Toro WM UHOrO ANuWa Nog NpuKpbl- 
K paccnegoBaHuam c vcnonb30BaHvem  oT- TMeM BbIMbILUNeHHOM NM4HOCTH. Mopobuble gei- 
KDbITbIX UCTOUHNKOB MOTYyT 6bITb NPVMeHUMbI 1 CTBUA BbIBEAYT paccnefoBaTena 3a HONYCTUMbIE 
Apyrue 3aKoHbl. Huxke npvBogATcA HeKOTOpbie rPaHUlbl paccneAOBaHUA C MCnONb3OBaHNeM 
npaBosble coo6paxeHua, 0 KOTOpbIX cnepyeT OTKPbITbIX VICTOUHUKOB, CTaHyT HapyllieHiem 


3TMYeCKUX NPUHWWNOB™, a TakKxKe MOryT Hapy- 


3HaTb JIMLaM, NPOBOAALWMM paccnegoBaHnaA Cc 
LuaTb 3aKOH”’. 


UCNONb3ZOBaHUeM OTKPbITbIX JaAHHbIX. 


Hapywenne ycnosuii oka3zaHna ycnyr 2. 3akoHoAaTenbcTBO ; 
06 NHTeNNeKTyanbHOM Co6cTBeHHOCTH 


Hekotopbie pacnpocTpaHeHHble MeTOAbI pac- 

cnefoOBaHuvw C WUCNONb3OBaHNeM  OTKPbITbIX 66. MlpopogaAwum paccnegoBaHuaA nuuaM- cne- 
AjaHHbIX BNeKyT 3a COOOM HapywWeHue ycnoBun yet 3HaTb O60 Bcex pa3peleHUAX Ha 
oka3aHUA ycnyr BeO-caToB unn nnathopm. Ha- UHTeNNeKTYAsIbHYIO COOCTBEHHOCTb, KO- 


B ynomaHyTom Bbilwe Pernamexte EC yKa3biBaeTca, YTO Pu3ZN4eCKMe MMLa UMeIOT NpaBa, CBAZAHHbIe C 3aL|VTON MepCOHaNbHbIX AaHHbIX, 3aLTON 
o6paboTkn MepcoHanbHbIx AaHHbIX NW HEOrpaHUYeHHbIM OOpaljeHvem NepcoHaNbHbIX AaHHbIX B Mpegenax Esponeitckoro colo3a. Mogobubie npaBa 
Npepycmotpeubl TakxKe B KOHBeHLIMM O 3allVTe du3N4eCKNX AU Np aBTOMAaTU3MpOBaHHON OOpaboTKe NepcoHaNbHbIX AaHHbIX MW, B YaCTHOCTU, 
Npotokone 2018 roga kK Heit. KOHBEHUMA HanaraeT OOA3aTENbCTBa He TONbKO Ha rocyjapcTBa — ueHb! CoBeta EBponbl, HO vi Ha pag APyrx rocysapcrs. 


CornacHo HaywoHanbHomy MHCTUTyTy CTaHAapToOB M TexHoNorMu CoeANHeHHbIx LITaToB, ColManbHaA VHKeHEpNA — 3TO «OOMAHHbIe AeNCTBUA B 
OTHOWEHMN TOFO WAM MHOFO ANU a C YeNbIO 3aCTABUTb eo PackpbITb NHPOpMayio OrfpaHUYeHHOrO AOcTyNa NyTeM BCTyNNeHNA BO B3aumogencTBUe C 
TaKMM JIMOM AyIA BXO%KAeHNA B ero AOBepue» (Paul A. Grassi, Michael E. Garcia and James L. Fenton, Digital Identity Guidelines (Gaithersburg, Maryland, 
National Institute of Standards and Technology, 2017), p. 54. Cm. take Michael Workman, “Gaining access with social engineering: an empirical study 
of the threat’, Information Systems Security, vol. 16, No. 6 (2007). Bonee nogpo6Ho Bonpoc 0 HeCcaHKL|MOHNpoBaHHOM VM nonyYeHHOM OOMaHHbIM nyTem 
Aoctyne paccmatpuBaetca Bn. 65 Hue. Bonpoc 0 MackupoBKe NoNb30BaTeNen paccmMaTpuBaeTca B M1. 107 Hue. 

Hanpumep, Nonb30BaTenbcKuM CormaweHvem «Oencbyka» npegycmMaTpuBaeTca TpeboBaHue K NONb3OBaTENAM «yKa3bIBaTb ANIA CBOerO akKayHTa MA, 
KOTOPOE BbI UCnOsb3yeTe B NOBCEAHEBHON KV3HU», «yKa3bIBaTb TOUHY!O MHPOpMAaLtO O Cebe» MW «CO3aBaTb TOMIbKO OANH akKayHT (Bal) COOCTBEHHDbIM) 
Vl UCnOsb30BaTb XPOHUKY B JIMYHbIX enAx». Cm. https://ru-ru.facebook.com/legal/terms. Bbigaya ce6aA 3a Apyroe nuyo ABNAeTCA HapyWieHvem MMpasun u 
nonutuku «TeuttTepa». Cm. «Monvtnky B OTHOWWEHUM BBOAALIUX B 3aONyKAeHMe VM NOAAeNbHbIX NuYHOCTel». URL: https://help.twitter.com/ru/rules-and- 
policies/twitter-impersonation-and-deceptive-identities-policy. 

Bonpoc o Bbigaye ce6a 3a Apyroe NUYO paccmaTpuBalica BbIWWe B rnaBe II.C 06 sTHYeCKUX NpNHuMnax. 


Cm. BbIWe B raBe III.E 0 mpaBe Ha HENPUKOCHOBEHHOCTb YaCTHOM KU3HM MM 3aLUTe JaHHbIX. 
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Ill. NPABOBAA OCHOBA 


Ill. NPABOBAA OCHOBA 


Topple MUM MOoryT NMOHagobuTbcA ANA 3a- 
KOHHON ny6nukauun, pacnpoctpaHeHuA 
v/unu UHOrO Ucnonb30BaHNA UHdoOpmMauun, Cco- 
OpaHHoN umu B xoge paccnegoBaHua. Npume- 
HUMOe 3aKOHOPATENbCTBO OTAMYAETCA B Pa3HbIx 
HOPUCAMKUMAX, XOTA OONbLUMHCTBO U3 HUX Npe- 
ocTaBnatoT (KaK MUHYMyM) onpegeneHHyto 
dopmy 3allVTbl aBTOPCKMX MpaB co3saTeNto 
KOHTeHTa, Hanpvmep Bugeo, dotorpadun unu 
dparmeHta TekKcTa, pa3MeLJeHHOrO B MHTepHerte. 
Nog, «co3faTenem» O6bINHO NOHMMaeTCA NNO, 
KOTOpoe dakTuyeckN co3gano MaTepuan, Ha- 
npumep cgenaB dotorpaduio, 3anvcaB Bugeo 
UNM HanucaB OpUruHaNnbHbIN TeKCT, a He 3arpy- 
3UBlUee ero AULIO, XOTA 3TO MOET ObITb OHO 
Mu ToT Ke 4uenoBek. Bo u36exKaHve HapylieHna 
ABTOPCKUX NpaB KOHEYHbIN NONb30BaTeNb, BO3- 
MO>KHO, AOUKEH NOoNyyaTb Cormacue co3faTena 
Ha Mpegnonaraemoe Vcnonb30BaHue KOHTeHTAa 
(Hanpumep, B nyOnn4uHO pacnpocTpaHAemom 
AoKnape wnu x*ypHanuctckKoM = MmatTepuane); 
nonyyeHuaA cormmacnwaA 3arpy3VBLuwero KOHTCHT 
muua, ECM OHO He ABNAeTCA Tak>Ke ero CO3fa- 
Tenem, AnA u30e*aHNA HapyleHUA 3aKOHa, Kak 
npaBuno, HefocTaTOUHO. ITO ele OAHa npn- 
uvHa ANA Toro, YTOObI MbiTaTbCA HaiTu nep- 
BOUCTOUHUK KaxkAOrO MaTepvana, KOTOpbIN 
MO>KeT ObITb NonyYeH AMWamMu, NpoBog_AWMMN 
paccnegosBaHue. B HeKOTOPbIX (HO He BCeX) 
fOPUCAMKUMAX MpesycMaTpuBaloTcA  UCKMIIO- 
yeHNA U3 HeOOxog_MmoctTu NonyyeHuaA cornmacua 


Npotokon Bepknu no BegeHuto paccnegsoBaHui c UCNONb30BaHNeM OTKPbITbIX LIUPOBbIX aHHbIX 


(YacTO TakKNe BUAbI UCNONb3OBaHUA Ha3biBaloT 
UCKNIOYeHNAMU _B NOpsAgKe «GOOpocoBecTHoro 
UcnoNb30BaHUNA» UNM «fOOpocoBeCcTHbIx jel- 
cTBU») B CnyYaAX, KOrga BUgeO, hoTorpadun, 
TeKCT WU ApyraA UHdopmalvA UCNONb3yIOTCA B 
onpefeneHHbIx OOLECTBEHHO NONe3HbIX LeNAX, 
TaKUX Kak OOpa30BaHue, NpaBooxpaHuiTenbHaA 
Ae@ATENbHOCTb UNM %KypHanuctuKa. OfHako STU 
UCKMIO“eHNA, KOrHa OHM NMPUMMeHUMbI, 4aCcTO 
ABNAIOTCA QOBONbHO y3KVMU, WU no3sTOMy HI- 
Korfla He CnepyeT 3aKml0Y“aTb, UTO KOHKPeTHOe 
Ucnonb30BaHve NoANagfaeT Nog Takoe UCKNIO- 
yeHne, 6e3 NpoBegseHNA TLWaTebHOrO aHanu3a. 
MexaHu3mMbl, KOTOpbIe B HeKOTOPbIX cnyyaAXx 
MOryT CNOCOOCTBOBaTb MUHUMU3aLUN BepoaAT- 
HOCTM WW/unu MacluTa6oB HapylWweHUA aBTOPCKUXx 
npas, BKmoualoT B CeOA BCTPaNBaHue CCbIIKN Ha 
OPUrVHaNbHbIN KOHTeHT B LINdpoBoN AOKNag 
6e3 U3bATUA ero U3 NEPBONCTOUHNNKa, yKa3aHue 
MMeHUM co3faTenA, a TakxKe Mcnonb30BaHue 
NMWb HeOoNbwWON YaCcTM OpUrMHaNbHOrO KOH- 
TeHTa, UTO, OfHAKO, TAK%KE 3ABUCUIT OT KOHTeKCTa 
Vv topucankynnu. Undopmayua, Ha KOTOpyo pac- 
npoctpaHalotca NuyeH3un Creative Commons 
vunu gApyrve cBobogHblie nMWeH3Nu, MoOrxKeT 
UMeTb LUIMPOKMM CcneKTp GOonycTumoro UcnoNnb- 
30BaHUA Ha 6€3B03Me34HOM OCHOBe. OAHaKO B 
Tex cnyyaax, Kora Take OecnnaTHble NUWeEH3UN 
NpUMeHAIOTCA, BaKHO COOMOsaTb UX ycnoBua U 
He PpaCCMaTpUBaTb COOTBETCTBYIOLUIMM KOHTCHT 
Kak He Tpe6yrolu HUKaKUx pa3zpeweHnn. 
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BESONMNACHOCTb 


KPATKOE COJEPAKAHUME TIABbI 


3a o6ecneyueHve 6e30nacHocTU paccnefOoBaHMA WU Tex, KOFO OHO 3aTparuBaetT, 
OTBeuaWT BCe, a HE TOJIBKO Chel WaNUCcTbI no NUHPOPMauWOHHbIM TeXHOJIOFMAM. 


Ana o6ecneyeHua 6e30NacHOCTU CnepAyeT paccMaTpuBaTb CoOobpaxkeHuA ABYX 
pofos: a) CBA3aHHbIe C NHpactTpykTypon, Bknio“aA O6OpyAOBaHue, Nnporpamn- 
Hoe o6ecneueHne u ceTu; b) noBefeHyeckoro XapakTepa, BKAIOY“aA AeNCcTBNA 
nuu, BeAyLuux paccneAoBaHne, uv BCex Tex, C KEM OHM B3aNMopeNcTByIOT. 


OueHku 6e30nacHOCcTU CneAyeT NPOBOANTb Ha Tpex ypOBHAX, B TOM uucne Ha 
ypoBHe OpraHv3auun, KOHKpeTHOrO paccnegoBaHna/cnyyuaA MW KOHKPeTHbIX 
Meponpnatui/sayau. 


CnepyetT pa3pa6oTaTb 3aljMTHbIe Mepb!I B LleENAX CMATYeHMA PUCKOB UV yrpo3, 
BbIABJICGHHbIX B XOAe OL|IEHKM PUCKOB paccnesoBaHna. 


Mpu oueHKe 6e30nacHocTM cneAyeT yuNTbIBaTb BCe BUAbI yuwjep6a, BKNIOUAaA 
UNdpoBou, PvHAaHCOBbIN, npaBoBon, du3snyeckni, NcuxOCcOWWMaNbHbIN u peny- 
TaL|MOHHbIN yueps6. 


OtfenbHble HanGonee BaxKHbie dakTOpb! yA3BUMOCTM Npn paccnesoBaHuAx Cc 
VCnONb30BaHNeM OTKPbITbIX UCTOUHNKOB CBA3aHbI C NHTePHeT-coeguHeHuAMH/ 
IP-agpecamu, ycTpoictBamn uv ux dyHKWMAMH, a TaKKe NOBeEACHNeM NOMb30Ba- 
Tenen. 


Jimyam vu opraHv3zaynam, BeAyuyMM paccnegoBaHua, CneAyeT NOCTOAHHO NpoOBoO- 
avtb NoBbiweHvVe KBanvudukauNu NO BONpocaM 6e30NacHOCTN VM BHeAPATb 
3alJVTHbIe MepbI, MeHAHOWMeCA NPM U3MeHeHMN XapakTepa N06bIx yrpo3 unu 
@akTOpoB ya3BuMOCTH. 
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Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


67. B 3TON rnaBe cogfepxuTCA 0630p CoobparxKeHun 
Oe30nNacHOCcTM B pexkuMe OHNAaWH u odnain, 
KacaloluuxcA paccnegoBaHui c ucnonb30Ba- 
HMeM OTKPbITbIX VCTOUHMKOB. Mpn ycnosun 
COOTBeETCTBYIOLIEM ~MOATOTOBKM, BHOKeHUN VU 
yoeneHuA BHYMaHUA OLWeHKe yrpo3 MU CMAT- 
YeHUIO PUCKOB Ma, NPOBOAALMe paccnepo- 
BaHNA C UCNONb3OBaHUeM OTKPbITbIX JaHHbIX, CO 
BCeM BePOATHOCTbIO CMOryT MUHMMU3NpOBaTb 
puck NpvyunHeHuA yujepb6a niogAM, GaHHbIM u 
Apyrum aktusam. Ukdpactpyktypy 6e30nac- 
HOCTU, BKNO“aA annapaTHoe U NporpamMMHoe 
oOecneyeHve, U NpOTOKONbI NOoBeAeHNA NONb- 
30BaTeneN cnefyeT, HaCKOMbKO 3TO BO3MO%KHO, 
BHegpATb AO Havana paccnegoBaHuaA, pery- 
NIAPHO OL|EHUBaTb VU OOHOBNATb NO Mepe HeoO- 
xofumoctu. Pa3smep vu pecypcbl opraHv3ayun 
MOryT NOBNUATb Ha BO3MOXKHOCTb MPVHATUA 
OnpeAeNeHHbIX 3aLVTHbIX MEP; COOTBETCTBEHHO, 
B QaHHON raBe NpuBosATCA ruOKue CTaHAapTHl, 
KOTOpble cnepyeT afanTupoBaTb K KOHKPeTHbIM 
noTpeOHOcTAM OpraHv3zauun uv paccnegoBaHua. 
OpraHv3ayvam, NpoBoAAWumM paccnegoBaHna 
NOBbILUGHHOrO pucKa (HanpuMmep, Kacalolneca 
Oco60 yA3BUMbIX *KepTB vu cuTyayui, Korga 
npegAnonaraembimu HapylwivTenAMN ABNAIOTCA 
rocyfapcTBeHHble cyObeKTbI W/uvnu ANa, KO- 
TOPbIX BO3MO>%KHO UAeEHTUULNpOBaTb), cneAyeT 
oOpaljaTbca kK ycnyraM OMbITHbIX CNeLWanucToB 
B oOnactn kvOepbe3zonacHocTu. Kpome Toro, 
B COCTaBe Hagff@xKHON cucTemMbI 6e3onacHocTU 
cnepyeT npesycmMaTpuBaTb KakOl-nu60 Mexa- 
HU3M He3aBUCUMOrO ayAUTa VV NOBbILICHUA KBa- 
nudukayun, Cc TeM YTOObI NONb30BaTeNu Morn 
nonyyaTb UHPopmaLinto O HOBbIX TexHONoruye- 
CKUX pa3paboTKax U NepesOBon NpakTuKe. 


A. Muxkumanpupie ctaHgaptp! 


68. Tockonbky WwHdpactpyKtypa 6e30nacHocTU 
M nmepegoBaA npakTuKa noBegeHuA nonb30- 
BaTeneM MOCTOAHHO MeHAIOTCA, B IlpoToKOne 
npeAnaraiotca BceoObemmiowive NApMHuyunbl, 
KOTOpble NOMOryT pa3paboTaTb Mepb! Oe3onac- 
HOCTU FMLaM, NPOBOAALWMM paccnegoBaHua Cc 
Ucnonb30BaHNeM OTKPbITbIX MaHHbIx. Bepyuine 
paccnegoBaHve nUlja GOMKHbI OOecneuNBaTb 
cOOcTBeHHy!0 6e30NaCHOCTb, B TOM uNcne oOLle- 
HU/BaTb YPOBeHb PUCKa, CBA3AHHOFO C UX Aen- 
CTBUAMU, MU MpvHuMaTb HagAnexkalywe Mmepbi 
no CHW>KeHUIO pucKa UM 3aLyUuTe. HecmoTpa Ha 
HeoOxogumMocTb cneyNduyeckoro WU WHANBUAY- 
aNbHOro Nog_xXofa K Ge30NaCHOCTM, CYLeCTByIOT 
HeEKOTOPbI€ MUHMMasibHble CTaHfapTbl, KOTOPbIe 
nMuaM, NPOBOAALYMM paccnegoBaHiA Cc UcnoNb- 


100 OObACHeHNe DUWMHTOBbIX aTaK M COL|MasIbHON WHKeHEPUN CM. HIKE. 


30BaHMeM OTKPbITbIX AaHHbIX, CNeAyeT Bcerfa 
NpvmMeHATb B CBOeN paboTe B eNAX coOdntwo- 
AeHuA NPUHYMNoB be30nacHocTu: 


a) MMuyaM, NPOBOAAWMM paccnegoBaHuA C UC- 
NOb30BaHNeM OTKPbITbIX MAHHbIX, CegyeT 
u3z6eraTb PacKPbITUA TpeTbUM AUWaM 3Ne- 
ME@HTOB, NO3BONAIOLYUX UGZEHTUMULUNPOBaTb 
ux caMux, UX OpraHvzayun vu niwObix nap- 
THEPOB UNI UCTOUHUKOB, ECM TOMbKO 3TO 
He BXOAVT B 3aqa4” paccnegoBaHuA unu 
o6A3aHHOCTN _B ero pamkax. MoastTomy um 
cnefyeT COXpaHATb CBOIKO AHOHMMHOCTb B 
UnTepHete uv o6ecneunBaTb B MaKCUMasIbHO 
BO3MOMKHON CTeMeHU HEBO3MOXKHOCTb aTpU- 
6yTMpoBaHuA ux AencTBun B MHTepHete; 


b) nuuam, NPOBOAALWMM paccnefoBaHuA C uc- 
NONb3O0BaHNeM OTKPbITbIX MAHHbIX, CegyeT 
BeCTM AeATeNbHOCTb B WHTepHeTe UCxXoOAA 
v3 TOrO, YTO ee MOryT OTCHeKUBATb MU aHa- 
JU3UPOBaTb TpeTbU CTOpOHbI. Mostomy uM 
cneayeT GevcTBOBaTb B WHTepHeTe TaKUM 
06pa30M, KOTOPbIN COOTBeTCTByeT UX BUP- 
TYaNbHbIM NMUYHOCTAM, HE paCKpbIBaeT MX 
peanbHylO AMYHOCTb UNM WENN paccnego- 
BaHUA VW He NOg*BepraeT ONACHOCTM NUL, AB- 
NAWLWIUXCA UX UCTOUHVKaMN UHdopmMaLuy, 
vn Apyrux TpeTbux AML; 


c) ANyamM, NpoBog_AWMmM paccneAoBaHuA C UC- 
NOMb30BaHNeM OTKPbITbIX AAHHbIX, CHeAyeT 
3HaTb, YTO UPE3MEPHO AKTVBHOe VCNONb30- 
BaHNe OfHOrO OHNaNH-UCTOUHUKa UHdop- 
Malu, Hanpvmep KOHKpeTHOrO BeO-caiita, 
MOMKET YBEIMUNTb PUCK MOHMTOPUHTa VU aHa- 
mu3a CO CTOPOHbI TpeTbux NUL. Nostomy um 
cnefyeT BHeApATb MpakTuky, HanpaBneH- 
Hy!O Ha MUHMMI3aLVI0 TAKON BepOATHOCTH, 
Hanpumep AuBepcuduyypoBatTb Lindposbie 
UCTOUHUKY; 


d) nuyam, NpoBOAALMM paccnefoBaHna C UC- 
NOMb30BaHMeM OTKPbITbIX AaAHHbIX, CNeAyeT 
v3z6eraTb UgeHTNduyUpyembIX YvnN npep- 
cka3yeMbIxX Mogenen noBegeHuA, TakKUX Kak 
NOBTOpAIOLNeCA CXeMbI NONCKa Ha UfeHTU- 
ouunpyembix ycTpoictBax, KOTOpbIe MOryT 
NO3BONUTb TpeTbeM cTOpOHe onpegenutb 
uenn paccnefoBaHna, a Tak>Ke CnOco6cTBO- 
BaTb UX NpeBpaleHulo B Gonee Nerkyto Mi- 
LWEHb AIA OULWMHOBbIX aTak WU Apyrux dopm 
COUWaNbHON UH KeHEpu'”; 


e) Mam, NpoBOg_AWMM paccnefoBaHnA Cc 
UCNONb3OBaHNeM OTKPbITbIX AaHHbIX, CNe- 
AyeT oTgenATb cBOlO NpodeccuoHanbHylo 
AeATeNbHOCTb OT AeNcTBUM B VUHTepHeTe 
B AMYHbIX LenAX. JIMYHbIe OHNAaNH-akKayH- 
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Tbl MU, HaCKONbKO 3TO BO3MO%KHO, AMYHOe 
o6opyfoBaHuve He cnefyeT Mcnonb30BaTb 
ANA mpodeccuoHanbHbIx paccnegoBaHun, 
a mpodeccuoHanbHoe o6opyfoBaHue Hu- 
Korga He cnegyeT Ucnonb30BaTb ANA nuu- 
HbIx Lene"?! 


f) nuyam, npOBO_ALWIMM Cpa3y HECKONbKO pac- 
cnefoBaHun C UCnONb3OBaHUeM OTKPbITbIX 
AJAHHbIX, He CnepyeT CMeLUMBaTb Takue pac- 
cnefoBaHna. Moastomy um cnegyeT ycTaHaB- 
JIMBaTb pa3Hoe BpeMA Hayalla MU OKOHYAHUA 
Toro “NM UHOrO AeNCTBUA B PaMKax Kar%KA0- 
ro paccnefoBaHua, XpaHViTb AaHHble uu fo- 
KyMeHTaL|MIO NO KaxkKAOMy paccnepsoBaHuto 
B pa3HbIX MecTax MU Mpu HeoOxoAMMoOCTH UC- 
NONb30BaTb Pa3Hble BUPTyasbHble AMY4HO- 
ctu"; 


g) Muyam, NPOBOAALMM paccnefoBaHna C UC- 
NOMb30BaHNeM OTKPbITbIX MaHHbIX, cnepyeT 
Ucnonb30BaTb TexHNYecKMe CUCTeMbI WM 
cpeAbl, pa3spaboTaHHble TakKYM OO6pa30M, 
uTOObl Ha HUX MMHUMMaNbHO BNUANO BO3- 
MOMKHOe BHEAPeHUe BparkAeOHoro WN Bpe- 
AOHOCHOrO ~MporpamMHoro obecneyueHuA 
vunu Apyrve Hapywatouyue dyHKLUMOHUpo- 
BaHve BO3geNCTBUA, C KOTOPbIMU OHM MOryT 
CTONKHYTbCA B XOfe paborTbl. 


Ouenku 6e30nacHocTn 


Aina Toro uToObl pa3paboTaTb COOTBeTCTBYy- 
rOlLUyIO U SHekTUBHYy!O CUcTemy Oe30NacHOCTH, 
nuua, NDOBOAALWNe paccneAoBaHuA C NCcnoNb30- 
BaHNeM OTKPbITbIX HaHHbIX, HOMKHbI NOHUMaTb 
KnioueBble ~=KOHWeNUNN = K”G6epbez0nacHocTu 
Mv ynpaBneHua puckamu. OHM Tak>Ke AOsKHbI 
ObITb CNOCOOHbI ONpeseNATb aKTUBbI, KOTOPbIM 
HeoOxoguma 3alvita, MV NOTeHLMaNbHbIN yep, 
a TakKKe OL|EHMBaTb NOTeHUMaNbHbIe yrpo3bl, 
PUCK UV yA3BUMOCTH. 


Puck — 93TO BO3MOX%KHOCTb NoTepu, NOBperk- 
HeHNA UNM YHAYTOKeHMA AaKTMBa B Pe3ysb- 
TaTe peanu3zauyWn noTeHyMana Toro “NU UHOrO 
dakTopa yA3BUMOCTU TOM “nM UHONM yrpo3on. 
Kaabii “v3 3STUX Tpex TEPMUHOB OnpegeneH 
HuKe. Mockonbky paccnegoBaHuaA Cc NcnoNb30- 
BaHVNeM OTKPbITbIX UCTOUHMKOB, NPOBOAMMbIe B 
UnTepHete, npeAnonaratoT UHbIe MeTOAbI COopa 
UHdopmayu, YeM NPM TpaANLVOHHbIx paccne- 
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AOBaHNAX, OH NOPOK AAT UHbIe BUAbI PUCKOB. 
BblABNeHue MU OL|GHKa 3TUX PUCKOB ABMAIOTCA 
BayxKHeMWeN YacTbIO MNaHMpoBaHUuA MU Nog”ro- 
TOBKM paccnefoBaHna. B kayecTBe npvmMepoB 
pacnpocTpaHeHHbIx PUickOB Npv npoBe”eHuu 
paccnegoBaHun Cc UCnonb30BaHNeM OTKPbITbIX 
UCTOUHUKOB MOXKHO Ha3BaTb: TexHONOrMUueckne 
BO3MO%KHOCTN VM OCBeAOMMeHHOCTb O paccme- 
AOBaHuN ero OObeKTa “nu noAgepxuBaloLnx 
TaKON OObeKT NUL, KOTOPbIe MOryT YKNOHUTbCA 
OT Hero MM HanpaBuTb ero NO NowKHOMy NyTu; 
npo6nembl B TexHvYeckoN KkKOHOoUrypayuu 
OHNaNH-cpevbl, VcnoNb3yeMoON ANA paccne- 
OBaHNA, YTO MOMKET NPUBeCTN K PacKpbITUIO 
UHhopmaywu, CNOCO6HON NocTaBUTb paccnefo- 
BaHve NOA yrpo3y; BOeAOHOCHOe NporpamMMHoe 
o6ecneyeHve vnu KOs, KOTOPbIe MOryT no- 
CTaBUTb Nog yrpo3y KOMMbwOTepHble CNCTeMbI 
NpoBoAAWwero paccnegoBaHve nua, ero fea- 
TEMbHOCTb, AMYHOCTb WM COOpaHHble AaHHble; 
TexHuyeckve yHKUWU, Takue Kak TpeKepbl, 
KyKU, BeO-MaAKN UM aHanutuka, KOTOpbIe MOryT 
nocTaBuTb Nog yrpo3y MeponpuaTuA B PpamKax 
paccnegoBaHna. 


B cnegytowjem pa3zaene npuBegeHbI NOACHeHUA 
KNIOYeBbIX TEPMUHOB UM UX NpYMeHeHUA K pac- 
cnegoBaHVAM C UCNOMb3OBaHUeM = OTKPbITbIX 
UCTOYHNKOB, Obpa3yrolNe coboN «fopoxKHyto 
KapTy» AA NpoBeAeHNA OLIEHKM yrpo3 UU pu- 
CKOB. 


AKTMBbI 


AKTUBOM ABMACTCA BCE, UTO HYKAAeTCA B 3aLVITe, 
BKniouaa niogen'®?, vMyLecTBO NU UHdopmaLni. 
B KOHTeKCTe paccnegOBaHUl C UCnONb3OBaHNemM 
OTKPbITbIX MaHHbIX B COCTaB AIM, HyKAalOLUXxcA 
B 3alVTe, MOryT BXOAVTb AuuWa wnu rpynnbl, 
npoBogAwwe paccnegoBaHue, BKNIOUaA BCeX, 
C KeM OHM paboTawT (T. €. BHYTDE@HHMX KONINer U 
BH@LUHUX NapTHePOB — Kak MeCTHbIX, TaK 1 NO- 
NeBbIxX), ABTOPbI “NU UCTOUHUKMY UHdopmaLnn, 
cBygetenu, %*epTBbl, Mpegnonaraemple Hapy- 
uivtenu wv cnyyaWHble mua. B coctaB umyLlye- 
CTBa BXOAAT MaTepliasibHble UW HeMaTepliaNbHbIe 
oOObeKTbI, KOTOPbIM MO%KHO MPUCBOUTb CTONU- 
mocTb'™, K MaTepvianbHbIM aKTUBaM OTHOCATCA 
3QaHuA, O6OpyfOBaHue MU AOKyMeHTbI, a HeMa- 
TepVanbHble aKTMBbI BKMIOUAaIOT B Cea peny- 
Taunio U cnyKeOHylo UHopMaluwW, TakylO Kak 


Ecnu vcnonb30BaHve AMYHOTO o6opyfoBaHua HeU36eKHO, TO NONb30BaTeNAM CNeAyeT UCNONb30BaTb ANA npodeccnoHanbHbIx paccnegoBaHun “UB 
JIMYHbIX LEIAX Pa3Hble OHNanH-cpepbl, HafnpUMep NOsIb30BaTbCA BUPpTyanbHoOn MawuHon ANA paccnegoBauuin. 


Nomumo MUHUMU3aUUN PUCcKa CMELWeHUA paccnegoBaHuin, Takaa NpakTUKa cogeuctByet 3ekTUBHOMy o6ecneueHuto COXPaHHOCTM AOKa3ZaTeNIbCTB. 
O6o3HayeHne mioplen B Ka4eCTBE aKTUBOB NPUBOAUTCA UCKJIIOUNTEsIbHO B KOHTEKCTe NPOBeEACHNA OLIEHKU 6e30nacHocTu. 


Cm. Threat Analysis Group, “Threat, vulnerability, risk — commonly mixed up terms”. URL: www.threatanalysis.com/2010/05/03/threat-vulnerability-risk- 
commonly-mixed-up-terms. 
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LUNdposble MaHHble, MeTagaHHble, 6a3bI DaHHbIxX, 
nporpammubii kog vi 3anucu. 


Yuyep6 


Yuyep6 — 3To du3uyueckoe wnu ncuxuueckoe 
noppekgeHve nvu6o Bpeg akTMBaM un ux 
YHUYTOKeHNe. OH MOMKET BKMOYATb B CeOA LINd- 
poBon, dvHaHcoBbIi, NpaBoBon, mduzvyueckuis, 
NCUXOCOLMaNbHbIN WN penyTaLMOHHbIN yujepo. 


Liudposon yuwjep6 


LiudpoBon yujep6 — ato noBpexAeHue niobon 
UndpoBon uHhopmaywu unu UHdpactpyKtypbl. 
NoTeHuvanbHbIn UNdpoBow yuwep6 Morx*eT 
BKMIO“aTb B CeOA YHUYTOMKeHUe AaHHbIX, MaHu- 
nynupoBaHuve UMN unn noTeplo AocTyna K HUM, 
a Take HapylweHve paboTbl KOMMbIOTePHbIX CU- 
cTeM VU nnaTdopm. 


OuHaHcosBbiii yuyep6 


@uHaHcoBbIA yuep6 MorwKeT NpoUcTeKaTb V3 
Pa3NM4HbIX UCTOUHNKOB, BKIOUaA NpaBoBoN U 
penyTauMoHHbiin ywjep6, CBA3aHHbIN c Tem UNM 
UHbIM paccnegoBaHnem. Tako yuep6 moryT no- 
HeECTM Kak AIMa, NPOBOAALWNe paccnegoBaHne, 
Tak U ero O6beKTbI MU cnyyaiHble Nuya. Koome 
TOrO, PUHAHCOBbIN yLep6 Mo>*KeT ObITb HAHECeH 
B Tex cnyyaAX, Kora NPOBOAAWMe paccne7o- 
BaHNe NUlja HeageKBaTHO OL|eHUBaloT AONro- 
CPOUHbIe 3aTpaTbI Ha paccnegoBaHue. 


NpaBoson yujep6 


Jiuya, NpoBoAAWNe paccnegoBaHua Cc UCcnoNnb- 
30BaHVeM OTKPbITbIX AaHHbIX, MOryT MOHeCTU 
NpaBoBylO OTBETCTBEHHOCTb 3a NPOLWeCc UNM 3a 
pe3yNbTaTbl CBoev paborTbl. MpoBosAuyum pac- 
cnegOBaHuA NULaM CNegAyeT 3HATb O NPaBOBbIx 
OrpaHUYeHNAX B OTHOLWeHUM AONycTuMbIx Aen- 
CTBUN UV O NpaBOBbIX NOCNeACTBUAX Ux HeNCTBUN 
B WenAX MUHMUMU3aUMM PUCKOB TOrO, YTO OHM 
camMu W/vnU TpeTbU NULia NOHecyT NpaBoBylo 
OTBETCTBEHHOCTb. PaccnegoBaHuA Take MOryT 
npvBogsvtb K HaHeceHvo MpaBoBoro yuyepba 
oObeKTaM TaKUxX paccnegoBaHui VW Darke NOCTO- 
POHHUM NIMLaM, KOTOPbIe MOryT OKa3aTbCA BOB- 
N@UYeHHbIMU B NPABOHAPYLWeHMUA, BbIABSICHHbIe B 
xoge paccnegosBaHna'”. 


Ousnyueckun yuyep6 


Ou3uyeckun yuwjep6 MorkeT BKMIOYaTb B CcebA 
Bpeg, HAHOCMMbIN NIOAAM “nu umywectBy. XOTA 
nuua, NPOBOAAWIMe paccnegoBaHuA Cc UcnoNb- 
30BaHUeM OTKPbITbIX AaHHbIX, OObINHO pabo- 


106 Pumckun ctaryr, cT. 54 (1) (b). 
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TaloT B Oduce unv v3 AOMa, a He «B None», TeM 
He MeHee, du3vyeckun BpeA cnegyeT paccma- 
TPVUBaTb Kak OHO U3 BO3MO>KHbIX NOCNeACTBUN 
AeaTenbHocTU B UnTepHete. JevctBna B knbep- 
NpOcTpaHcTBe MOryT NpuBecTu kK NocnegACTBUAM 
B pe@aNbHOM Mupe, O KOTOPbIX NPOBOAALIYM 
paccnegoBaHua NUuuWaM cnepyeT 3HaTb U K KO- 
TOPbIM UM cnegyeT ObITb roToBbimu. Hanpumep, 
NULaM, NPOBOAALWUM paccnegoBaHuA C UCnoNb- 
30BaHUeM OTKPbITbIX AAHHbIX, CNeAYeT NOMHUTb 
O Tex nlofAx (6yAb TO KonNeru, VHTepHeT-NoNb- 
30BaTeNIM B OTHOCALUIMXCA K PaccMaTpUBaeMomy 
cnyyalo CTpaHax UNM UHbIe NMA), KOTOPbIe 
MOryT HaxOAVTbcA B Hebezo0nNacHONM cpene u 
nogBepratbca pucky gu3vueckoro yulep6a B 
pe3ynbTaTe AeNcTBUA MpoBoAAWero paccne- 
AoBpaHve nuya B UntTepHete. Mposogauyne 
OHNaNH-paccnegoBaHUA AULA HECyT STUYECKYIO, 
a B HeKOTOpbIX cnyy¥aAXx MU lopuguueckyto O6A- 
3AHHOCTb NPOABNATb 3a6o0Ty'’? NO OTHOWeHUIO 
K Apyrum niogam, uToObI He FOnycTuTb ycuneHna 
ONaCHOCTM B pe3ybTaTe UX AeATeENbHOCTU ANA 
Tex, KoMy yrpoxKaeT mu3uyeckun Bpeg. Ou3znye- 
ckve PUCcKM CneAyeT paccMaTpuBaTb Kak YaCTb 
KOMNNeKCHON OL|EHKN yrpo3 BO HaYana paborTbl 
MU MepeoOleHUBaTb Ha NPOTAKeHUN BCero >*KU3- 
H@HHOrO LiNKNa paccnegoBaHua. 


NcuxocounanbHbil yulep6 


McuxocounanbHbim =yujep6 = mMoxKeT NPMHU- 
MaTb pa3nuuHble dopmbI, OT McuxoNorMuyeckoro 
cTpecca 40 TpaBMbI, VU 3aTparuBaTb Nto6oro uneHa 
npoBog”AWwen paccnegoBaHve rpynnbi u/unu 
MU, UHbIM O6pa30M BOBNeYeHHbIX B paccme- 
AOBaHve uwnu 3aTparMBaeMbIxX UM, BKTIOUAaA 
oObeKTbI paccnefoBaHuA MM cnyyaMHbIx AML. 
NMomMumMO MOpanbHO-3TMYeCKON = 33HAYMMOCTU 
3aLUTbI ce6A u Apyrux oT Ncuxonoruyeckoro 
yuyep6a, B HEKOTOPbIX cnyyaAX YeNOBeK MOMKET 
CTaHOBMTbCA HavOonee cnaObIM MecTOoM ANA 
3adbeKTUBHOFO MYHKLMOHUpOBaHuA 060M op- 
ranv3zayvnu. YenoBek, nonyyWBluMuN ncuxocouy- 
ANbHbIN yLep6, MO%KET OKa3aTbCA OCO6O yA3BUIM, 
UTO CO34,aeT HOBbIC BOZ3MOMKHOCTY ANA BeNcTBUN 
cy6beKTOB, YMbILLIGHHO HapyWwalolyux WHdop- 
MaL|MOHHyt0 6e30NaCHOCTb, WM Apyrue pucKu 
ana odu3zvyeckon u UndpoBou GOe3zonacHocTu, 
OCOOeHHO eCnM HeraTMBHble Ncuxonoruyeckue 
nocnegAcTBNA MpvBoAAT kK pabouv“m Hapyue- 
HUAM, Hanpuvmep ocnabneHuio cobniogeHna 
npotokonoB 6e3onacHocTu. V3BeCTHO, UYTO 
npocmotp 6onbworo kKonuYecTBa BUAeOomaTe- 
PpuanoB CO CLI@HAMM %KECTOKOCTU WM WHbIMU 
HaTypanuctTuyeckumu NoApobHoctamn Bocnpn- 


Cm. Takxke Oonee NOAPOOHbIN aHaNN3 COOTBETCTBYIOLUMX NPaBOBbIX CoobparKeHun B raBax IV.E uv IV.F Boilie. 
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HUMaeTCA OCOOeHHO TAKEO WU MO%KET NPUBO- 
AWTb K Ncuxonormyeckomy cTpeccy “nu TpaBMe, 
uTO, B CBOKW O4epesb, MOKET NOTPeboBaTb OO- 
paleHuA 3a mpodeccuoHanbHOM NMOMOLYbIO. 
Mpu3Haku BTOPUYHON TpaBMbI MOryT BKIOUaTb 
B ceOA U3MeHeHUA B NOBegAeHuN, Nepenapbl Ha- 
CTpoeHNA, V3MeHEHUA pexkuMa NVTaHNA nu 
ynotpe6neHuA HanuTKoB, O6eCCOHHULYy, yBe- 
muyeHve npogomkutTenbHOCTM CHa UNM KOLLI- 
Mappl'°’, Crpateruu CMArYeHNA NCUXOCOLMaNb- 
Horo yiep6a onNcaHbl B pa3zgene Oo NOATOTOBKe 
VU pa3paboTke MnaHa NOBbILUeHNA CTpeccoycTon- 
4NBOCTM VU Camonomown'”, 


PenyTayMonHbii yuyep6 


PenyTalMoHHbIi yujep6 B KOHTeKCTe paccnepo- 
BaHWM C UCNONb3OBaHNeM OTKPbITbIX AaHHbIx 
Mox*KeT ObITb HavOonee 3HaYVTeNbHbIM ANA 
Mu, NPOBOAAWMXx paccnefoBaHNA Cc UcnoNb- 
30BaHUeM OTKPbITbIX AaHHbIX, U/uNN Ux Op- 
raHv3aun, HanpumMep B cnyYae nyOnuKkayunu 
umMu owMbouHON uHdopmauun, HapylweHna 
3TNYeCKUX HOPM UNUM CcOo34aHuA NpoonemHoro 
KOHTeHTa WHOFO XapakTepa. PenyTaLIMOHHbIN 
yujep6 mMoxeT ObITb HaHeCceH TakxKe OObeKTAaM 
paccnegoBaHua, KOTOpbIe MOryT NosBeprHyTbca 
OcTpakv3mMy 3a mpegnonoxKuTenbHO coBep- 
LWe@HHbIe UMM AeUCTBUA NocHe Toro, Kak 06 3TUXx 
AeNcTBUAX CTaHeT U3BeECTHO OOLYECTBEHHOCTH. 
3TO MO*KeT CTaHOBUTbCA OCOOeHHO Npobnema- 
TUYHbIM B Tex cnyy4aAX, KOra B OTHOLUCHMNM Tex 
UNM VHbIX AVL VN OpraHu3zayvi BbIABUraloTca 
OOBUHeHUA, KOTOPbIe BNOCNeACTBUN OkKa3bIBa- 
FOTCA NODKHBIMI. 


3aljMTHbie Mepbi 


3alWTHbIe Mepbl — 3TO ycunua, KOTOpble npu- 
NararoTcA ANA npegoTBpaljeHuA wn MUHuMu- 
3aL|UU dakTOPOB YA3BUIMOCTY VU MOryT BKMIOUaTb 
B ce6A Mepbl Ou3nyueckoro, TexXHONOrMYueckoro 
uw nonutuueckoro xapakTepa. Mepamu ou3n- 
YeCKON 3aLVTbl MOMKET ABNATBCA yCTaHOBKa 
3aMKOB B 3faHNAX, NOMeLIEHNAX UNM LIKadax, 
B KOTOPbIX XPaHATCA KOHOUAeHLMaNbHbIe Ma- 
Tepuvanbl. TexHonoruyueckve Mepbl MOryT BKIIIO- 
YaTb B CeOA UCNONb30BaHNe Naponen, Wudpo- 


81. 


a) 


82. 


b) 


83. 


BaHve MW MHOrodakTOpHylo ayTeHTUduKalnto 
Ha yCTpoNcTBax WM KOHTpONb AOcTyna K Ccu- 
cTemMaM AjaHHbIX. Mepbi nonutukKun BKmOUaloT 
BHYTP@HHMe MW BHeELUHVe HOPMbI, 3aKOHbI  Me- 
XaHU3MbI ObecneyeHuA CoOnoAeHuA, Hanpumep 
HOPMbI O 3anpeTe OTNPaBKU BHYTPeHHeroO Npo- 
AykTa Tpyfia c pabouen sneKTPOHHONM NouTbI Ha 
mMYHylO SNeKTPOHHy!O NouTy wNN 3anpeT Uc- 
NOsb30BaHUA NMYHbIX aKKAYHTOB B COL|MasIbHbIXx 
ceTAx Ha pabouem kKomnbioTepe. 


Yrpo3bl 


Yrpo3bl — 3TO TO, OT 4ero HeEOOxO_NMO 3aLy- 
LUaTb AKTUBbI. YTDO30N ABNAeTCA BCe, UTO MO*KET 
NO3BONUTb VCNONb30BaTb, YMbILUIGHHO Wun 
cnyyanHo, dakTOp yA3BUMOCTM VM Nonyuntb, No- 
BPEANTb UN YHUYTOKUTb TOT UWI UHOU aKTVB. 
Yrpo3bl MoryT ObITb BHYTPeHHUMM UNV BHeLLI- 
HMMM NO OTHOLWEHMIO K OpraHv3auuM wu pac- 
CNeMOBaHUW UV MOTYT peanv30BbIBaTbCA OTAeNb- 
HbIMU MLaMU, rpynnamu, yuypexfeHuamn unn 
ceTamn. Jivuam, NPOBOAALWIMM paccnegsoBaHna 
C UCNOMb3OBaHNeM OTKPbITbIX FaHHbIX, CnegyeT 
3HaTb, B YaCTHOCTU, O MepeyuNCcNeHHbIX Hi>Ke 
yrpo3ax. 


Pacnpegenennaa ataka Tuna «oTKa3 
B o6cnyxKuBaHun» 


PacnpegeneHHble aTaku Tuna «oTKa3 B OO6cHy- 
*KUBAaHUM» — 3TO KAOepaTaku, HanpaBneHHble 
Ha HapylweHUe BO3MOXKHOCTU AOCTyNa OObeKTa 
K MaluMHe uvnu cetu. {nA akTMBoB, NpeAHa3Ha- 
YeHHbIX AIA MONb3OBAaHNA OOLECTBEHHOCTH, 
TaKUX Kak Be6-caTbl W Apyrve noptanbl yza- 
Ne€HHOrO yoctTyna, cnesyeT npesAycmMaTpuBaTb 
cucTemMy CMATYeHUA NOCHeACTBUM TaKUX aTaK. 
Kpome Toro, cnefyeT co3faTb cucTemy peru- 
CTpauWN VUHUVAeHTOB, KOTOpaA 6ygeT Ucnonb- 
30BaTbCA B Cryyae aTaku ANA peructpaluu Bcex 
AeUCTBUN VM COOTBETCTBYIOLUUX CYObEKTOB. 


@uwnHrospile aTaku 


@uwuHr — 3TO MOWeHHUYeCkKaA NonbiTKka Nony- 
UNTb KOHOUAeHLVaNbHytO UHPopmaLuio, Takyto 
Kak UMeHa Nonb3o0BaTeneu, Naponu vu AaHHble 
KP@QVTHbIX KapT, NOCpeACTBOM 3NeKTPOHHOrO 


107 Cm. Dart Center for Journalism and Trauma, “Working with traumatic imagery’, 12 August 2014 (URL: https://dartcenter.org/content/working-with- 


108 JlononHutenbHy!o MHoOpMaluio 0 CaMONOMOLYN CM. B raBe V.D HuKe. 


traumatic-imagery); Sam Dubberley, Elizabeth Griffin and Haluk Mert Bal, Making Secondary Trauma a Primary Issue: A Study of Eyewitness Media 
and Vicarious Trauma on the Digital Frontline (Eyewitness Media Hub, 2015) (URL: http://eyewitnessmediahub.com/research/vicarious-trauma); Sam 
Dubberley and Michele Grant, “Journalism and vicarious trauma: a guide for journalists, editors and news organisations” (First Draft News, 2017) 
(URL: https://firstdraftnews.org/wp-content/uploads/2017/04/vicarioustrauma.pdf); Center for Human Rights and Global Justice, “Human rights 
resilience project launches new website’, 21 May 2018 (URL: https://chrgj.org/2018/05/21/human-rights-resilience-project-launches-resources-for- 
resilience-website); Keramet Reiter and Alexa Koenig, “Reiter and Koenig on challenges and strategies for researching trauma’, Palgrave MacMillan 
(URL: www.palgrave.com/gp/blogs/social-sciences/reiter-and-koenig-on-researching-trauma). 
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Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


COO6WeHMA OT AKOObI HagekHOro oTNpaBi- 5. Cy6pbektT, yMbiuineHHO Hapywalownn 
tena'®?, OuwuHr vnu TenedoHHoe MOWeHHMYe- Nndopmauyuonuyto GesonacHocTb 
CTBO Vcnonb3yloTcaA ANA NonyyueHuA KOHOUpeH- 
\WanbHOU vHdopmayyn unu npecnepoBaHna 87. Cy6bekT, yMbILINeHHO Hapylwaiouyun uHdop- 
nu, NpoBogAWyx paccnegosanua. SIuuHble MaL|MOHHy!O §=O6e30NMaCHOCTb, UN 3/10yMbIL- 
akkayHTbl OObINHO mMogBepraloTcA G6onbUemy NeHHUK, — 3TO pusnyeckoe WIM lopuANyeckoe 
picky, 4em npodeccvoHanbHble, NosTOMy Mx UC- MMUO, HeCyLee OTBETCTBEHHOCTb 3a CoObITVe 
NOmb30BaHUe MOXET CTaTb yrpo30n ANA paccne- Oe ae Sea. enee, ee ee 
UMeTb NocnegcTBuA ANA Ge3onacHocTu Apyron 
AOBaHNA nu co34aHuA Npopvykta Tpysa. 
OpraHv3aumn unu Apyroro cyObekta. B xoge 
ATaku Tuna «4enoBek nocepesnHe» M@KAYHAPOAHbIX YFONOBHbIX PpaccnefsoBaHun 
WM paccnegoBaHun HapyWweHun npaB 4YenoBeKa 
ATaku Tuna «uenoBek NocepeANHe» — 3TO Bug cy6bekTaMuy, yMbILUNeHHO HapylwalowMMu VH- 
ku6epatak, MPN KOTOPbIX 3/1IOYMbILUIEHHUKN dopmMauNoHHyto Oe30NaCHOCTb, BeCbMa Bepo- 
BHEAPAIoTcaA B NPOLecc CBA3U MexKAYy ABYMA CTO- ATHO, ABNAIOTCA NpegAnonaraemble NpectynHuku, 
PpOHamu, BbifaloT ce6A 3a 3TM CTOPOHbI MW Nony- oObeKTbI paccnegoBaHnaA, BKNIO“aA NpaBuiTenb- 
yaloT AOCTyN K UHdopmauuu, KOTOpylo O6e CcTO- CTBa, UNV UX CTOPOHHUKK. JIvLjam, NPOBOAALWUM 
POHbI MbITanucb Nepefatb Apyr Apyry''®. Ataka paccnegoBaHuA C UCnONb3O0BaHNeM OTKPbITbIX 
Tuna «yenoBek nocepeANHe» No3BONAeT 3N0y- AjaHHbIX, BaXKHO UGEHTUMULUpOBaTb CyObeKTOB, 
MbILLIGHHUKY NepexBaTbIBaTb, OTNPaBNATb VU NO- KOTOpbl€ MOryT YMbILUMeHHO Hapylwvtb UHdop- 
NyYaTb AaHHble, NDeAHAa3HaYeHHble ANA Apyroro Mal|MOHHyt0 6e30NaCHOCTb, NOHATb UX BOZMO%K- 
nuua unu Booobuje He mpegHa3HayeHHble ANA HOCTU WU OLIEHUTb BEPOATHOCTb aTaK C UX CTO- 
OTNPaBKU, a COOTBETCTBYIOLUNE CTOPOHbI y3HaloT POHbI. 
06 3TOM TONbKO Tora, KOrfa ye CAULWKOM 
no3qHo", 6. MakTopbi ya3sBumocTU 
Counanbuaa unKeHepua 88. Ya3BNMOCTb — 3TO cnaboe mecTo unu npoben 


CouvanbHaA WH KeHeEpuA — 3TO NcnuxXONOrnuUe- 
ckoe MaHunynupoBaHue NlOAbMN Cc Wenbio npu- 
HYAVTb UX K COBEPLIeHUIO NOTeHLMaNbHO Bpe- 
AOHOCHbIX FeNcTBUN, HanpuMep kK pa3rnawWieHuto 
KOHONAeHUManbHON UHdopmayun. CywjectByeT 
MHOKECTBO Ppa3UYHbIX NPUMepoB COLUMaNbHON 
UH KEHEPU, B YACTHOCTM afpecHbiin mduwinur''?. 
NMockonbky MeTOgbl COLWWaNbHON UH KeHEpUN 
npogonmxKatoT afantupoBaTbcA MU pa3BMBaTbCA, 
BeAyLIMM paccnegoBaHuA muuamM cnegyeT no- 
CTOAHHO NOBbILWAaTb CBOIO KBaNNduKaLluio NO BO- 
npocam BbIABNeHUA VV U30eraHUA BbIABsIGHHbIX 
MeTOAOB COLWaNbHON MH>KeHEpnn. 


Bpegoxockoe nporpammuoe oGecneyenne 


BpegoHocHoe nporpamMHoe o6ecneyeHue 060- 
3Ha4aeT KOMMbIOTepHble NporpamMbl, npeAHa- 
3HAUEHHbIe ANA NPOHUKHOBeHIA B KOMMbIOTepbI 
6e3 cornacua nonb3o0BaTena uu ANA ux NoBperx*- 
AeHua. CyujecTByeT HeCKONbKO TUNOB BpeAO- 
HOCHbIX MporpamM, BKOYaA LUIMNMOHCKUe Npo- 
rpaMMbI “ nporpamMbI-BbIMoraTenu. 


B 3aLUVTHbIX Mepax, KOTOPbIe MOryT CYLIeCTBO- 
BaTb Kak B UNdpoBson, Tak u B du3znyeckonN 
cpege. Korga peub uget Oo gevctTBuAXx B UHTep- 
HeTe, dakTOpbl yA3BUMOCTM MOryT BKMIOUaTb 
B ceOA cnaOble MecTa B 3alVTHbIX Mepax no 
oGecneyeHulo 6e30NacHOCTM, KOTOpbIe MOryT 
ObITb UCnNONb30BaHbI ANA NonyyeHuA HeCcaHKLN- 
OHMpPOBaHHoroO AOcTyna K aKTMBy, HeAOcTaTKN 
nporpamMMHoro oGecneyeHuA B OONacTu 6e3- 
ONMacHocTu, HebesonacHbIN AV3aNH, a TakKe 
nonb30BaTenen VU KOg C U30bITOUHbIMU NpuBine- 
ruamu. B odnavH-cpege Takve dakTopb! TakKe 
MOTYT BKII0UaTb B CeOA Cnabble CTOPOHbI nlogen, 
Hanpymep Hanuyuve uneHa rpynnbl, KOTOpbIN 
MO>KET CTaTb OObEKTOM LWAaHTakKa UN NpPUHy>*K- 
AeHNA “nN ObITb AecTabunu3upoBaH B pe3ysb- 
TaTe Bo3gfeNcTBUA OoNbUIOFO OObema TAKeNbIX 
Ana BocnpuaATMA MaTepvanoB unu Apyrux 
CHO*KHbIX ycnoBUM paboTpl''?. HoBbie dakTopbl 
YA3BUMOCTU MoryT ObITb CO3faHbI MyTeM pac- 
KpbITWA OObeKTY paccnefoBaHuA UHdopmayunu 
O TOM, UTO BefleTCA paccnegoBaHue, unu o ero 
Maculta6ax. HakoHell, bakTOPbI yAZBUMOCTI Cu- 
cTeMbl 6e30NaCHOCTM MOryT ABNATBCA Pe3yib- 


IV. BESONACHOCTb 


Cw. Phishing.org, “What is phishing?” URL: www.phishing.org/what-is-phishing. 
Cm. Veracode, “Man in the middle (MITM) attack” URL: www.veracode.com/security/man-middle-attack. 
Ibid. 


Agpechbi duwnkr — 3TO MOWeHHUYeCKaA NpakTNKa OTNPABKN INeKTPOHHbIX NUCEM AKOObI OT U3BECTHOFO WM HafeKHOFO OTNpAaBMTeNA C YeNbIo 
NO6yAUTb NUL, KOTOPbIM OHV afpecytoTcA, PacKPbITb KOHMUACHLMasIbHY!O UHopmalinio. 
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Npotokon Bepknu no BegeHuto paccnegoBaHui c UCnoNb30BaHNeM OTKPbITbIX LIUPOBbIX AaHHbIX 


89. 


a) 


90. 


b) 


91. 


TaTOM BO34eNCTBUA BHELUIHUX yrpo3, TaKUX Kak 
HOBbIe BPEAOHOCHbIe NporpaMMb! VU BUpycbl, O 
KOTOpbIX BeAYLIMM paccnepfoBaHNA NAMLam cne- 
AyeT 3HaTb. Mpu coctaBneHun KapT puckoB 6e3- 
ONMAaCHOCTH VU OL|EHKE PUCKOB STU BUI yYA3BUMO- 
cTeu cnegyeT yuuTbIBaTb. 


Jinuam, npoBogsAwm paccnesoBaHua Cc UcnoNb- 
30BaHMNeCM OTKPbITbIX AAHHbIX, CNeAyeT 3HaTb 
Tak>Ke O MepeuCNeHHbIX HUKE MakTOpax yA3BU- 
MOCTM B OHNaNH-cpege. 


Kyku 


Kyku — 3TO HeboNnbWON dan, BO MHOrUX cHy- 
yaAx OTNpaBnAembiIN Beb-caiTom u nN6oO xpa- 
HUMbIN B NaMATU KOMNMbIOTepa NONb30BaTeNA, 
nu6o 3anucbiBaemMbIi Ha AUCK KOMMbIOTepa ANA 
Ucnonb30BaHuaA Opay3epom. Kyku uYacTO He- 
oOxofMMbI ANA MpaBunbHoro dyHKLMOHUpO- 
BaHNA BeO-caliTa, HanpvumMep ANA coxpaHeHna 
nNpeAnNouTeHWM NoNb30BaTeNA Ha CaNTe uu ero 
JIMUHbIX AaHHbIX, UTOObI UZ0aBUTb ero OT He- 
OOXOAMMOCTN NOBTOPHO BBOAMTb AaHHble npu 
nocnegyrounx nocewjeHuax. KykN Obi pa3zpa- 
O0TAaHbI Tak, UTO OHM MOryT COOUpaTb Ul XpaHUTb 
O6ONbWION OObeM AaHHbIX — YaCTO KOHOupeH- 
LUvanbHbIx — O NOCeTUTeNAX U UX NOCeLYEHUAX. 
HekoTopble 13 HUX NpeBpaTunNcb B WeHTpanu- 
30BaHHbl€ WHCTPYMeHTbI, KOTOPbIe MOXKHO MC- 
Nomb30BaTb ANA COOpa AaHHbIX, NO3BONAIOLYUX 
COCTaBUTb MpegctaBneHve oO6 uHTepecax u 
npuBbiukax NONb30BaTeNnA Npu npocmoTpe Beb- 
cautos. KyKY MOryT XpaHUTbCA B KOMNMbIOTepe 
40 Tex nop, NoKa cpok ux AeNcTBUA He UcTeyeT 
unu noka OHM He 6yAyT yAaneHbI Nonb30Ba- 
Tenem. 


Tpekepbi 


Tpekep — 3TO TWN KyKU, KOTOPbIN UCNONb3yeT 
BO3MO%KHOCTN Opay3epa No BegeHuio yueTa No- 
C@LIGHHbIX BE6-cTpaHUL|, BBEACHHbIX KOUTepueB 
noucka VT. 4. Peub ugeT O NOCTOAHHbIX KYKU, 
KOTOpbIe perucTpupyioT AeUcTBUA NoceTUTeNA 
cauta. B cBoew npoctenuen dopme Tpekepbi 
NpucBavBaloT YHWKasbHbIA =upeHTUduKkaTop 
Opay3epy nonb3oBaTenA MU 3aTeM NMpMBABbI- 
BaloT 3TOT UAeHTUdUKaTOp KO BCeM NocneAy- 
fOLUMM AeUCTBNAM B Opay3epe M NOMCKOBbIM 
AencTBuAM (KpUTepUN NoNCcKa, NOCeLYeHHbIE 
CTpaHULbl, MOCNeAOBaTeNbHOCTb MOCeLYCHHbIX 
cTpaHUy VT. g.). ITO AaeT BNagenbuy TpeKepa 
BO3MOX%KHOCTb YBA3aTb Apyr C Apyrom npesAbi- 
Ayuyve vu nocneg”youe noceweHnua Beb-calita 
(UNM =HECKONbKUX = CBA3AHHbIX BeO-calToB), 
uTOObI COCTaBUTb NosApOOHOCe NpegActaBneHue 
O MOMb30BaTeNAX M TUNMYHbIX ANA HUX pen- 
CTBUAX NpUY NpocmoTpe Beb-cTpaHuy. Tpekepbl 
YacTO BCTpavBaloT B peKNamy, KOTOPaA 3aTeM 
pacnpoctpaHAeTca NO HECKONbKUM BeO-caliTaM, 


c) 


92. 


d) 


93. 


C. 


94. 


uTO faeT Tpekepy noaBnAeTcA ropa3qo0 Oonbuie 
BO3MOMKHOCTeM ANA OUKCAaLWWM aKTMBHOCTU 
AenctTBun nonb3oBatena. flake noceweHue «Ha- 
Ae>KHOrO» CavTa MOXKET NPUBeECTM K YCTaHOBKe 
TpeKepOB Ha KOMMbIOTep NOMb3OBaTeNA UM OT- 
cne*KUBaHUto ero nocneAyrowux ZencTBun B UH- 
TepHere. 


Be6-maakn 


Be6-maaAk — 3TO MexXaHu3M ANA OTCNeKuBaHnA 
AKTUBHOCTU VW genNcTBUM nonb30BaTena. Beb- 
MaAKU NpeActaBnatoT coboN HebonbWION UV He- 
3aMeTHbIN (3a4acTylO HEBUAMMbIN) 3eMeHT Ha 
Be6-cTpaHuue (VHOrga CTONb >%Ke ManeHbKuN, 
KaK OMVNH Npo3pauHbIM MuKcenb), HO Npu ero 
oTOobpaxkeHuN Opay3epomM AaHHble O6 3TOM 
Opay3epe uM CBA3aHHOM C HMM KOMMbIOTepe OT- 
CbINaloTcA TpeTbeN cTopoHe. BeO-maAku moryT 
UCcnONb30BaTbcA HapAAy C KYKM ANA 3anycka 
npouecca cOopa vu nepegauv AaHHbIxX, a Tak>Ke 
ANA yHuKanbHON UgeHTudukalWu Nnonb30Ba- 
Tene wv peructpaywu TuNWYHbIX ANA Hux Aen- 
CTBUM Npu npocmoTpe Beb-cTpaHuu. Bed-maakn 
TeCHO CBA3aHbI C CavTaMM COLIMalbHbIx ceTen, 
ANA KOTOPbIX BbIABNeHNe OTHOLUEHMM VU ceTen 
ABNAeCTCA KNHOUeBbIM KOMNOHEHTOM CO3faHiA 
cavtos. HakoHel, BeO-mMaAKM MoryT UcnoMb- 
30BaTbCA B 3IEKTPOHHOM MUcbMe B dopmaTe 
HTML ana cOopa cBegeHun u npegoctaBneHua 
OTUETOB O AMUYHOCTM NONb30BaTeNA, a TakKe ANA 
AOcTyNa KO BCeM KykU, KOTOpble paHee Obi Co- 
XPaHeHbI Ha HAHHOM KOMNMbioTepe. 


Alpyrue kogpi uv cKpuntb! 


Bce 6o0nbwee uNcno Beb-caliToB UCnoNb3yIoT 
HeOonbuive dparmMeHTbl KOfla, 3arpy>kaemple 
Opay3epom noceTuTenA Mu CNOCcOOHbIe XpaHUTb 
UHboOpMauto O NOcewWweHUN. TaKON KOA, MO>KET 
BIUATb Ha TO, KaK BbITNAQUT BeO-calT, KaK Be6- 
cavT pearupyeT Ha BBOAMMbIe AaHHbIe MU Kak 
Opay3ep pearupyeT Ha BeO-cait. Koy cnoco6eH 
TakKe XpaHUTb KOHUAeHLVaNbHble AaHHble, 
CBA3aHHbIe C YYeTHBIMUM AaHHbIMU NoceTuTenen, 
UX DeNCcTBUAMY UT. 4. Coop HaHHbIxX MO>KeT ObITb 
NOCTOAHHbIM, OHV MOryT NepefaBaTbca TpeTben 
cTOpoHe. 


Coo6paxkeHna, Kacaroumeca 
NHpactpyKtypbi 


Mog, wddpactpykKtypow moHumatotcA § cTpyk- 
Typbl, OObeKTbI MU CUCTeMbI, BKMIO“aA Kak Mpo- 
rpaMMHOe, Tak “ annapaTHoe ObecneyeHnue, He- 
o6xofumble Ana npoBeseHuaA paccnefoBaHun 
C UCcnOonb30BaHNeM OTKPbITbIX aHHbIx. Undpa- 
cTpykTypa fomkKHa obecneunBaTb Mepbi 6e30- 
nMacHocTuw (“4 o6ecneuuBaTbcA TakKuMU Mepamu 
Cama), HOCTaTOUHbIe ANA 3alVTbI W COXxpaHeHna 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


AKTVBOB MW AaHHbIX OpraHu3aynu. Jina obecne- a) YctponctBa 
YeHNA YCTONYUBOCTU UHdpactpykKTypbl cnegyeT 
npegycmaTpuBaTb Mepbi No cmaryeHuio nocneg- 97. JInya, npoBoAAMe paccnefoBaHuA C Ucronb- 
CTBNi, KOTOpHIe NOSBONAT rapaHTvpoRaTb He- 3OBaHVEM OTKPBITbIX AaHHbIX, AOTKHbI VMeTb 
NpepbIBHOCTb MpoueccoB B cnyyae Ntoboro U3 o6opyfoBaHue ana Hoctyna kK OHNai/H-KOH- 
cnepylounx co6biTMii: TeHTYy, HaNpvmMep HacTOMbHbIM KOMMbIOTep, HO- 
yToyk, MAaHweT unu cmMapTdoH. AnnapaTHoe 
a) mepe6ou B nogKnioyeHun k UnTepHety unu MW vHoe OGopyfoBaHue cnepyeT 3auMujaTb na- 
PRM ENES earns! ponem, aKTUBUpOBaTb Ha HEM NONHOANCKOBOe 
b) HapyweHue wn noTepA goctyna Kk Ccoxpa- uuUdpoBaHve uv B Ngeane UCcnONb30BaTb MHO- 
HEHHbIM AJaHHbIM; rodakTopHyto ayTeHTudukaynio'’. Jina Bcero 
c) yTpata, NnoBpekAeHve wn yHuuToKeHue o6opyAoBaHuA cnefyeT perynApHO CcO3faBaTb 
DaHHbIx; pe3epBHble Konunu. Korga annapatTHoe obopyso- 
d) HapyweHme npefoctasnexua ycnyr npo- BaHNe He UCnONb3yeTca, ero cneAyeT HagflexKHO 
rpamMHoro o6ecneueHua un ero npekpa- XPaHMTb, YTOObI AOcTyN kK HeMy MeN TONbKO ero 
weHne: HeNOCpeACTBeHHbIN NOMb30BaTeNb U UMerOLUN 
pa3peleHue nepcouan. JInuHoe o6opygoBaHue 
€) MoppexkAeHve WM yTpata annapatHoro He cnegyeT UCcnONb30BaTb ANA AeNCcTBUN Npo- 
o6opyAoBaHnn; @eccvOHanbHOoro = XapakTepa. AHanorMvuHbim 
f) HeCaHKUMOHNpoBaHHbIN AOcTyN K ycTpon- o6pa30m o6opyfoBaHue, CBA3AHHOe C paccne- 
CTBaM, AOBaHueM, He CNeAyeT UCNONb3O0BaTb B NIMYHbIX 
g) He@CaHKUMOHMpoBaHHbIN AOcTyn K CeTU; Lenax M3-3a PUCKa YBA3KN AUYHbIX COL|MaNbHbIX 
h) cnyyaitHoe yfaneHuve faHHbIx univ maHuny- ceTen Cc BUPTYaNbHBIMM JIMMHOCTAMM, Co3zqaH- 
nuposauve umn: HbIMU AIA Lenei paccnegoBaHua'”. 
i) HaMepeHHOe YHUYTOKeHUe AaHHbIxX UNM Ma- b) UnTepHet-coeAnuHeHnue 
HUnynupoBaHve uuu; 
98. B wgeane sBeayuiMve paccnegoBaHve nuua 


j) yTedKa faHHbix UNI UX NOXULeEHNe B LeENAX 
BbIMOTraTeJIbCTBa. 


Heo6xogumaa apxuTekTypa onpefensretca mac- 
uuTaG6OM OHNaMH-mMeponpuaTun, KOTOpble HeEOb- 
XOAMMO OCYLIECTBUTb B pamkax paccnesoBaHua, 
XapakTepoM paccnegoBaHuA UV npegMeToM UH- 
Tepeca, a TakKKe UMeIOLUMMUCA PYHaHCOBbIMU 
cpeAcTBamn ana co3gaHua, noAgepxkaHua vu Mo- 
Andukayuu undpactpyktypbl no Mepe HeoObxo- 
Aumoctu. 


Undpactpyktypa 


Ukdpactpyktypa ANA paccnegoBaHun c uc- 
NONb30BaHNeM OTKPbITbIX aHHbIX OyfeT BKIIIO- 
YaTb B CeOA KaK MAHUMYM KOMNOHEHTHI, Nepe- 
UNCHeHHbIe HMKe, a HONONHUTeNbHbIe OYHKLNN 
BHOCATCA B COOTBeETCTBUM C HyKaMN KOH- 
KPeTHbIX CTpaTerMn paccnegoBaHua. 


OUKHbI VUMeTb HaglerxkHoe, cTaOuvnbHoe Vu 
yacTHoe nogKnioueHne kK UHTepHety uv u36eraTb 
UCNONb3OBaHUA OOLIECTBEHHbIX ceTen Wi-Fi. 
XoTaA 6ecnnaTHble OOWIECTBeEHHbIe ceTU Wi-Fi 
(B TOM UNCcNne NonyyacTHble ceTu, Hanpumep Te, 
KOTOpbIe NpesAOcTaBNAWT FOCTUHULbI “NN UH- 
TepHeT-Kade) BeCbMa yAOOHbI, STOT BapMaHT MCc- 
NONb3OBaHUA OUeHb ONACeH VW CONPAKEH C MHO- 
rTOUNCNeHHbIMM yrpo3amu, CaMoN GonbUION 3 
KOTOPbIX ABNACTCA BO3MOMKHOCTb XaKePOB BHe- 
AputbcaA MexKAy Nonb30BaTenem UM TOUKON nop- 
KntoueHua. Ucnonb30BaHue AMUYHON MOOunbHON 
TOUKM AOCTyNa, 3aLWLeHHON naponem, TpebyeT 
@VUHAaHCOBbIX BNOMKeHUN, HO 3TO HeEOOxO”ZNmMOo 
ana o6ecneyeHnna 6e30nacHocTu AeucTBUN no 
paccnegoBaHu B UnTepuHete. Kpome Toro, XOTA 
npoBogawee paccnegoBaHue nuuo He BCcerga 
MO%KET KOHTPOsIMPOBaTb STOT dakTOp, Hanuune 
HagexKHOrOo MW cTaOvnbHoro nogKnio“eHuA K 


MuHorodaktopHaa ayTeHTUguKalMA — 3TO yCOBePWeHCTBOBaHHbI MexaHV3M 6e30NacHOCTU, NPM Ucnonb3OBaHNN KOTOpOrO ANA BXOAa B yYeTHyIO 
3aNMcb NONb30BaTeNb AOMKEH NpeAbABNTb ABa TMNMa yYeTHbIX AaHHbIX, HANPVMep NpegOcTaBuTb Kak Naponb, Tak MW 6buomeTpuYecKne AaHHble 
(oTNeyaTOK nManbua) unu cmapT-KapTy. Cm. United States, National Institute of Standards and Technology, “Back to basics: multi-factor authentication 
(MFA)”. URL: www.nist.gov/itl/applied-cybersecurity/tig/back-basics-multi-factor-authentication. 


BbinonHeHue Tou pekomMeHAalWn MorKeT ObITb 3aTPYMHEHO BO BPeMA KOMAHAMPOBOK, NOCKOJIbKY MHOrMe NPOBOAALIMe paccnegoBaHne Nua 6epyt Cc 
co6on pa6ouee YCTPONCTBO, HO B Hepa6ouee BPeMA OHM MOTYT NoOmKeNaTb UNM UM MOMKET noHago6utbca UCNOsJIb30BaTb €FO B JIVYHbIX LIEJIAX. Noatomy 
OpraHU3alWAM, NPOBOAALWMM paccneAOBaHMA C UCNONb3OBAaHUeM OTKPbITbIX AAaHHbIxX, ChesyeT pa3pa6oTaTb pa3yMHbIn nopagok UCNONb30BaHUA 
o6opyfoBaHua B XOfe KOMaHANPOBOK. 
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Npotokon Bepknu no BegeHuto paccnegoBaHuii C UCNONb30BaHUeM OTKPbITbIX LIUPOBbIX AaHHbIX 


c) 


99. 


116 


UnTepHety NpeAnouTuTenbHO Cc TOUKUM 3peHnA 
Kak OyHKUMoHana, Tak “ 6e30nacHocTn. MMpn uc- 
NONb3OBaHUN BUPTyaNIbHON YacTHON ceTu (VPN) 
Ha HecTaO“NbHOM COegVHeHUN NpOBOAALIMM 
paccnegoBaHve nuuam cnegyeT ycTaHaBnuBaTb 
MexaHu3M, OGecneuVBalOLINVM OTKa300e30NAaC- 
HOCTb, C TeM UTOObI B CnyYae OOpbiBa coeAn- 
HeHna Ux IP-agpec He 6bin packpbiT. 


Be6-6pay3epp! 


OAHYM V3 OCHOBHbIX MUHCTPyMeHTOB- OH- 
MaWH-paccnefoBaHun saABnAeTcCA Beb-Opay3ep, 
KOTOpbIM UcnoNb3yeTcA ANA 3anpocos, noucKka 
Mw nonyyeHuaA goctyna kK Beb-calTam, pa3Me- 
LGHHbIM B UHTepHete. Be6-6pay3epbl cny kat 
OCHOBHbIM WHTepdencom B3avMogencTBUA 
NpoBoAAWux paccnefoBaHuaA nuy c Untep- 
HeTOM, HO Mpu 3TOM Ux 3auaCTYIO He YUNITbIBalOT 
Kak OfMH U3 UCTOUHUKOB piicKa. CoBpemMeHHbIe 
Be6-Opay3epbl NOCTOAHHO MOANduLUpyioTca U 
HafenaroTcA LUIMPOKMM CNeKTPOM BCTPOeHHOrO 
oyHKLUNOHaNa ANA yHOBNeTBOpeHuA OrpoMHOro 
MHOMKeCTBa TpeboBaHun. Beb-6pay3epbl ABNA- 
lOTCA TakyKe ODHON V3 KNIOYeBbIX MULWEHeN OA 
nuu, HaMepeBaloluxcA BeCTU cnexkkKy UN CO- 
BeplWaTb aTakKN Ha MPOTMBHMUKa, NOCKONbkKy Cy- 
LUECTBYIOLUMM PYHKLMOHAaN MOxeT ObITb UcnoNb- 
30BaH He NO Ha3HaYeHUl0, a AONONHUTeNbHbIE 
yYHKLMN MO>%KHO OOaBUTb OTHOCUTENIbHO Nerko. 
Be6-6pay3ep umeeT OFHOBPeMeEHHbIN AOCTyN kK 
UHTepHety “kK KommbIoTepy UU, COOTBETCTBEHHO, 
K MOTeHUManbHO UgeHTUduyMpyowjen nonb- 
30BaTenaA UHdopmauun. NocpegctBom yTeuKn 
AjaHHbIX Yepe3 BeO-Opay3ep MOET ObITb Pac- 
KpbIT OObeM AAHHbIX, NO3BONAIOWINN Npeg- 
ynpegutb oOObeKT paccnegoBaHua. CoBpe- 
Me@HHbIe€ BeO-6pay3epbl MMeIOT PAL, BCTPOCHHbIX 
oyHKUMN Ww MoryT HaflenATbCA MHOKeECTBOM 
AONONHUTeNbHbIX dyHKUNN, Tak Ha3bIBaeMbIMU 
pacuuupeHuamn k Opay3epaMm, KOTOPbIe NO OT- 
AeNbHOCTU UNV B COBOKyNHOCTU CnoCcoGHbI npu- 
BOAMTb K yTeuKe AaHHbIX, UTO, B CBO OYepesb, 
NPVBOANT kK BbIABNeHUIO dakTa paccnegoBaHna, 
useHTudukayun NpoBoAAwero ero nuua unu 
onpefeneunio ero HanpaBneHua VM CBA3AHHON C 
3TUM NOUCcKOBON AeATeNnbHOCcTH. Beb-6pay3epbl 
TakKe NO yMonyaHuto MOryT 3arpykKaTb UV BbI- 
NONHATb KOMMbIOTepHbIN KOA, NOYYeHHbIN C Ka- 
Koro-nv6o Be6-calta. Hanuune u/unu dyHkKyun 
KOMMbIOTepHOrO KOfa MOryT ObiTb HEOYeBUAHbI 
ANA NpoBogAWux paccnepAoBaHue ANY, OAHAKO 
KOA, MOMKET OKa3aTbCA CNOCOOeH VU3MeHATb AO- 
cTaBnAeMbIN UM LWMdpoBonN KOHTeHT, NonyyaTb 
Aoctyn K dyHKuWMOHany U AaHHbIM Ha UX KOM- 


2. 
100. 


a) 


101. 


MbloTepax uu fake obecneunBaTb BbINONHeHNe 
KOMNbIOTepaMN _ACUCTBUM, OTMMYHbIX OT OMKU- 
Aaempix. Jinyam, npoBogAWMmM paccnegoBaHua 
C WCNONb30BaHNeM OTKPbITbIX AAHHbIX, cHe- 
AyeT CTPeMUTBCA MUHUMU3NpOBaTb 3TU PUCKU 
nNocpeACTBOM) Vicnonb30BaHuA 6e30MaCHbIx, 
OOHOBNAeMbIX,  perynAPHO NmpoBepAembIx 
Be6-6pay3epoB, a Take MONb30BaHUA COOT- 
BETCTBYIOLUMM NporpaMMHbIM ObecneyeHveM U 
yCTaHOBKM MNarvHos, CMArYaIOLUMX HeKOTOpbIe 
V3 BbILUGOMMCAHHbIX PUCKOB''®. 


Meppi 6e3onacHoctu 


OcHOBHbIe 3eMeHTbI UHdpactpykKTypb!l MoryT 
ObITb UCnoNb30BaHbI ANA uUgeHTuduKaunnu 
nonb30BaTenen uu ux MecTOnNoNomeHuA. {nA Co- 
OnlogeHuA NpvHuWNa AaHOHMMHOCTM VM HepONy- 
LGHNA BO3MO>KHOCTU UGeHTUduKaLNN cBoen 
NMYHOCTU ~BegYLIMM paccnegoBaHue nuuyam 
cneayeT UCNONb30BaTb AIA MaCKMUPOBKU CBOUX 
VHTeEPHeT-COeCAUHEHMN ~NepeuNcneHHbie HV>Ke 
cTpateruu. ITU cCTpaTeruu NO3BONALOT MaCKUpo- 
BaTb MecTOononom*eHue UU IP-agpec, a TakKxKe Ma- 
WMHY, CKpbIBaA ee NAeHTMduUKayVOHHbIe Npu- 
3HaKMU, ONepal|VOHHy!o CUcTemy uu Opay3ep. 


CoequHenne c mMacKupoBkon 


IP-anpec MOxKeT CTAHOBUTbCA VCTOYUHUKOM UH- 
dopmauun, KOTOpy!0 MO>KHO UCNoNb30BaTb ANA 
aTaKU Ha UHdpactpykTypy opraHv3ayun. Jiuuam, 
NPOBOAALWMM paccnegoBaHuA Cc UCnONb30Ba- 
HUM OTKPbITbIX AaHHbIX, cneAyeT npuberatb kK 
vcnonb3oBaHuio VPN, npoKkcu-cepBepoB unu 
Apyroro nporpammuHoro oGecneyeHuA ANA Ma- 
cKUpoBku _|P-agpecoB CBOUX KOMMbIOTepoB, YTO 
O3HaYaeT, YTO Np packpbiTun IP-agpeca B UH- 
TepHeTe OH He 6ygeT yBA3aH C NpOBOAALWUM 
paccnegoBaHue nuyom unu ero opraHu3zayuen. 
VPN Take co3galoT 3aliNdpoBaHHbIm KaHan 
CBA3U MexKAY KOMMbIOTepOM BeAyWero paccne- 
AoBaHue nua vu VPN-cepBepom, Takum o6pa30m 
mo6ple cetuv/y3nbl, Yepe3 KOTOPbIe NpoOXOAUT 
coeANHeHue, 6yfyT BUAZeTb TONbKO 3aLuNdpo- 
BaHHble AaHHble, YTO OOecneunBaeT AONONHH- 
TENIbHbIN YPOBeHb 3aLlVTbI. OHAaKO HeKOTOpbIe 
cTpaHbl uw BeO-caiTbI ONnOKNpyloT OTAeNbHbIe 
VPN, a dakT ux UcnOoNnb30BaHUA MO>*KET NpU- 
BNeUb BHUMaHNe TpeTbUX CTOPOH K AeNCTBUAM 
B PpaMKax paccnefoOBaHuUA Kak K NOTeHLIMasbHO 
nogo3putenbHbIM. B ugeane VPN gomKHbI no- 
3BONATb BeAYLIMM paccnepsoBaHve NAuuWaM MUc- 
NONb30BaTb HECKONbKO |IP-afpecoB C BO3MO>K- 
HOCTbIO ObICTporo NepeKnioueHNA MexKAY HUM 


AktTyasibHble peKOMeHAaL|U B OTHOWEHUN BeO-Opay3epoB UM Apyrux Mep ONepal|MOHHON bez0nacHOCTN pa3MeLeHbI Ha MnaTopme PecypcHoro YeHTpa 
KOMMbIOTepHON G6e30nacHOcTM HaliMoHaNbHoro MHCTMTYTa CTaHAapToB UM TexHonoruu CLUA (https://csrc.nist.gov). 


b) 
102. 


3. 
103. 


Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


B cnyyae Tako HeoOxoAMmoctTn. IP-afpeca He 
OsKHbI ObITb NPUBAZAHbI K KaKO-TO OHO 
cTpaHe, a JOmKHbI ObITb pa3zgeneHbl Takum oOO6- 
pa30M, YTOObI OTPaxKaTb HECKONbKO Pa3HbIxX Me- 
cTONONoO*KeHNN No Bcemy Mupy. 


Mackuposka Mauinubi 


QnA MackKN“poBkKu HeEKOTOPbIxX NapaMeTpoB, KO- 
Topble MoryT ObiTb Ucnonb30BaHbI ANA WAeHTH- 
oukaluu nonb3oBatenen, BeAyline paccnepo- 
BaHue AMWa MOryT UCNONb30BaTb BUPTyasbHbIe 
MalUHbI, KOTOPbIe NpegcTaBnatoT cobon npo- 
rpaMMbI WNW ONepaliMOHHble CUCTeMbI, 3IMy- 
mupytouwne paboty oOTgZeNbHOro KOMMbicTepa. 
Ucnonb30BaHve BUpPTyaNbHOW MalIWHbI, No 
CyTU, CO34aeT HOBbIM KOMMbIOTep BHYTPU KOM- 
MbioTepa — cpey, NONMHOCTbIO OTAeNeHHy!O 
OT OCTaNbHOW MalWwMHbI. BuptyanbHaA Malvina 
CnOoco6Ha TakKxKe BbINONHATb Take 3afaun, Kak 
3anyck NpuwnorxKeHuu “ nporpamn, Kak ecnv Obl 
OHa ABMIANACb OTHENbHbIM KOMNbIOTepom""’”, UTO 
no3BonAeT UCcnoNb3ylolWemMy ee NpN paccne- 
AOBaHuM NAMuy NOABNATBCA B OHNaMH-cpepze 
Kak pyro cyObeKkT. Ucnonb30BaHve BupTy- 
aNIbHOM MaLMHbI faeT BEAYLUUM paccnegoBaHue 
muuam cuctemy AA CMeHbI Opay3epa, areHTa 
nonb3oBaTena, MporpamMMHoro odecneueHua, 
OTKPbITbIX MOPTOB, ONMepalWMOHHONM CVCTeMbI 
YU Apyron uvvdopmaynn oO MaLUMHe, YTO NO3B0- 
NAeT Ka3aTbCA Apyrum cyObeKTOM Npu KarKHOM 
BbIxofe B UnTepHer. B ugeane uHdpactpyKtypa 
AO7>KHa NO3BONATb BeAyLeMy paccnegoBaHue 
NMLY UCNONb30BaTb BUPTyaNbHy!0 MaLlWHy, KO- 
TOpaA MackuipyeT peabHOo Ucnonb3yemyw. Bup- 
TyaNbHble MaLUMHbI MOryT ObITb YHNYTOKeEHbI U 
BOCCO3faHbI, BOCCTAHOBNeHbI AO NpeAblAyuyen 
TOUKU, MO-pa3HOMy HaCTPOeHbI, PeNNULINpO- 
BaHbl OA anbHenwWero vcnonb30BaHMA nN 
coxpaHeHbl gana Oygyuyux Hyka. B KayecTBe 
aNbTepHaTUBbI BeAYUMe paccnegoBaHue nua 
MOryT Vcnonb30BaTb Gonee O6pemeHuTeNbHbIN, 
HO TakKxKe OTHOCUTENbHO 3bbeKTUBHbIN NOAXOA, 
a UMeHHO V3MeHATb CBOU BHEWHMe AaHHble 
BPYYHY!0, Ucnonb3yA pa3Hble Opay3epbl Np Ka- 
KOM BbIxoge B VHTepHeT, U3MeHAA HACTPONKU 
ANA OFrpaHMYeHUA YHUKaNbHOCTU CneAOB CBOUX 
MalUUH VU Ucnonb3yA NpeAOTBpalyatouyve OTCHe- 
)KUBaHMe Marv. 


Npouaa nHdpactpyktypa 


Nepea Hayanom pa6oTbi BegywMm paccnepo- 
BaHve nMLaM CnepAyeT U3yuUTb Apyrue OObeKTbI 
UHdpactpyKTypbl Ha NpegMeT 3aljvTbI CBOUX 


104. 


105. 


ceTen vu UHdpactTpyKTypbl, BKnouaA CneAyoune 
CUCTeEMBI: 


a) pe3epBHble CUCTeMbI; 


b) cucTembl BegeHuA >KypHanoB Ana ay”nta 
HeATeNbHOCTU VW OTCNeKABaHYA AencTBUM 
nOsb30BaTeNen; 


c) CucTemMbI pa3genbHoro xpaHeHuaA uu No”Xxo- 
AAWMe mecTa xpaHeHuaA gna cOopa UNd- 
POBbIX MaTepNanoB, BbIABNeHHbIX B xXoOge 
noncka. JNA 3alVTbI AaHHbIX OT BHELUHero 
BO34eNCTBUA OpraHu3alvam CnegyeT UMeTb 
nnaTbopmb! (Takue Kak xpaHunuua AOKa3a- 
TeNbCTB, 6a3b! HAHHbIX UNM Apyrue cucTeMbI 
ynpaBneHua wuHdopmatven), xpaHumble 
OTAENbHO OT OCHOBHbIx ceTen. MnaThbopmbl 
AONKHbI COCTOATb M3 ABYX OCHOBHbIX YacTeN, 
Of\Ha M3 KOTOPbIX NogAKNoYeHa K VHTepHerTy, 
a MpyraAa — oTKmtoyena oT Hero. B HeKOTO- 
pbIx cnyyYaAx MOXeT ObITb Llenecoobpa3Ho 
KaK MOX%KHO CKOpee Ne€PeHOCMTb AaHHble 13 
UHpactpyktTypbi, NMOAKNIOYeHHON kK VHTep- 
HeTy, B bonee 6be3onacHyto CeTb/xpaHunuwe 
Ana 6e30nNacHoro NpocmoTpa UHpopmauunu. 


Coo6paxkeHna, Kacaroumeca 
nonb3soBaTenen 


OgHuM V3 CaMbIX CnaObIxX 3BeHbeB 000M cu- 
cTemMbl 6e30NaCcHOCTM ABNAeTCA NONb30BaTeNb. 
axe npuv Hanuuun coBeplwieHHoN UHdpactpyk- 
Typbl coOntogeHve npvnyunoB 6e3onacHocTu 
He 6ygeT o6ecneyeHo 6e3 agantalwu noBe- 
AeHvA NMonb3oBaTenen nyTem = perynApHoro 
o6yyeHuA MW Haf30pa. BezsonacHocTb — 93TO 
OTBETCTBEHHOCTb =Kaxkforo. Tlonb30BaTenAM 
He cnegyeT OCYLIeCTBNATb AeUcTBNA, KOTOpbIe 
MOryT NOABeprHyTb PUcKaM AaHHbIe vn niogen, 
6e3 HaAnexkaujero ObyYeHUA Tomy, Kak CMAT- 
UNTb 3TM puckn. Bepyuinx paccnegoBaHue nny 
cnepyeT o6yYaTb TOMY, KaK OL|GEHVBaTb yMeCcT- 
HOCTb TOrO NM MHOrO NoBeseHNA NPM OcyLyectT- 
BNeHUN pa3nM4HbIxX AeNcTBUN B VHTepHerte. 


AHOHUMHOCTb MOxKeT MOMOYb MUHUMMU3NPO- 
BaTb yujep6 B CUTyaLINAX, KOrfa CyObeKTbI, KO- 
TOpble MOryT YMbILUAe@HHO Hapylivitb UHopMa- 
LMOHHy!O 6e30NaCHOCTb, MbITalOTCA OTCNeAUTb 
VUCTOYHNK AeUCTBUA HO KOHKpPeTHON ceTM unu 
nonb30BaTena''®. Jlio60e genctBue B UnTepHete 
MO>KET ObITb OTCNE*KEHO TPeTBUMU NMLUaMn, No- 
>TOMY BeAYLIMM paccnefoBaHve nuuam npu 
cOBepweHuN AenctTBuM B WUHTepHeTe cnegyetT 
BCcergja CUUTATbCA C TaKON yrpo3on. Yale Bcero 


"17 Cm. Techopedia, “Virtual machine (VM)’, 21 May 2020. URL: www.techopedia.com/definition/4805/virtual-machine-vm. 
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HanpaBneHun. 


OtcnequtTb — o6HapykuTb UCXOgHyt0 TOUKY ANA Koro-nu60 nv Yero-nubo NyTem NposBUxKeHuUA No chepy UHbopmaynn WN pAga COObITH B OOpaTHOM 
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106. 


119 


120 


121 
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oTcnexkuBaloT IP-agpeca, Be6-Opay3epbl u pa3- 
peweHue dKPaHa (UcnONb3yeTCcA ANA UfeHTU- 
oukayuu obopygoBaHua), a Take BPeMA HaBl- 
ral|wv WU aKTMBHOCTb Ha BeO-caite (Hanpumep, 
BBeeCHHbIE MONCKOBbIe 3anpocbl unu noce- 
LGHHbIe CTpaHUubl). CyObekKTbI, KOTOPbIe MOryT 
YMbILLIGHHO = HapyLITb = WHOpMaLiNOHHyto 
6e30NacHOCTb, MOryT NonbiTaTbcA Onpegenutb 
UCTOUHUK OHNaNH-akTMBHOCTU. B cnyyae ecru 
6ygeT Npegnpunata nonbitka OTCNe*KUBaHNA, TO 
Takoro cyObekTa cnepyeT HanpaBiiTb no cnegy, 
YBOAALIeEMy B CTOPOHY OT UCTMHHOrO MeCTOHa- 
XO*KACHUA VM UDBeHTUMUKALMOHHbIX faHHbIx 
nuua UNU OpraHv3zayvu, NPOBOAAWUX paccne- 
AOBaHue. ITO MOKHO CAeNaTb GnarogapaA Mepam, 
NO3BONAIOWUM NMpeACcTaBuTb CBOM AOcTyN B 
VUnTepHeT Kak OCYLIeCTBNAeMbIA U3 Apyroro 
mecta, Hanpumep c nomoubio VPN, unu vHbim 
NMLOM NyTeM CO34aHNA UV UCcnoNb30BaHNA BUP- 
TyasIbHbIX NNYHOCTeN'"”. 


MackupoBka CoegqvHeHuA UM MaLUVMHbI Npu npo- 
BefeHVN = OHMaMH-paccnefoBaHnaA  obecne- 
UNBaeT BarKHylO 3allVTy, HO OHA MOXKET ObITb 
ocnaOneHa, eC Nonb3oBaTenu Camu packpbi- 
BaloT ceOA, UMeHTUMUMpyACb Ha Cate wnu, 
Hanpumep, Ucnonb3yA AMYHyIO UHdopmaLnto 
ANA peructpayuu uvnu Bxoga B nnatTbopmy co- 
L\MasIbHbIxX CeTeM WIV B Pyro YaCTHbIN akKayHT. 
Beayujum paccnefoBaHve nuuamM HukKorga He 
cnepyeT Vicnonb30BaTb CBOM AMYHbIe yueTHbIe 
3anvcn ANA npoBegeHua paccnegoBaHun unn 
BXOAMTb B AUYHbIe y"eTHbIe 3anUcn B BeO-Opa- 
y3epe, 4Yepe3 KOTOPbIM OHM BeAYT paccnefo- 
BaHNA C UCNONb3OBaHUeM OTKPbITbIX AaHHbIX. 
Ana co3qaHNA HeKOTOPbIX yYeTHbIX 3anvcen 
MOryT O6bITb 3aTpe6OBaHbI doTorpadun, HomMep 
TenedoHa UNM afjpec JNeKTPOHHON nouTpl. Hu- 
Korga He cnesyeT UcnoNb30BaTb hotorpadhuy, 
TeneouHbl, 3NeCKTPOHHy!O NOUTY UNM AaHHble, 
KOTOpbl€ HOCAT AIMYHbIA XapakTep unN MOryT 
NO3BONUTb UAZeHTUdUUNpOBaTb NpoBOAALWee 
paccnegoBaHve unu Apyroe nuyo. 


Cm. rnasy V.C HuxKe 0 Mahe OHNaH-paccnegoBaHua. 


Cm. rnasy VI.D H>Ke 0 coxpaHeHun. 


Mackuposka NOJIb3OBaTeNA 


107. 


BuptyanbHaad NNYHOCTb'*° — 3TO BbIMbILUI@HHaA 
NIMYHOCTb UNM Npodunb B UHTepHetTe, KOTOpbIe 
MoryT 6bITb Ucnonb30BaHbI ANA Oe3onacHoro 
OcyleCcTBNeHNA B PpamMKax paccnegoBaHuA Tex 
vu WHbIX AevcTBUA Ha nMnaTbopmax coLn- 
ANbHbIX CeTeM MU APyrux OTKPbITbIX Be6-nNaT- 
dopmax, ecnv ANA nonyyeHna Aoctyna K UX KOH- 
TeHTY NOMb30BaTeNb FOMKEH BOUT B CUCTeMy. 
BuptyanbHad AUYHOCTb TakKe MOMKET BKHOUATb 
B ceOA BUPTyanbHble yueTHylO 3anvcb, afpec 
3NeKTPOHHOM NouTbI WM yueTHyIO 3anvcb B 
mecceHaKepe, Oa3y aHHbIX, NPOsAYKT vnu npu- 
no>KeHue, KOTOPbIE VUcnoNb3yioT B VHTepHeTe 
BbIMDILUIGHHYIO, a HE PeaNbHy!lO AMYHOCTb Ye- 
noBeka. C TouKM 3peHuA Oe30NacHOCTU NULIaM, 
NpOBOAAWMM paccnefoBaHuA Cc VCcnOoNb30Ba- 
HMeM OTKPbITbIX AaHHbIX, CNesyeT CO3faBaTb 
MW Ucnonb30BaTb BUpTyanbHble NVYHOCTM ANA 
NpOBeseHNA OHNAaNH-geNcTBUN B paMKax pac- 
cnefoBaHun c Ucnonb30BaHvemM MaTepuanoB 
V3 OTKPbITbIX MCTOUHNKOB. DTO AenaeTcaA ANA 
Toro, YTOObI, eC CyObeKT, KOTOPbIN MOxKeT NO- 
MbITaTbCA YMbILUNeHHO HapyluVTb UHdopmaLn- 
OHHylO 6e30NaCHOCTb, NonpobyeT oTcNeAUTb 
OHNaNH-AeNCTBUA COOTBeTCTBYyIOLWero Npoduna, 
Tako cyObekT nonyunn nocnepoBaTenbHyto U 
yOenuTenbHytO UHdopmalyuto, NPoUcxoAALyto 
OT BUpTyanbHOM NMYHOCTM NM He packpbiBa- 
OLUYIO PeaNbHy!O UHMOpMalulo O NPOBOAALUXx 
paccnegoBaHve nuye unn opraHv3ayuu unu 
Oo cogepxkaHun unu HanpaBneHHoctu paccne- 
AOBaHUA. DTO TakKe ABNACTCA BaxKHOM Mepon 
Oe30NacHOCTM ANA 3aLllVTbI Tex, KTO MOKeT 
nogAepx*uBaTb paccnefoBaHue. BuptyanbHble 
npodunu, yueTHble 3anucu uv OcylWjecTBNAembIe 
Cc UX UCnoNb3O0BaHNem AencTBUA cnegyeT nna- 
HUpoBaTb'*', VUcnONb30BaHHylO AIA co3zfaHna 
yYeTHbIX 3anvcen UHopmaLuio cnepyeT pern- 
CTPNPOBaTb, a OCYLIECTBAeHHbIe C UCNONb30Ba- 
HVeM TakMx yYeTHbIX 3anucen AeNcTBUA — OukK- 
CUpoOBaTb, C TeM YTOObI Np“ Heobxog_umocTu 
UX MOX%KHO ObINO BNOCHeACTBUM OObACHMTb, Ha- 
npumep B cyge"”*. 


Bonpoc 0 BUpTyaNbHbIxX AMYHOCTAX paccMaTpuUBaeTCA Take B riaBe II.C, rnase IIl.F u rnase IV.A vu C Bbiwe. 


Np nto6om ucnonb30BaHUN BUpTyaNbHbIX MMYHOCTeM cneAyeT HaXOQVTb ONTMMaNbHOe COOTHOWWeHMe MexKAY HeoOxoAumocTbWO obecneYeHuA 
6e30NaCcHOCTH UM STMYeCKMM NPUHUMNOM Npo3spayHoctm. Cm. rnasy II.C BbiLe 06 STMYeCKNX NPMHYNaXx. 
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NOATOTOBKA 


KPATKOE COJEPAKAHUME TIABbI 


Nogrotoska ui cTpatermuyueckoe nnaHvpoBaHne ABNAIOTCA KIOYeBbIMN dakTOpa- 
Mi TLaTeNbHOrO UM GesonacHoro paccnesoBaHna. 


NogrotosBka BKntoYuaeT B Ce6aA Tpu Npowecca: a) OL|GHKy yrpo3 UM PUCKOB UI pa3pa- 
6o0TKy Nava CMArYeHMA 3dTUX yrpo3 MW pUcKoOB; b) oL|eHKy NHMOpMayNOoHHOrO 
naHAWadta; c) paspaboTky nNaHa paccnefoBaHna. ITN Npoweccb! MoryT nepe- 
cekaTbca Apyr c Apyrom “/unu NOBTOpATbCA Ha NPOTAKEHMN BCero KN3ZHEHHOTO 
uvkna paccnegoBaHna. 


Nogrotoska BKntouaeT B ce6a pa3spaboTKy NnaHa NpeofoneHna nto6pix Hera- 
TUBHbIX NCMXOCOUWANbHbIX aCNeKTOB paccnesoBaHuA, HaNpumep Takux, KOTO- 
pbie MOryT cTaTb cneACcTBNemM BO3geNcTBMA TAKeNbIX ANA BOCNpNATHA un 
Apyrux NoTeHL|VaNbHO TpaBMupytoluMx MaTepnuanos. 


NogrotosBka BKnI0oUaeT B Ce6aA paspaboTky NnaHa O6paujeHuaA Cc nto6on co6paH- 
HOM NUHdopmMauNen Ha NpoTAKeHMN Bcero ee *%MU3HEHHOFO WMKNa, BKNIOUaA 
MOMeHT WW ycnoBua ee yganeHna, nepegaun uv onpeseneHve Au, KOTOpbIe 
MOryT MMeTb K Hel Aoctyn. 


B pamkax nogroTtoBku cnegyeT NpoBoANTb OWeHKy NporpamMHoro o6Gecne- 
4YeHUA M APyrMX VHCTPyMeHTOB, UCNONb30BaHNe KOTOPbIX MOKET 6bITb LieNe- 
coo6pa3Hbim. Beszyuwium paccnegoBaHue nuiiam cnepyeT NOHUMaTb, KaKOBbI 
NONOMKUTeNbHbIe MV OTPNWaTeNbHbIe CTOPOHbI Nicnonb3soBaHUA KOMMepyueCcKNX 
pecypcos, pecypcosB, pa3pa6boTaHHbIx no cnelyWanbHomy TexHuYeckomy 3afa- 


HMO, U PpecypcogB C OTKPbITbIM NCXOAHbIM KOAOM. 


oe 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIPOBbIX JaHHbIX 


JIvuyam, NPOBOAAWIMM paccnesoBaHUA C UcnoNb- 
30BaHUeM OTKPbITbIX MaHHbIX, CneAyeT HAYNHaTb 
gevctsua B WUHTepHeTe B PpaMKax paccneyo- 
BaHUA TONbKO Nocne NPUHATMA ONpPeAeNeHHbIXx 
NOArOTOBUTeNnbHbIX Mep. B cocTaB nogroToBu- 
TeNbHbIX WaroB cnegyeT BKNIOYaTb NpoBeAeHUe 
OL|EHKU LIN@pOBbIX yrpo3 MW PUCcKOB, a TakxKe 
OWeHKy LiNdpoBoro NaHgAwadta'*. Mocne atoro 
BeAYLIMM paccnegoBaHve nUuuaM = cnegyetT 
pa3paOoTaTb MaH OHMaMH-paccnefoBaHnA Cc 
YYeETOM Pe3YsIbTATOB STUX OLICHOK. Kark Abi 13 
3TUX Tpex NpoyjeccoB 6onee NOAPOGHO onucaH 
HuKe. 


Ha opraHv3alWOHHOM ypOBHe BaxKHO Tak>Ke 
BHegpuTb AO Hayana COopa u xpaHeHnua UHdop- 
Mallu NonuTMKy B OTHOLWeHWN cOxpaHeHuA 
AaHHbIX, yAaneHuA AaHHbIxX, HOCTyNa K AaHHbIM 
MU OOMeHa AaHHbIMU B COOTBeTCTBUNM C NpuBo- 
AMMbIM HuKe ONUCaHNeM. 


OueHKa Undpospbix yrpo3 
Vi pucKoB 


AHanu3 MOTeHLVanbHbIX yrpo3 MU NMpMHATUe 
cTpateruu ynpasneHua puckamnu (6yfb To ou- 
3NY4eCKUMU, LIVdpoBbIMY “NN NCuxXOCOLMaNb- 
HbIMU) O6ecneuNT cobnimgeHve npvHuyMnoB 
6e30NaCHOCTN VU STMYeCKMX NPVHUMNOB. YxKe B 
caMOM Hayane cnepyeT NpoBecTu OLeHKy LNd- 
POBbIX yrpo3 MU PUCKOB, ONpeAenuB obune u 
KOHKpeTHbIe AIA AAaHHOrO cnyyaA yrpo3bl, KO- 
TOpble MOryT BO3HUKHYTb B pe3ynbTaTe gei- 
cTBUM B WHTepHeTe, B YaCTHOCTU NOCeLeHNA 
LieneBbIxX BeO-caNTOB, MOCTOAHHOrO OHNaiH- 
MOHUTOPUHTa KOHKPeTHbIX UCTOYHUKOB WIN V13- 
BNeYeHNA DaHHbIx (BeO-cKpeMnuHra) v3 mnnat- 
opm couWanbHbIx ceTev. B OWeHKy cnegyeT 
BKMHOY4aTb SEMEHTbI TOAAVUNOHHOrO aHanu3a 
yrpo3, TakKMe Kak BbIABNeHMe BCeX NUL, KO- 
TOpble MOryT YMbILUNeHHO Hapylivtb WHdop- 
MaL\MOHHy!O O€30MACHOCTb, OL|]GHKA UHTePeCcoB 
YU BO3MOMKHOCTeN TaKUX AML, a TaKKe BEPOAT- 
HOCTb aTak, aHanu3 dakTOpOB yA3BUMOCTU U 
NPUHATUe Mep 3aLyVTbI AA MAHUMU3aUWN STUX 
dakTopoB yaA3BuMocTU. B xofe TakOM OL|eEHKN 
LenecooOpa3HO NMpOBOANMTb KOHCyNbTayNn c 
3kcnepTamu no 6e30nacHocTU unu nonyyaTb 
UX OT3bIBbI, OCOOCHHO STO KaCaeTCA SKCNeEPTOB, 


de 


es 


KOMNeETeHTHbDIX B  OOnacTA KkUNOepbe3onac- 
Hoctu'™*, OueHKy cnegyeT Nepvoguyeckn nepe- 
CMaTPVBaTb U npv Heobxo_umoctu OOHOBNATD. 
Kpome Toro, MoryT noTpe6oBaTbcA JOnonHu- 
TeMbHbIe OLIEHKM B OTHOLUCHMM OTAeNbHbIX 
BUQOB OHNaWH-gencTBUN unu B cnyYae NOAB- 
NI@HMA HOBbIX JIL, KOTOPbIe MOryT yMbILUNeHHO 
HapylUUTb UHdOpMaliNoHHyto 6e30NacHOcTb"”». 


OueHKa UNdposoro naHAwagta 


Jivuyam, NPOBOAAWINM paccnegoBaHuA C Vicnonb- 
30BaHMeM OTKPbITbIX HaHHbIX, CneAyeT NOHMMaTb 
undposyto cpev”y paccnezyemon cutyayun. Tun 
AOCTYNHON VU UcnoNnb3yeMon TeXHONOrUN, B TOM 
uvcne KeM OHa UCnonb3yeTca, OyfeT BIVATb Ha 
TUNbI AOCTYNHbIX UN@poBbIx AaHHbIx. nA sToro 
HeEOOXOAMMO BbIABUTb HavOonee yacTo Ucnonb- 
3yeMble =OHNaNH-nnaThopMbl, KOMMYHMKaly- 
OHHbIe ycnyru, MNaThOPMbI COWMAaNbHbIX ceTeN, 
MOOUNbHbIE TexXHONOrMuN MW MOOUNbHbIE Npu- 
nOywKeHUA, UCNONb3yemble B reorpaduyeckom 
peruoHe, KOTOporO KacaeTCcA paccnefoBaHue. 
Hanpumep, mpu paccnegoBaHun BOeHHbIX 
npectynneHun npoBosALjMM paccnefoBaHue 
nuuam 6yfeT HeEOOxoANMO 3HaTb, KakNe BUAbI 
TpaHcnopta, UKT uw undpoBbix megua uc- 
Nomb3ylOT BCe CTOPOHbI, yYaCcTBYIOLNe B BO- 
Opy>*KeHHOM KOHQOMukTe, a TakKe CTOPOHHUe 
HaOmogatenu vnu Apyrue ceBugetenu, 4ToObI 
NOHUMaTb, KakNe BUgbl VHdopmMauuun c Har- 
OonblWeN BeEPpOATHOCTbIO MOryT ObITb 3amuKcu- 
POBaHbI 1 pacnpocTpaHeHbl B CeTU. 


NMposogAWwumM paccnefoBaHve nulam cnepyetT 
npoaHanu3upoBaTb KaTeropun niogen, KOTOpbIe 
UCnONb3yloT KarKAyIO U3 3TUX TeXHONOrUM B 
AjaHHOM reorpaduyeckom peruvoHe wn uMeloT 
K HeW gAoctyn. B STON CBA3N NPOBOAALIUM pac- 
cnegoBaHve mMuamM cnepyeT OCO3HaBaTb, YTO 
CO34aHHbIM nNonb30BaTenaAMM OOWeAOCcTyNHbIi 
UNdpoBowW KOHTeHT, BKMIOYaA coOOobWjeHnA 
B COL\ManbHbIX CeTAX UM WUHdopmaLnio, pac- 
npoctpaHAemyto Yepe3 ceTeBble mnaTmbopmpl, 
MO*KET HE B PaBHOM CTeNeHU OTparxkaTb BeCb 
MacluTa6 HapylWeHUi B OTHOWeHMM BCex NU 
uv rpynn. STO OObACHAeTCA TeM, YTO UCNONb- 
30BaHUe LNdpoBbIx TexHONorMi MoOr*KeT ObITb 
HEOJHOPOAHbIM, B YaCTHOCTM NO NpV3Haky 


123° Cm. HuKe MpunorkeHne II c Wa6NOHOM OL|eHKU LIVPoOBbIX yrpo3 Ml PUcKOB VU MMpunoxeHne III c Wa6NOHOM OL|EHKU UNdpoBoro NaHAWwadra. 


124 Obuyto UHopmaLnio 06 yrpo3ax M PUcKaXx NPV NpoBeAeHNN paccneAoBaHUN C UcnONMb3OBaHUeM OTKpbITbIX AAHHbIX CM. B raBe IV BbILe, NOCBALEHHON 


6e30nacHocTu. 


125 Cm. Npunokeuue Il Hurke Cc LAONOHOM OL|EHKN LUPOBbIX yrpo3 UV PUCKOB. 
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V. NOAFOTOBKA 


Npotokon Bepknu no BegeHuto paccnegoBaHui C UCNONb30BaHUeM OTKPbITbIX LIUPOBbIX aHHbIX 


113; 


126 


129 


130 


reHgepa'’®, 3THWYeCKOM = NPUNHagNe*KHOCTY, TeMbl, KaK CeKCyasbHOe MW reHAepHoe Hacunue 
penuruy, yOexgeHui, BO3pacta, COL\ManbHO- vnu BONpOCcbI, CBA3AHHbIe C CeKCyasbHbIM VU 
3KOHOMNYeCKOrO CTaTyCa, NPWHagsNex*KHOCTU K PeNpOAYKTMBHbIM 340poBbem. Momumo 9dToro, 
pacoBomy, A3bIKOBOMy'”’, STHNYeCKOMY VWI pe- NOMb3OBaTeNbCKMM KOHTCHT B  COLMabHbIXx 
NMrMO3HOMY MeHbLUMHCTBY, MPVHasex*KHOCTU ceTAX, BKMIO“aA MoTOrpadun uv Bugeo, Mo%*KeT 
K KOPeHHOMy Hapogy, MUrpaliMoHHoro cTatTyca B Oonbuien cTeneHu OTOOpaxKaTb KakNe-TO 
uv reorpaduyeckoro mMectononoweHua'®. Takon onpegfeneHHble HapyweHua. Hanpumep, cek- 
AucOanaHc MOET ABNATBCA Pe3yNbTaTOM OTCyT- cyanbHoe MW reHfepHoe Hace, BO3MO%KHO, 
CTBUA AOcTyna K yCTpOMcTBaM, CpeACTBaM unu coBepliaemMoe B YaCcTHOM OOCTaHOBKe, MO%KeT 
pecypcam’”’, B pe3ynbTaTe Yero COOTBeTCTBY- OKa3aTbCA CNOMKHee NPeACTABUTb C NOMOLbIO 
OLUNe NVLja HE UMeIOT BO3MOXKHOCTN CO3faBaTb rpaduyeckux MaTepuanos, 4YeM, Hanpumep, pa3- 
vnu 3arpyx*kaTb OHNaNH-nuHdopmaunto O KaCca- MeCTUTb MoTorpaduy BbiceneHun. 

HOLUMXCA UX NpoOnemax unu HapyweHuax. Ene 


114. XoTa HekoTopblie U3 3TUX dakTOPOB MOTryT 
ObITb CMATYeHbI NOCpeACTBOM OOpaLlieHnA Kk 
OHNaNH-“HbopmMalymun pa3snvyHoro Tuna, a He 
TONIbKO K NOMb3OBaTeNbCKOMY KOHTEHTY, 3TM Ke 
dakTOpbl HEOOXOAUMO yUUTbIBaTb NpU aHanv3ze 
Apyrux TANOB UHboOpMalnn V3 OTKPbITbIX UCTOU- 
HukoB. Hanpumep, npv nonyyeHun Aoctyna kK 
rOCyfaPCTBeHHbIM AaHHbIM UM CTaTUCTUKe npo- 
BOAALIMM paccnegoBaHue nuuam Bcerga cne- 
AyeT 3afaBaTbcA BONPOCOM O TOM, TOYHO NV 
3TU AaHHbIe OTparkKalOT BCE CErMeHTbI VW ACNeKTbI 
o6uwjectBa'*°. B 3TON CBA3U MOryT ObITb OL|GHEHbI 
PAg KnOueBbIX BONPOCOB VU TexHONOrUN, B 3aBU- 
CUMOCTH OT TOrO, YTO ABNAeTCA aKTya/IbHbIM ANA 
KOHKpeTHOrO paccnegoBaHuA UCXOAA U3 ero 
reorpaduyeckoro “ BpemMeHHOro oxBaTa. Ipo- 


OANH BO3MOM*KHbIN dakTOP — y yNOMAHYTbIX, 
cpeau npounx, AVL Morno He O6biTb goctyna kK 
paBHomy OOpa30BaHulo 1 NosTOMy UX TexXHMYe- 
CKYe HaBbIKN He CTONb pa3BuTbl. B pe3ynbTaTe 
nepecekalolnxca dopm ANCcKpYMuUHauNN He- 
KOTOpble cNON OOWeCTBa MOryT CTAHOBUTbCA 
BOBONHe HeEBYUAMMbIMY B MUnTepHerte. Hanpumep, 
UHdopmMalyWA O >%KEHLIMHAX MU AeBOUKAaX, Npu- 
Hagnexkalyux K OfHON U3 YNOMAHYTbIX BbILUe 
MaprMHanv3upoBaHHbIx rpynn, Mox*KeT ObITb 
npeAcTaBneHa B OTKPbITbIX UCTOUHMKaX B ele 
MeHblUeM OObeme. B pe3ynbTaTe BO3eNCTBUA 
3TUX PakTOPOB TakMe NMA He CO3MalOT KOHTCHT 
CaMV UNM OKa3bIBalOTCA He OXBaYeHbI B HEM, YTO 
UckaxKkaeT Pe3yNbTaTbI Noboro OHNaNH-paccne- 


HOBaHuaA. 

BOAALIMM paccnegoBaHie AMWaM cnezyeT npu- 
Kpome Toro, HepaBeHCTBO AOcTyna K TeXHONO- HUMaTb BO BHUMaHue non, BO3pact, reorpaduio, 
rMAM CpeAN Bcex CNoeB OOLIECTBa MO*KET TakKe COL|MasIbHO-SKOHOMNYECKe pasa UV Apyryto 
NPUBOAVTb He TOMbKO K CMeLUCHUIO aKLIGHTOB COOTBeTCTByIOLIyIO AeMorpaduyeckylo UHdop- 
B NpeAcTaBNeHHOCTU TeX WIN VHbIX JIML) B OH- Maun. Llenb STON OL|eHKN — NO3BONUTb Npo- 
NaNH-KOHTeHTe, HO UK HETOUHOMY OTparxKeHUtO BOAALUIMM paccnegoBaHue NuWaM NyYWe NOHATb 
B VHTepHeTe pacnpocTpaHeHHOCTU pa3nUyHbIx paccnegyemple cutyayun c WenbIo pa3spaboTKu 
TUNOB HapyuWwieHUN, B YaCTHOCTU B TOM, HTO SdbeKTUBHbIX CTpaTerMm OHNaNH-paccnepo- 
KacaeTCA MONb30BaTeNbCKOFO KOHTeHTa. Ha- BaHUA, a TaKKE NPUHYANTb UX 3apaHee NPOaHa- 
npumep, ecu %KeHLIWYHbI NONb3yloTCA MOOMNb- JIU3UPOBaTb BOZ3MOMKHbIE UCKaxKEHMA B AAHHbIX, 
HbIMA TenedoHamu, NpvHaANer*kaljumMu My>K- goctynhHbix B UnTepHete. Bce 3TW KaTeropuu 
YHaM U3 UX CeMbuU, VIM UCNONb3ylOT yY4eTHYy!O He OOA3aTeENbHO aKTyaJIbHbI AIA KarKAOro pac- 
3aNUCb COBMECTHO C KEM-TO ee, TO, BO3MO>KHO, cnegoBaHua, NOdTOMyY NPOBOAALMM ero AMLaM 
OHM He CTaHyT OOcyxkfAaTb Takue AenuKkaTHble cnepyeT aganTupoBaTb OLWeHKy LNdposoro 


Hanpumep, *eHLMHbI, JeEBOUKN MW NecOuAHKM, ren, OUCeKCyaNbHble, TDAHCreHAepHble U VHTePCeKC-MIOQM MOryT He MMeTb MOOUNbHOrO TenedoHa un 
VIMETb OCTYN TOMbKO Kk Tenedory, NpUHaANexKaljemy BCel cembe. Bonee NoApobHo BoNpoc O Tak Ha3bIBAeMOM «Me@xKTeHAEPHOM LMPPOBOM pa3pbiBe» 
PaccmoTpeH B AokyMeHTe A/HRC/35/9. Cm. Take pezomounto 32/13 Copeta no npaBam YenoBeka Vi Araba Sey and Nancy Hafkin, eds., Taking Stock: Data 
and Evidence on Gender Equality in Digital Access, Skills, and Leadership (Macao, China, EQUALS Global Partnership and the United Nations University, 2019). 
URL: www.itu.int/en/action/gender-equality/Documents/EQUALS%20Research%20Report%202019.pdf. 


Jiuua, NpvnagANnerxkalue K A3ZbIKOBbIM MCHbLUMHCTBaM, HanpUMep, MOLyT CTOSIKHYTbCA C 6apbepamn B Y4acTU Aoctyna K OHNaNH-NpoOcTpaHcTBy, KOoTOpoe 
O6bINHO pa6otaet Ha JOMUHMpytollemM A3bIKe. OgHako HeKOTOpbIe€ A3bIKOBbIE M@CHbLUMHCTBa MOTYT Take pacnOosaratTb COOCTBeHHbIM OHNaiH- 
NpOcTpaHCcTBOM, padorarowem Ha UX POAHOM A3bIKE WIM UCNOsIb3YOLeM Tako A3bIK. COOTBETCTBEHHO, NPOBOAALIMM paccnefOBaHne NIMLaM MOMKET 
noTpe6oBaTbca OCYLWECTBIATb NOUCK Ha A3bIKaX MEHbLUMVHCTB (B TOM 4NicNe Ha A3bIKaX KOPeCHHbIX Hapojoe). 


Hanpumep, B C@sIbCKOM MECTHOCTM BO3MOXKHOCTU NOAKNHMYeHUA K VHTepHety MOryT 6bITb MeHee WUpOKUMhH. 


Hanpumep, oTcyTcTBve pu3nyeckoro AocTyna K ObICTpOMy MHTePHeT-COeANHEHUIO VIN HEBO3MOXKHOCTb Mpuobpectn ycTpoucTBa unu oNNaTUTb 
aOOHeHTCKYIO Mary. 


Cm. B yeniom YBKMY, «NpaBo3zalyvTHbIA nogxog kK AaHHbIm. HuKoro He OCTaBuTb 6e3 BHAMAaHMA B MoBecTKe AHA B OONacTU ycToMunBoro pa3BUTMA Ha 
nepvog go 2030 roga» (/KeHeBa, 2018). URL: www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData_ 
RU. pdf. 
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Npotokon Bepknn no BegeHuio paccnefoBaHuii C UCNONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


NaHAwadta K TpeOoBaHuAM UX KOHKpeTHOrO 
cnyyaa'?', NonHbin nepeyeHb KaTeropun UHdop- 
Malu, KOTOPbIe MOryT BKOUaTbCA B OLIGHKY 
UndpoBoro NaHAwadta, npvBepeH B [lpuno- 
eH III HKe. 


MnaH OHNanH-paccnegoBaHnaA 


Mepeg Hayanom paccnefoBaHua Cc “cnonb30- 
BaHNeM OTKPbITbIX AaHHbIX CNesyeT COCTaBUTb 
mnaH OHNanH-paccnefoBaHna'’, KOTOPbIN Ox- 
BaTbIBaeT: a) OOLUyIO CTpaTerulo paccnegoBaHuaA; 
b) KOHKpeTHble AeNcTBNA B MHTepHete B pamkax 
paccnegosBaHua. Ecnu oHnanH-paccnegoBaHne 
ABNAeTCA YaCcTbIO OONee WINpOKOrO paccnepo- 
BaHNA C UCNONb30BaHNeM TPasML|VOHHbIxX Me- 
TO4OB, TaKMxX Kak NonyyeHve NoKa3zaHun cBuge- 
Tene unu cOop BeleCTBeHHbIxX 4OKa3aTesbCTB, 
TO MMaH OHNaNH-paccnefoBaHnA cCneAyeT UHTe- 
[PUpoBaTb B OCHOBHOM mnaH paccnegoBaHua. 
NpoBogsAwum paccnefoBaHve nuuam cnepyet 
yyecTb B Made paccnegoBaHuaA reHsepHble 
acnekTbl, C TeM YTOObI OOecneuNTb OXBaT BCeX 
TeHAepHO 3HaYUMbIxX NpoONem U yyuecTb Andde- 
PeHUMpOBaHHbI XxapakTep AlOcTyNa K TeXHONO- 
ruam'?. B mnaHe OHNaNH-paccnefoBaHuaA cne- 
AyeT OXBaTUITb NepeucneHHble HU%Ke TeMbI. 


Llenv u nniaHvupyemaad HeATebDHOCTb 


B mnaHe cnegyeT yka3aTb LIeNU MW Npvoputetpl 
paccnegoBaHuA C UCnONb30BaHNeM OTKPbITbIX 
AjaHHbIX, Npegnaraemyto cTpateruto JOCTMU>*KeHUA 
3TUXx Lenen Vv CpoKN ux peanu3ayun. 


Crpaterua ynpaBnennua puickamn 


B nnaH cnepyeT BknioY“aTb KmOY“eBbIe BbIBOADI 
BbILIEYNOMAHYTOM OLIEHKN LIAdpoOBbIx yrpo3 
WM puckoB, TakKWe Kak NMOTeHL|ManbHble KiOe- 
pyrpo3bl, a Take cTpatTeruio ynpaBneHna 
puckamu, B TOM 4ucne cnocobbl BbIABNeHNA 
Opewen unn atak, pearupoBaHuA Ha HX VM NO- 
cnepyrolyero BOCCTaHOBNeHUA. 


LWa6noH cm. B NpunorkeHnn Ill HuKe. 


132 Cm. Mpunomkeuue | HuKe C Wa6NOHOM Maa OHNaNH-paccnefoBaHna. 


133 


118, 


aes 


Investigations: Guidance and Practice (United Nations publication, Sales No. 19.XIV.2). 


CoctaBneHnue KapTbI y4UacTHUKOB 
 BO3MOMKHOCTeN coTpyMHuu4ecTBa 


Jiuua, NpoBoAAuWMe paccnefoBaHuA Cc UcnONb- 
30BaHMUeM OTKPbITbIX MaHHbIX, MOryT CUeCTb 
LienecooOpa3HbIM COCcTaBneHue KapTbl Apyrux 
cyObeKTOB, NPOBOAAWUX aHanorMuHble unu ne- 
pecekarolveca paccnesoBaHua, YTOObI OL|EHMTb, 
Kak UX AeATeNbHOCTb MOMKET NOBNUATb Apyr 
Ha Apyra, “ “3yuUTb NOTeHLMan NapTHepcTB U 
BO3MO%KHOCTM ANA COTPYAHUYeCTBa. ITO MOKET 
BKMIO“aTb B CeOA BbIABNeHNe UNpoBbIx apxu- 
BUCTOB, >KypHanucToB wiv Apyrux rpynn unu 
OTAENbHbIX AML, COXPaHAIOLMNX OHNAaNH-KOHTEHT, 
KOTOPbI/ MOMKET UMETb OTHOLEHNe K paccnefo- 
BaHulo. Mpu coctaBneHun Tako KapTbl cnegyeT 
TakKe YyUNTbIBaTb MOTeHLUVanbHyloO npegB3aA- 
TOCTb MW OFrpaHvyeHUA Apyrux yyuacTHUKOB, B 
CBA3U C KOTOPbIMM BbIBOAbI TPeTbUX CTOPOH 
OyfAyT He NONHOCTbwO OTParkaTb BCIO CNOMKHOCTb 
KOHKpeTHOM cUTyaluu unu He OyAyT OxBaTbI- 
BaTb ONpegeneHHble rpynnbi v3-3a npucywen 
UuudpoBon chepe npegB3AaTOcTU, Ha KOTOPYy!O 
He genatoTcA nonpaBKu, Kak OMMCaHO BBILLe. 
B cnyyae co3qaHvA MapTHepcTB Mox*KeT ObITb 
LenecooOpa3Ho 3akml0Y“aTb NUCbMeHHOEe corna- 
LUeHUe 06 OOMeHe UHhopmaLnen. 


Pecypcb! 


B nnaHe cnegyeT onpegenutb pecypcbl, Heo6- 
XOAUMbIe ANA NpoBeAeHNA 3anNaHNUPOBaHHbIx 
MeponpuatTun, BKnIO“aA NepcoHan, ObyyeHue, 
UHCTpyMeHTbI M ObOpysoBaHue. OueHKa Ka- 
APOBbIX NoTpeOHOCTeN MOM*KeT BKMIOYaTb KO- 
muuecTBo uneHoB rpynnbl, HeOOxog_uMbIx ANA 
BbINONHeHMA 3a4ay, UX KOMNeTeHLIMN, VHKMIO- 
3UBHOCTb WM MHoroobpa3ve uneHoB rpynnpli, 
a TakKe OWeHKy AONONHUTenbHbIX NoTpeb- 
HocTem B o6yyYeHun. ITO MOMKeT BKMIOUATb B 
ceOA OLIEHKY HeOOxog_umon uHdpactpykKTypbl, 
BkKNlouaA annapaTHoe uu NnporpamMHoe obecne- 
yeHue, a Tak>Ke PUHAHCOBbIe 3aTpaTbI Ha COXpa- 
HeHve LVMpoBoro MaTepuana B AONrocpoyHoN 
nepcnektuBe. B Takom nnaHe cnegyeT TaKxKe 
npegycmotpetb Hanuune cnelWanbHbIx pe- 


Bonee nogpo6uble pekomeHyayun B OTHOWEHUM yueTa reHAePHON NpobnematuKyu cm. B ny6nuKaynu Integrating a Gender Perspective into Human Rights 
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Npotokon Bepknu no BegeHuto paccnegoBaHui c UCNONb30BaHUMeM OTKPbITbIX LIUPOBbIX AHHbIX 


120. 


121; 


CypcoB ANA Wleneuw oOecneyeHuA Ncuxonoruue- 
ckoro 6narononyynuaA BeAyuNx paccnefoBaHue 
IML, C YUeTOM reHAepHbIx dakTOPOB, OCOOeHHO 
B TeX CUTYAaLMAX, KOrAa B XOfe paccnegoBaHna 
Ucnonb3yeTca TAKeNbIN ANA BOCNPUATUA KOH- 
TeHT U3 OTKPbITbIX UCTOUHNKOB UNM >Ke Mpo- 
BOAALINe paccnegoBaHve unu npuyactTHble kK 
HeMy TpeTbM NULja MOryT NOABeprHyTbCcA OCO- 
6bomy pucky penpeccui B cnyyYae packpbiTnA 
UX AWYHOCTM UNM HapylweHuA HENPUKOCHOBeH- 
HOCTM Ux YaCcTHON KU3HN'**, 


@yHKuMn vu O6AZaHHOCTU 


B cnyyae pabotb! B rpynne unu c BHelWHUMN 
nMapTHepam“ cnepyeT YeTKO onpegenatb 
oyHKUMN MW OOA3AHHOCTU NUL, NpOBOAALWNx 
paccnegoBaHua C UCNOMb30BaHNeM OTKPbITbIX 
AaHHbIX, yUNTbIBaA Npuv 3TOM HeOOxOANMOCTb 
KOOPAMHAauWN DeATeNbHOCTU, B TOM uNcNe He- 
oOxofumocTb He gonyckaTb AyOnupoBaHua 
npv ocywectBneHun gencTBun u cCOope AaHHbIxX. 
Kpome Toro, B 3TOM pa3gene nnaHa cnepyetT 
NpoaHanV3UpOBaTb BO3MOKHbIe NOTPeOHOCTU 
B CNelManbHbIx OOnacTAX 3HAHUN ANA KOHKpeT- 
Horo paccnegoBaHuA MW BO3MO%KHYIO HeOOXO- 
AMMOCcTb KOHCyNbTalNn Cc SKCNepTOM unn ero 
npusneueuna B cnyyae ero OTCYTCTBUA B Chop- 
MUpoBaHHon rpynne. CneuvanbHble o6nactu 
3HaHUN MOryT BKMIOYaTb B CeOA LIUpoByto KpU- 
MUHanUCTHky, aHanu3 CNYTHNKOBbIX CHVMKOB U1 
Hayky O AaHHbIX. B HeKOTOPbIX OONAaCTAX 3HAHU 
MOryT NOTPeOOBaTbCA AKTMBHbIE YCUNMA NO BbI- 
ABNeHUIO SKCNepTOB Cc yYeTOM MHOroobpa3uA 
reHAepHbIx Ww Apyrux acneKToB, C TeM UTOObI 
oOecneuNTb VHKNWO3UBHOCTb MU MHOroobpa3ne 
NpoBoAAWeN paccnegoBaHue rpynnbl u ee aHa- 
nu3a. 


AokymentTayna 


PaccnefoBaHuaA C UCNONb30BaHUeM OTKPbITbIX 
AjaHHbIX CheAyeT HOKYMeHTUPOBaTb Tak, YTOObI 
o6ecneuntb addekTuBHoe ynpaBneHve umn 
uM coOnofeHve MpYHyWna OTBeETCTBeEHHOCTH. 
B cnyyae cyfe6Horo pa3z6upatenbcTBa 3Ta A0- 
KYM@HTaLIMA JONKHA NO3BONUTb NPOBOAMBLIUM 
paccnegoBaHve AULaM NpOseMOHCTPMpPOBaTb, 
uTO COOpaHHble AOKa3aTeNbCTBa OTHOCMMbI 
oOnafatoT HOKa3aTeNbHON Cunon, a TakxKe OOb- 


122. 


123: 


ACHMTb, KaKNe Warn ObINN NpeANpNHATHI unn 
He NpeANpuHaATb! B xOAe OHNAaNH-feATeNbHOCTU 
wu noyemy. He3zaBucumo oT Toro, CTaBATCA 3a- 
aun caMocToATenbHO unM pykKOBoguTenem, 
B cucTeme cnepyeT npegsycmoTpeTb MexaHu3M 
co34aHuvA 3afa4 NO KOHKpeTHbIM AeNCTBUAM B 
pamkax paccnegoBaHnua, BKIO“aA OHNaNH-fen- 
CTBUA, HanpvmMep 3anpocbl Ha NONCcK UHdop- 
MaL|MM O KOHKpeTHOM mMue unu Apyrne 3a- 
npocbl. B pe3ynbTaTbl BbINONHeHMA 3agay, 
BKMIO“aA OTYeTHI, CnegyeT BKMIOYaTb ONMCaHNe 
Ucnonb30BaHHbIX MeTOAONorMn MW MeTOsOB. 
B OTYeETHOCTN CnepyeT pa3fenATb ONepaTuBHylo 
UHhopMalvio, KOHOUAeHLMaNbHOCTb KOTOpON 
MO>KET NOTPeOOBaTbCA COXpaHATb B LIENAX 3a- 
LUUTbI UCTOUHNKOB UM MeTOAOB paccnegoBaHua”, 
nonyyeHHylo B pamMkax paccnegoBaHuA UHdop- 
MaL\vlo, KOTOpaA AOMKHa ObiTb packpbita B xoAe 
cyfe6Horo pa3z6upatenbctBa. 


MnaH OHNaNH-paccnefoBaHuA cnepyeT pery- 
JIAPHO NepecmMaTpuBaTb U Npv HeooxogumocTn 
BHOCUTb B Hero U3MeHeHMA. CM. WaONOH MnaHa 
OHNaNH-paccnegoBaHua B [lpunox*Kenun | Hux*Ke. 


NnaH noBbimeHua 
cTpeccoycronunsocTn 
 CaMONOMOLIb 


XOTA NAMLa, NPOBOAAWMe paccnegoBaHuA C UCc- 
NOMb30BAaHNeM OTKPbITbIX AaHHbIX, MOryT He 
NpOBOANTb OUHbIe GeceAbI U HeNnOcpeACTBeHHO 
He moceljaTb MecTa mpectynneHua, OcobeH- 
HOCTU LIUdpoBbIx UccnegoBaHuUN 3aKkmtOUaloTCA 
B TOM, UTO OHM MOTYT CTONKHYTbCA C Mpocmo- 
Tpom, COOpoM VM aHanv30M 3HaYUTeNbHOrO KO- 
nuuectBa TAKeNON ANA BOCNpPNATUA UNM UHbIM 
o6pa30m TpaBMupyroljen LNdpoBoN WHdop- 
Malu, YTO, CpeAv npoyero, Mo>wKeT NpuBecTu 
K BTOPUYHON TpaBMe. Mostomy uM cnegyet 
3HaTb O NpWHUMNax camonomown"®’, a PpyKOBO- 
AvtenamM paccnefoBaHun cnegyeT pa3BUBaTb 
OpraHuU3alINOHHy!o Cpegy, B KOTOPOM LeHUTCA 
CaMONOMOLYb UV yueT FEHAEPHbIX UM KYSIbTYPHbIX 
oco6eHHocTen. DSTO cneAyeT npegsycmoTpetTb 
Ha MOAPOTOBUTeNbHOM 3Tane paccnegoBaHna 
nyTem pa3pa6oTku nnaHa NOBbILIeEHNA CTpecco- 
YCTOMYMBOCTU MW CMATYeHMA HeraTMBHbIxX MCUXO- 
COLMaNbHbIX NocnegCcTBUN paccnepoBaHnaA, KO- 


‘34 Hanpumep, paccnegoBatenu MOryT CTONKHYTbCA C HeEHABUCTHMYeCKMMM BbICKa3bIBaHUAMU VM MpecnegoBaHvem B VHTepHeTe, vu STM Hanayku 
MOryT HOCMTb reH{epHbI xXapakTep (HanpuMep, %*eHLMHbI VU NecOMAHKNU, rev, OvceKcyaNbHble, TpaHcreHfepHble, KBYP- M MHTepceKc-nioqu 
MOFYT CTONKHYTbCA C MOBbILUGHHbIMM PUCKAMM HEHABUCTHMUeCKUX BbICKa3bIBaHUM B VHTepHeTe, AOKCMHTa, yrpo3 U3HaCMNOBaHUA MM Apyrux yrpo3 
npvmeHeHua Hacunua CeKcyanbHoro un reHgfepHoro XapakTepa). Cm., Hanpumep, Amnesty International, “Toxic Twitter — a toxic place for women’. 
URL: www.amnesty.org/en/latest/research/2018/03/online-violence-against-women-chapter-1/. 


135 TlononHuTenbHy!o MHOpMaLtO O BaxKHOCTM CAMONOMOLN ANA Nu, paboTalolynx B Chepe paccnegoBaHuin HapyweHul NpaB YenoBeka, CM. B AOKyMeHTe 
YBKMY: OHCHR, Manual on Human Rights Monitoring (Geneva, 2011), chap. 12 on trauma and self-care, pp. 20-39. URL: www.ohchr.org/Documents/ 


Publications/Col_Guidance_and_Practice.pdf. 
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Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPPOBbIX JaHHbIX 


Topble MOryT ObITb Ppa3sNVYHbIMN B 3aBUCUMOCTU 
OT reHfePHOM NpuHagNexkHocTu, KybTypbl uu 
BO3pacTa. Tako nnaH HeEOOxogMM No aTNYeCKUM 
coo6paxKeHuAM Kak 3/1@MeHT NOOLIPeHUA VI yBa- 
>%KeHUA MpaB YenoBeKa KarxKAOro uNeHa paccne- 
AOBaTeNbCKON rpynnbl. ITO TakwKe HEOOXOAMUMO 
Ana o6ecneyeHuaA MaKCUManbHON du3vu4eckon 
UU undpoBon be3onacHoctTu. Ja*Ke npu Hagne- 
‘Kalen MOLTOTOBKe YeNnoBeK, HaXOAALIMNCA 
B COCTOAHUNM CTpecca, MO*KeT CTaTb PakTOPOM 
YA3BUMOCTU ANA 6e30NaCHOCTM YNeHOB rpynnbl, 
3aLUTbl UHdOpMayun uw KaYecTBa paboTpl. 
Ana o6ecneyeHua Hagnexkauero BbINONHeHUA 
mnaHa cnepyeT BbIZenvTb CneuUWanbHoe BpemaA 
M pecypcbl, OCObeHHO ecnuM npeANonaraetca, 
uTO OHsaH-paccnegoBaHue MO%KeT BKMOUaTb 
npocmotp 6onbuworo KonNYecTBa TAKENbIX ANA 
BocnpuaATuA Uuz00paxKeHuN, B TOM UNCNe MaTe- 
PUanoB HaCuUbCTBeEHHOIO XapakTepa MUNN MHOrO 
LUOKUPpyrolero KOHTeHTa. CTpateruu CMArYeHnA 
NOTeHLUMaNbHbIX HeraTMBHbIX NOCHeACTBUN Npo- 
cMoTpa TAxKenoro AIA BOCNPUATUA KOHTeHTa 
pa3HooOpa3Hbl, HO, Kak NpaBuno, OHM AenATCA 
Ha Tov KaTeropun: VHAVBUAyanbHaA OcBefsON- 
NI@HHOCTb, TakTNKa MUHMMN3alUN BO3AeUCTBNA 
v noggepxKa KONNeKTUBa. 


Bo-nepBbix, AMLjaM, MpOBOAALMM — paccne- 
AOBaHNA, CnegyeT VUMeTb OCBeAOMNeHHOCTb 
O CBO@M VWCXOAHOM noBegeHuu, a TakxKe no- 
BegeHun cBoux Konner no rpynne, BkniouaA 
pexKUM pabotbl, OTAbIXa, CHa UV NUTAaHMA, UTOObI 
MO>KHO 6bIIO BbIABUTb MU YCTpaHUTb Kakve-nu60 
OTKNOHeHUA. Monutuka, CormacHoO KOTOPON pac- 
cnefoBatenu padoTaloT B Nape, MO%KeT NOMOUb 
B BbIABNeHNM, NOCKONbKy mloAM camu no cebe 
MOFYT He OCO3HABaTb NIU HE XOTETb NPUZHABaTb 
U3MeHeHNA B CBOEM COOCTBEHHOM NoBefeHuN, 
KOTOpble MOryT ObiTb Nerue 3amMeyeHbI Apyrumn. 
UneHam rpynnbl cnefyeT c NOHMMaHMeM V1 yBa- 
%KEHNEM OTHOCMITBCA K pa3NVUNAM B peakLWN Ha 
TaKenble AIA BOCNPNATUA UM Apyrnve MaTepuanbl, 
KOTOpbI€ MOFyT BbI3bIBATb CVIbHbIe MOLY, 
YU yUNTbIBaTb, UTO TakNe pa3nu4uNA MOryT Ba- 
PbUPOBaTbCA y pPa3HbIX mlogei, reHgepoB u 
KYNbTYpHbIX rpynn, a Take CO BPpeMeHeM y 
KOHKpeTHDBIX s1OfeN M3-3a CTeNeHM CTpecca, KO- 
TOPbIN OHM UChbITbIBaloT, U Apyrux cuTyaln- 
OHHbIX dakTOpoB. PaccnegoBaTenaAM cnegyeT 
TakKe NPVU3HaTb, YTO JMOL|MOHaNbHaA peaklina 
Ha TAYKeNbIN ANA BOCNPUATUA WM WOKMpyroWNi 
KOHTCHT YaCTO BNONHE HOPMasIbHa Vi He ABNA- 
€TCA MpU3HaKOM cnabocTu, a MOET ObITb Npu- 
3HaKOM HOPMasIbHOCTU — V fake Cub. 


Bo-BTOpbIx, CneAyeT NPVUHATb TaKTUKY MVHYMi- 
3aL|NN BO3MeNCTBUA BPeAHOrO KOHTEHTAa. O6une 
cTpaTeruu B >TON CBA3U MOryT BKMIOYaTb cnepy- 
fOluNe MepbI: OTKMIOYeHVe 3ByKa NPN NepBom 
nmpocmoTpe NMOTeHWManbHO  HaTypannuctuye- 
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CKOFO KOHTeHTAa MIM KOrfa 3TO He TpebyeTca ANA 
PpewieHUA HeNOcpeACTBeHHON aHanuTMYecKoN 
3aqjauu, NOCKOsIbKy TaK MHOrO BbI3bIBalOLero 
3MOLUMN KOHTeHTa 3a0%KeHO B 3BYKe; MaKCI- 
MasJIbHO BO3MO>%KHOe YMeHbLUGHMe pa3MepoB 
3KPaHoB; CKpbITMe TAKeNOrO ANA BOCcNpNATUA 
MaTepYana Npu aHanuze OOCTOATeNbCTB, B KO- 
TOPbIX MPONZOLUNO KOHKpeTHOe AeNcTBUe, a He 
camoro gelNcTBuA; MapkKupoBka nioboro TAKe- 
noro ANA BOCNpPNATMA KOHTeHTa, COfeprxKae- 
roca B Ha6ope AaHHbIxX, UTOObI HNKTO He NMpo- 
CMaTPUBal STOT KOHTEHT, He 3HaA 3apaHee, YTO 
UM NpegctTouT yBufetb; npegynpexgeHve Apyr 
Apyra npuv oOmeHe HaTypanuctuyeckumM KOH- 
TeHTOM, YTOObI YMeHbLUUTb 3Ne@MeHT HEOKUAaH- 
HOCTMU; paboTa B Napax; HeAonyjeHue paboTpl B 
YeQUHEHUN VNU NO3AHO HOUbIO; “ perynApHble 
nepepbiBbI No Mepe HeoOxogumoctn. 


B-TpeTbux, MVWaM UM OpraHv3zauNaAM cnepyetT 
CnOcoOcTBOBaTb MOpMupoBaHulo 4yBCTBa Npu- 
HafnexkHOCTM K KONNeKTMVBy MexkKAY UNeHamMu 
rpynnbl, UTO MOKET OKa3aTb 3aLMTHOe BO3Aen- 
CTBUe, NO CYT BOCNpPOU3BOgA YyBCTBO TOBapu- 
LeCTBa, KOTOPOe MOXKeT BOZHUKHYTb Npu mpo- 
BefeHUN paccnesoBaHun B NoNeBbIX ycnoBUAX. 
3TOFO MOMKHO AOCTMUb C NOMOLIbIO peryNAPHbIX 
pa360poB pe3yibTaTOB, YTO MO%KET YMeHbLUVTb 
cTeneHb U30NAUUN MW NOMOUb paccnegoBaTenAM 
nyywe NMOHATb NoNoKNTeNbHOe BAUAHUe Ux 
pa6oTbl; rpynnosble Bble3zAbl, BKNIOYaA npa3zy- 
HOBaHMe BaxKHbIX 3TAaNOB paccnegoBaHuA; u 
rpynnoBon TpeHUHT No CTpaTerMaAM NOBbILIEHNA 
cTpeccoyctomyuusBoctu. [lonbiItKN MOBbICUTb 
CTpeccoycTOMYUBOCTb MOryT ObITb OCOGbeHHO 
SdbeKTUBHbIMU, ECM OHM NpegAnpunumawrTca 
Ha WHAMBYpyanbHOM, KyNbTyPHOM VW CTpyk- 
TYPHOM ypoOBHAX, Hanpymep nyTem pacun- 
PeHUA BO3MOMKHOCTeM AMLL KDUTMYeCKN OCMbIC- 
NIMBaTb CBOM MCUXOCOLWMaNbHbIe NOTPeOHOcTU 
npu pabote Haf, paccnegoBaHnuem vu co3faHna 
CpeAbl, B KOTOPOM Cepbe3HO OTHOCATCA K NCUXO- 
COL|MaNbHbIM acnekTaM paOoTbl, ABHO U HeEABHO 
NOOLIpPAIOTCA NoAAepxKuBatowue MpakTUKN u 
oGecneuvBaeTCA VHKMIO3MBHOCTb UM pa3HOO- 
Opa3ne. 


Nonutuka vu MHCTpymMeHTbI 
o6pa6oTKn AaHHbIx 


CnegyeT pa3paOaTbiBaTb, BHeAPATb u coOnto- 
AjaTb B XOgfe paccnefoBaHuA nonuTuKy Obpa- 
60TKU, COXPaHeHNA UM YHNYTOKeHWA AAHHDbIX. 
OpraHv3ayuam cnegyet pa3paboTaTb nonutnky 
coxpaHeHuaA UHdopmMauwu (nonutTuKa coxpa- 
HeHUA) UW yAaneHuA undopmayun (nonutuKa 
yHaneHua), Korga 3TO HeOoOxoAumMo, a Take 
nonutuky goctyna kK UHdopmauun (BHyTpU Op- 
raHv3zauvn) uv OOMeHa UHdopmaunen (c BHeL- 
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Npotokon Bepknu no BegeHuto paccnegoBaHui c UCNONb30BaHNeM OTKPbITbIX LIUPOBbIX FaHHbIX 


128. 


b) 
129. 


HYMN cTOpoHamnu). Kpome Toro, none3Hon c) 
MOKET OKa3aTbCA CNelWanbHaA NonuTuKa no 
CO3gaHulo UU UCnONb30BaHU0 BUPTYasIbHbIX AIMY- 
HOCTeu, a TaKwKe NONUTMKAa WOcTyNa K yTBepxK- 
AeHHOMy nporpamMMHomy oGecneyeHuio UW UC- 
nONb3yeMbIM VHCTpyMeHTaM. 


130. 


Nonutuka o6pa6oTKn AaHHbIx 


Nonutuka coxpaHeHiWaA DaHHbIx d) 


Nonutuka coxpaHeHua AaHHbIx BarKHa oA O6e- 131. 
cneyeHua cCOONOfeHUA MHOFUX 3aKOHOB O 3a- 

LUViTe DaHHbIX WV MpaBun coxpaHeHWA AaHHbIx. 

B HekKOTOpbIX cnyYaAX cCYLIeCTByIOT MMHI- 
MasibHble TpeOOBaHUA K CpOKaM cOoxpaHeHua 
AjaHHbIX, a B APyrux — MaKCUManbHble OrpaHu- 

YeHMA COOKOB MX COXxpaHeHua. B nonutuke cne- 

AyeT OTpa3UTb NOAXoAbI kK xPAaHeHUtO AONroBpe- 
M@HHbIX AaHHbIX U BEACHUIO COOTBETCTBYIOLUeN 2. 
AOKYMeHTaLIN C LenbIO BbINONHeHNA flopnguue- 

CKUX UM 6u3HeC-TpeboBaHUN kK apxUBNpOBaHulo 132. 
AaHHbIx. B pa3nVuHbIx CTpaTernaAXx COXpaHeHUA 

AaHHbIX CONOCTaBNAIOTCA lopugANyeckue 3aga4N 

wv 3agaun obecneyeHuA KOHOUAeHUMAaNbHOCTU 

Cc 3KOHOMMYeCKUMNU CoobpaxKeHuAMN UU CcoOobpa- 
%KEHUAMU Chy*KeOHON HeOobxoAMMocTU, YTOObI 
onpegenutb cpokN xpaHeHua, NpaBuna apxu- 
BUpOBaHnaA, dOpMaTbI AaHHbIX MW AOnycTumple 
CpeAcTBa xpaHeHua, goctyna u wudpoBanua'®’. 
NouumadHuve AenctBylownx npaBun Heobxogumo 

AA pazpaborTKn Takux cTpaternn. 


Nonutuka ynanenua AaHHbIx 


YaaneHue yactn Habopa AaHHbIx 6e3 4eTKON 
NONUTUKM yAaneHUA VU COXpaHeHuA, a TakKe 6e3 
BeAeHNA %*KYPHAaNOB peructpayuu Toro, uTO, KEM 
Mv korfa ObINo yHaneHo — a Take QnA Kakux 
yenen, — MO*KeT BbI3BaTb 3HAYUTeENbHbIe Mpo- 133: 
6nembl, B YACTHOCTU KOrga UHbOpMalnA MOKET 

ObITb UCcnonb30BaHa B cyge. JIvljam, NpPoBo- 

AAWMM paccnefoBaHuaA, cneAyeT coOntogatb 
npvmeHumble HOpMaTMBHble akTbI, KACaIOLUNeCA 

yHaneHua LUNdpoBbIx FaHHbIX, V yUVTbIBaTb, YTO 

MOryT BO3HUKHYTb fopugnyeckue npodnempl, 
CBA3aHHbIe C UCNONb3OBaHUMeM Toro WM UHOrO 

mMeTOga. 


a) 


Nonutuka foctyna K faHHbIM 


OpraHv3ayuam, coOupatowum uu obpabaTbiBa- 
HOLM faHHble, OCOOeHHO KOHOUAeHLMaNbHble, 
cnepyeT UMeTb YeTKyIO NOMUTUKY B OTHOLUEHUNM 
Toro, KTO MOKeT UMeTb AOCTyN K pa3nN4HbIM 
TunaM AaHHbIX. JlioOble HacTpoMKu B 6a3ax 
AjaHHbIX WN CUCTeMax AONKHbI OTparkaTb 3Ty 
nonutuky. 


Nonutuka o6MeHa AaHHbIMU 


Bo3MOx%KHO, OpraHv3alMAM CTOUT NOsyMaTb 
O pa3pa6oTke nonutTuKY O6mMeHa AaHHbIMN C 
BHeWWHUMU cyObeKTamu. Mpu pabote c BHeu- 
HUAMU NapTHepamu cnepyeT 3aKNIOUNTb MeMo- 
paHAyMbI O B3aMMONOHUMMaHUN UNV KOHTpakTHI, 
uToObl ObecneuuTb coOniogeHve napTHepamnu 
TaKON NONUTUK. 


YnpaBnenue undopmaynen 


Npexge 4yem npuctynutb kK paccnegoBaHuaM C 
UCnosb30BaHNeM OTKPbITbIX aHHbIX, OCOOeHHO 
K COopy  CoxpaHeHuio LiNdpoBbIx MaTepuanoB, 
paccnegoBatenam, rpynnam Mu opraHv3alinam 
cnepyeT co3fjaTb cucTemy ynpaBneHuaA UHdop- 
Mauven. CyujecTByeT WenbIN pay BapvaHToB 
TaKON CUCTeMbI, VB IlpoToKone He noggepxKu- 
BaeTCA KaKOU-TO KOHKPeTHbIN BapNaHT. BMecTo 
3TOrO HW>Ke MpeACTaBNeHbl OCHOBHbIe yHK- 
LMOHabHbIe ~BO3MOXKHOCTU, KOTOPbIe MOryT 
ObITb NoNe3HbI B Npowecce paccneAoOBaHUA VU B 
HeKOTOpbIX OOCTOATeNbCTBaX MOryT ObITb He- 
o6xofmpl. Kpome Toro, Kak ye FOBOPUNOCb B 
rnaBe IV, HeEOOxOgUMoO CO34aTb UHOpactpykTypy 
YU MpoTtoKonbl Ge30nacHocTu. 


Cuctema ynpaBneHna paccnenoBaHiem 


Cuctema ynpaBneHuaA paccnegoBaHvem — 3TO 
cuctemMa fMOKYMeHTMUpOBaHWA = AeATEMbHOCTU, 
NPOBOAUMON B paMKax paccnegoBaHua. He Bce 
opraHv3auvv, MpOBOAAWMe paccnegoBaHnua”, 
UMelWT TaKNe CUCTeMbI, HO OHM HaCTOATesIbHO 
PeKOMeHAYIOTCA, OCOOCHHO AIA KpynHbIx op- 
ranvzayvn WU paccnegoBaTenbcKkux rpynn. 
Takuve CUCTeMbI MOXKHO VUCNONb30BaTb ANA pac- 
npegeneHuaA 3aga4 WU COCTaBNeHMA OTHeETOB O 


13° Yvonne Ng, “How to preserve open source information effectively’, in Digital Witness, Using Open Source Information for Human Rights Investigation, 
Documentation and Accountability, Sam Dubberley, Alexa Koenig and Daragh Murray, eds. (Oxford, Oxford University Press, 2020), pp. 143-164. 


50 


b) 


134. 


135. 


a) 
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AeATeNbHOCTU, YTOObI Mpouecc ObIN CTpyKTy- 
PUPOBaHHbIM UM MaKCUMaNbHO 3ddeKTMBHbIM, 
NOCKONIbky 3TO MOXKET MOMOUb COKPaTMTb Ay- 
OnupoBaHue ycunun. 


Cuctembi ynpaBneHnua UHdopmaynen 
W AOKa3saTenbcTBaMn 


Cuctembl ynpaBneHua uHdopmayven ucnonb- 
3yYlOTCA AIA XpaHeHMA AaHHbIX, COOPaHHbIX B 
xofe paccnegoBaHunu. TakaA cuctemMa fon*KHa 
ObITb B COCTOAHUN BbINONHATb ABE pa3snuuHble 
oyHKUMn: a) OTCNexKUBaHNe COOpa U OO6paboTKn 
MaTepuanos; uv b) oT60p mMaTepuana, KOTOpbIN 
MO>KeT ObITb ViCNONb30BaH B KaYeCTBe AOKa3a- 
TeNbCTBa. 


Undpactpyktypa — MaTepuanbHo- 
TexHMyeckne cooGpakeHna 
vv coo6parkeHna Ge3sonacHocTN 


Mpu pa3paboTke uHndpactpyktypbI ANA opra- 
HU3auMu, 3aHMvmalolencaA paccnegoBaHuAMN C 
UCnONb3O0BaHNeM OTKPbITbIX AaHHbIX, “NW npu 
BbIOOpe WHCTpyMeHTOB ANA He3aBucuMoro 
paccnegoBaTena HeOOXOgUMO yUUTbIBaTb pAg 
BaxKHbIX MaTepViasIbHO-TexXHMYeCKUX COOoObpa- 
KHUN NU CoobpaxkeHnn 6e3zonacHoctTu. B yenom 
cylLyecTByeT Tp No”xogja kK pa3spaborTKe CUCTeM: 
a) CO3QaHMe CUCTeEM VU WHCTPyMeHTOB Ha 3aka3; 
b) ucnonb30BaHue HaXxOAALIUXCA B OTKPbITOM 
Aoctyne wnu G6ecnnatTHbIxX MHCTpyMeHTOB VU 
nporpammMuHoro o6ecneyeHua, AOcTynHbIx B VH- 
TepHeTe; uu c) NpuobpeteHve KoMMepYecKUx 
NPOAYKTOB y TpeTbUX NUL. KarxkAbIN U3 STUX NOD- 
XOAOB UMeeT CBOU NpeUMyLyecTBa VU HEAOCTATKN, 
MW WX yCcnex 3aBUCUT OT KOHKPeTHbIX OOCTOA- 
TeNbCTB M KOHTeKCTa paboTb! NUL, NDOBOAALYUX 
paccnegoBauue. VB dTOM cnyyae B IlpoToKone 
TakKe He nponaraHgupyetca HY OAUH v3 Nog- 
XOA0B, a NpeAcTaBneHbl NpeumywecTBa U He- 
AOCcTaTKN KaxKAOro V3 HX, a TAKE KOHKPeTHbIE 
dakTopbl, KOTOpble cnegyeT NPUHUMaTb BO BHU- 
MaHve Npuv NpWHATUN pelieHuA O Tom, Kakue 
NpOAYKTbI UCNONb30BaTb. 


Kommepueckne nposyKTbi 


NpeumyuwjecTBo KOMMepYeCKUX MPOAYKTOB 3a- 
KniouaeTCA B TOM, YTO YaCcTHOe NpegnpuaTue 
MO>wKeT ViMeTb Gonee sddekTUBHylO VUHdpa- 
cTpykTypy 6e30NacHOCTN VW 6bITb B COCTOAHUN 
o6ecneuvtTb NOCTOAHHY!O U NocnepOBaTeNbHyto 
TexHuYeckylo NogAepx*ky. OfHaKO OHM MMeroT 
OY4eBUAHbIN HeAOCTaTOK — CTOMMOCTb. Kpome 
Toro, B3aMMOgeNcTBNe C TPeTHUMU CTOPOHaMU 
WM onopa Ha HUX MOXKeT CTaTb Npobnemon ANA 
opraHu3auni, CcTapalouWxXcA COXPaHVTb KOH- 
@UDeHWVaNbHOCTb = =CBOUX paccnefoBaHun. 
MxHorve KoMMepueckNe NposykKTb!l UMerOT 3a- 
KPbITbIA VCXOMHbIA KOA ANA 3aluTbI CcBoen 


b) 


137. 


c) 


138. 


WHTeNNeKTyaNbHOM CcOOcTBeHHOcTU. Kommep- 
yeckNe NPOAYKTbI MOryT Tak>Ke BbI3bIBaTb O3a- 
O04eHHOCTb OTHOCVTeNbHO NMpaBa COOCTBeH- 
HOCTM B OTHOWeCHUN AaHHbIxX, MepeHOCcUMocTU 
MU BO3MO%*KHOCTM 3KCNOpTa AaHHbIX, a Take 
COBMeCcTMMOCTV C Apyrumu cuctemamu. Kpome 
Toro, KOMMaHMM MoryT pearupoBaTb Ha aB- 
neHve mpasutenbctBa, Tpebyiouwjero soctyna 
K YaCTHOU UHdopmMauun. OcHoBHaA npobnema 
3aks1l04aeTCA B TOM, UTO, XOTA B KOMNAHNAX eCTb 
rpynnbl no o6ecneyeHuio Oe30nacHocTM ANA 
3aLUTbI CBOUX MpOsyKTOB MU Nonb30BaTenen, 
NONb30BaTeNU AON KHbI ObITb yBeEPeHb! B TOM, 
uTO KOMNaHuN pa3pabotann u 6yAyT noAgepxKu- 
BaTb CBOM CICTeMbI OUKHbIM OOpPa30M VU UTO Ha 
Oonee No34HeM dTaNe HE BO3HUKHET CKPbITbIX 
pacxogos. 


Co3gaHHble Ha 3aka3 MN ayaNTMpOBaHHble 
NHCTpyMeHTbI 


MpeumywjectTBoO cO3q4aHVNA WHCTPyMeHTa Ha 
3aKa3 VM afantalwn yrKe CyYLeCcTByIOLero UH- 
CcTpyMeHTa 3akmloY“aeTCA B TOM, YTO NUWa wn 
opraHv3auuu, MpOBOAAWNe paccnegoBaHue, 
COXPaHAOT KOHTPONb Hag BCeM cucTemMonN vu 
CBOUMI faHHbIMY Ui, Kak CneACTBUe, MoryT 136e- 
>KaTb B3AVNMOAeNCTBNA C TPETBUMM CTOPOHaMy. 
Cuctembl, W3rOTOBNeHHbIe Ha 3aKa3, Take 
nerye WHTerpupoBaTb Cc ApyrMmMu cucTemamu, 
VU3rOTOBNeHHbIMUM Ha 3aKa3. HegoctaTKN BKMIIO- 
yaloT BPeMA, CTOUMOCTb U NpodeccuoHanbHble 
3HaHUA VW HaBbIKN, HeEOOxoAMMble ANA co3gaHUA 
Vv nosgepxku Takux cucTem, YTO 6yfeT CNO*KHON 
3agauen ana OONbUWIMHCTBa = oOpraHv3ayun. 
Kpome Toro, Npv UCcnoONb30BaHUN 3aKpbITOU 
CUCTeMbI C OfpaHMYeHHbIM YVCNOM 6eTa-TecTU- 
POBLIVKOB UM nonb3oBaTenen MoxKeT ObITb 3a- 
TPYGHUTeNbHO BbIABNeHVe yA3BUMOCTen nn 
nonyyeHue AOCTAaTOYUHOrO KONNYeECTBa OT3bIBOB 
ANA MaKCUMasbHOrO yny4leHnaA dyHKLWOHaNb- 
HOCTH. 


HaxogAweca B OTKpbITOM AOCcTyne 
vu G6GecnnaTHbie MHCTpyMeHTbI 


Haxogauneca B OTKpbITOM AocTyne UHCcTpy- 
M@HTbI — 3TO UHCTpyMeHTbI, AIA KOTOPbIX Ppa3- 
paOoTunku OTKpbITO OnyOnuKoBanN UCXOAHbIe 
KOgbI, UTOObI M1060 *eNaloLNN Mor CBOG6OLHO 
UCnONb30BaTb WIM V3MeHATb UX. CylecTByeT 
pag KOMMepueCKUX MPOAYKTOB C OTKPbITbIM 
UCXOfHbIM KOAOM, a Take JOCTYNHbI HeKO- 
Topble 6ecnNaTHble UVHCTPyMeHTbI C 3aKPbITbIM 
UCXOfHbIM KOZOM, HO 3TO UcKNIOueHnA. Uae 
BCe€rO UHCTPyMeHTbI C OTKPbITbIM KOJOM ABNA- 
toTcA 6ecnnatHbimu. Ana HebonbuiNx opraHn- 
3aL\i C OfpaHUYeHHbIM O10f>KeTOM, a Tak>Ke ANA 
KPyNHbIx OpraHu3zalNn c OOpemeHuTenbHbIMU 
npouyesAypamu 3akynoK MmMNaTHbIX MpogyKToB, 
OecnnaTHble UHCTPyMeHTbI MOryT CTaTb BaxKHON 
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aNbTepHaTUBON, KOTOpy!o0 CnevAyeT paccMoOTpetTb. 
OgHako OecnnaTHble ANA nonb3oBaTenen MH- 
CTPyMeHTbI MOryT NMPWHOCMTb Npvobinb Apy- 
rumu cnocobamu, Hanpumep 3a cy¥eT NpogaxKu 
AaHHbIX NOMb30BaTeNnen UW aHaNUTMYeCKON UH- 
mopman, YTO NOAHUMaeT BONpOcbI Oe30NAac- 
HOCTU UW KOHdNgeHLManbHocTu. Kpome Toro, 
Ucnonb30BaHNe 3TUX MHCTpyMeHTOB TpebyeT 
npegBapuvtenbHoro UccnegoBaHuA, YTOObI y3- 
HaTb, KTO UX CO3faN, NPOWNAM NM OHM He3aBi- 
cumylO MpoBepky MW ABNAIOTCA NM OHM ycToN- 
unBbimu. Bce Tpv acnekTa MOryT NOAOpBaTb 
HoBepue kK paccnegoBaHuio. B YacTHOCTM, VH- 
CTPyMeHTbI MOryT CO34aTb Npobnemb! B Mpa- 
BOBOM KOHTeKCTe, eCnu Aeno AONgeT AO cyga 
MU VHCTpyMeHT OyfeT OCNOPeH NpOTUBHON CcToO- 
POHON. Kpome Toro, ANA TaKUX CUCTeM VM CpegqCcTB 
nporpammuHoro obecneyeHuaA HeEOOxogMM nna 
pe3epBHoro KONMUpOBaHuA, a TakKe cucTema 
MUrpauuu VW pezepBHoro KONMpOBaHUA AaHHbIXx 
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B cnyyYae UX yCcTapeBaHuA “nM OTCYTCTBUA AO- 
cTyna kK pa3paboTunkam. XOTA UHCTPyMeHTbI C 
OTKPbITbIM ViCXOMHbIM KOAOM MoryT 6bITb npu- 
BneKkaTenbHbIMU ANA opraHv3auun (oTYacTu 
v3-3a Toro, 4YTO Apyrve rpynnbl co cxo%KUMU 
B3rnAgamMu Ucnonb3yloT ux), NVLa U opraHn- 
3alNu, NpoBogAwNe paccnegoBaHuaA, HONKHbI 
npoBectu nonHyto, He3aBUcuMyto OL|eHKy TOFO, 
Kak OHU paboTaloT UW Kakie NOCNeACTBUA MO>KeET 
UMeTb UX UCNONb3OBaHNe B KOHKPeTHOM KOH- 
TeKCTe. 


NMpu npuvnatuu peweHua o co3qaHun UHCTpy- 
MeHTa Ha 3aKa3, UCNONb30BaHUN G6ecnnaTHOrO 
npo6Horo wn HaxogAuerocA B CBOOOAHOM 
Aoctyne mporpammMHoro o6ecneyeHuaA unn 
nokynke mpogykTa paccnegoBatenam == cye- 
AyeT yuecTb pekomeHgalyuun no cobnimg”eHuio 
OJPKHON OCMOTPUITENbHOCTH, NpesCTaBNeHHble 
B npvnowKeHun V Hue. 
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™@ CyuwecTByeT WeCTb OCHOBHbIX STaNOB paccnefoBaHua. K HUM OTHOCATCA: 
a) OHNanH-pa3bickaHua; b) npegBapuTenbHaA OuWeHKa; c) cC6op; d) coxpaHe- 
Hue; e) Bepudukayna; f) paccnegoBatenbcKkun aHanu3. B copokynHocTu 3Tu 
HevcTBNA ABNAIOTCA UaCTbIO UKNla, KOTOPbIN MOMKET NOBTOPATbCA MHOPO pa3 B 
xoge paccnefoBaHna, NOCKONbKy BHOBb OO6HapyxkeHHaA UHopmMayna NpUBo- 
QUT K HOBbIM HanpaBneHuaM paccnegsoBaHua. 


Jimyam, npoBogAuwjwm paccnegoBaHue, cnefsyeT AOKyMeHTNpOBaTb cBONU 
geuctBua Ha KaxKgOmM dTane. STo 6yfeT cnocoO6cTBOBaTb NOHATHOCTN u 
npo3spauHocTn ux paccnesoBaHuu, BKNIOUaA WenouKN OGecneYeHuA COXpaHHoO- 
CTH, a TakKe SheKTUBHOCTH VM pe3syNbTaTUBHOCTH Mx paccnesoBaHun, BKNIOY“aA 


NONHOTY paccneAOBAaHMA U KOMMYHUMKalblo MexKAy WieHaMuU rpynnbl. 


oe 
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Mpu npoBepfeHuu paccnegoBaHui c ucnonb- 
30BaHMeM OTKPbITbIX AaHHbIX TpebyloTCcA TLJa- 
TeMbHoe HaOmofeHue u cucTemaTuYecKue pa- 
3bICKAHMA AIA YCTAHOBNIeHUA PakTOB B CHOMKHON 
YW AVUHaMuYHON UNdpoBon cpege. JIvyam, npo- 
BOAALIMM paccnegoBaHuaA Cc Ucnonb30BaHvem 
OTKPbITbIX AAHHbIX, CNeAyeT KpUTMYeCKN NOg- 
XOAMTb K MPOBepKe OHMaNH-KOHTeHTa Ml yMeTb 
OLIGHUBaTb cnocoObl vckaxKeHuA LNdpoBoro 
MaTepvana unu MaHunynayui c Hum. Um cne- 
AyeT TakxKe MPYMeHATb CTPYKTYPUPOBaHHbIN 
nogxof, K OHMaH-pa3bICcKaHUAM, YyUUTbIBaA 
NpeAB3ATOCTb, 3anoOwKeHHYIO B anropvitMax, u 
He@paBeHCTBO B MNaHe AOCTYNHOCTN OTKPbITbIX 
AjaHHbIX, KaCalOWMXCA KOHKpeTHbIX rpynn, 


MW QvHamuyHbin xapakTep OHNaNH-vHdopmauun. 
CnepyeT TuwWaTenbHO W3yYaTb BCe NpegAnonara- 
emble daktTbl. B HacTOAWeN raBe npegcTaBneH 
CTPyKTyPUpoBaHHbIN NoAXo K NpoBefseHuio 
paccneOBaHUN C UCNONb30BaHNeM OTKPbITbIX 
AaHHbIx. Ha pucyHke Hw%Ke U3Z00paxKeH LINKN 
paccnegoBaHuA C UCNONb30BaHVeM OTKPbITbIX 
AjaHHbIx. BaxKHO OTMeTUTb, UTO paccnegoBaHnaA 
C WCNOMb3OBaHNeM OTKPbITbIX HaHHbIX PeAKO 
ObIBalOT NMHENHbIMU, VU YaCcTO TpebyeTCA NOBTO- 
peunue 3TOrO Npouecca, yuUTbIBAaA UWKNMYeCcKUN 
xapakTep nocTpoeHuA Alena. Kpome Toro, MoryT 
ObITb BeCKNe NPNYWHbI ANA OTKNOHeHUA OT 
>TOrO NopaAgka. 


Linky paccneOBaHnWA C UCNOJbSOBAaHNeM 
OTKPbITbIX DaAHHbIX 


PaccnegoBatenbckun 
aHann3 


(npoyeccb! MHTepnpeTayun 
AaHHbIx, bopmynupoBaHna 
BbIBOAOB VU BbIABNeHUA 
npo6enos Ana ganbHenwero 
paccnefoBaHna) 


Bepuoukayna 


(mpoueccb! OW@HKM Haferx*KHOCTN 


UCTOUHNKOB VM KOHTeHTAa) 


OnnaniH-pa3bickaHna 


(npouyeccb! ObHapy>keHuA 
uxndopmayun) 


CoxpaHeHnue 


NpegBaputenbHaa 
oueHKa 


(npoueccbl onpegeneHna 
MaTepuanos, KOTOpbIe 
HeoOxogumo cobpatb) 


C6op 


(npoyeccb! cCbopa UndpoBbix 
MaTepvianos B VHTepHerTe) 


(npouyeccb! obecneyeHua 


XpaHeHua UU u3BNeUueHNA 
co6paHHon uHpopmaynn) 
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OnnanH-pa3sbicKaHuaA 


CyujectByeT Ba OCHOBHbIX mMpoLliecca OH- 
NlaWH-pa3bicKaHui: a) NONCK, TO eCcTb OOHapy- 
*eHNe VUHPopMal|“n WU UCTOYHNKOB UHdop- 
MaLlMN Cc NOMOLIbIO O6WeN UNM pacluNpeHHoN 
mMeTogonoruu noucka; vb) MOHUTOPUHT, TO eCTb 
OOHapyxkeHNe HOBOM UHdopmMalwu nyTem no- 
cnefoBaTenbHOoro WM HenpepbiBHoro u3yY4eHnA 
Ha6opa NOCTOAHHbIX UCTOYHMKOB. 


Nouck 


Nouck B UntepHete — 3TO NpobnemHo-opueH- 
TUPOBaHHaA AeATeNbHOCTb, HanpaBeHHaA Ha 
oOOHapyxKeHNe HOBOM UHdopmalinu, umerowen 
OTHOLWeHNe K ONPeAeNeHHON Lenu unu uccne- 
AOBaTenbckomy Bonpocy. Mouck AomKeH ObITb 
CTPYKTYPUPOBaHHbIM UM CUCTeMaTU3NPOBaHHbIM, 
B TOM UNCne Ha¥WHaTbcA C dopMynupoBaHna 
yeTKOrO BOMpoca vccnegoBaHuvA uM napame- 
TpOB Noncka, a TaKKe KMOUeBbIX CNOB M One- 
patopos"®’”. Pa3nuuHble MONCKOBbIe CUCTeMpbI, 
UHCTpyMeHTbI NOVCKa, NOUCKOBbIe 3aNpocb! U 
onepatTopb! noucka AaAyT pa3Hble pe3ybTatbl; 
nosTOMy AMWaM, NPOBOAALMM paccnegoBaHna, 
cnepyeT NpOABNATb OnpegeneHHyo u3z00petTa- 
TeENbHOCTb M yNOpcTBO, Ucnonb3yA pa3snvuHble 
CpeACTBa UU KaHanbl, UTOObI HaliTN HeOOxoAMmyto 
uHdopmayvio. Momumo nonckoBbix CUCTeM, VC- 
nonb3yeMbIx ANA Novcka UHbopmMalynn Ha UH- 
Aekcupyembix Be6-caitax, CTDyKTyPUpOBaHHbIN 
NOUCK Tak>xKe MOMKET UCNOMb30BaTbCA Ha mnat- 
dopmax COLl|ManbHbIx ceTe “ B 6a3aXx AaHHbIx. 
B cBA3N C HeEOOXOAMMOCTbIO NpYMeHeHIA Pa3- 
HOOOpa3HOro, Pa3sHOCTOPOHHerO M OTAeNbHOrO 
AA Ka>xKQOro KOHKpeTHOrO cnyyuaan NoOAXoAAa pac- 
cnefoBaTenaAM cnepyeT TWWaTenbHO AOKyMeHTI- 
POBaTb CBOM AenNcTBUA, YTOObI UX MOMKHO ObINO 
OObACHMTb B MOCBALYEHHbIX MeTOAONOrMNM pa3- 
Ajenax OTYeTOB WN B NOKa3aHMAX B xoAe cype6- 
Horo pa30upatenbcTBa. ITO MOET ObITb PeTpO- 
CNeEKTUBHbIN NpoLecc, He O6ABaTeENbHO NAyUNi 
napasnenbHo Cc Camu UccnefoBaHuem. OAHako 
AOKYMeHTMpOBaHve BCcerfa CnegyeT NPOBOANTb 
Kak MOKHO Oonee OnepaTuBHo. Mpu onncaHunu 
CTPyKTypupoBaHHOoro Noucka HeoOxoAUMO 3a- 
OuUKCUPOBaTb cneAytollyto VHhopmaLviio: 


a) wWenb UU Bonpocbl uccnegoBaHua: dopmy- 
mupoBaHve Bonpoca (BOonpocosB), Ha Ha- 
XO*KAeHNe OTBETA Ha KOTOPbIN (KOTOpbIe) 
HanpaBneH nouck B VHTepHeTe, Cc yueTOM 
Npvkuvna OObeKTVBHOCTU, M3NO>%KeHHOrO 
BbILLIe; 


b) dakTbl, Npe_ANONO*KeHUA UN HEV3BeECTHOE: OT- 
NpaBHON TOUKON Chy*KaT U3BeECTHbIe PakTbl, 
ecu TakoBble ObInu ycTaHOBneHbl. Tak>Ke 
MOMKET ObITb MOMe3HO PabOTaTb Ha OCHO- 
Be BBOAHON UHdopmayuu unu normyeckux 
npeAnonomxeHun, fake ecnu OHM ele He 
npoBepeHbl. OAHaKO BaxKHO PUKCUPOBaTb 
mio6ble npegnonomweHua. HakoHeu, MormKeT 
O6bITb =Llenecoo6pa3HO ~=cdopmynupoBatTb 
npodenbl B 3HaHMAX NN Apyrve Heu3BecT- 
Hbl@ MOMeHTbI B CaMOM HaYane paccnego- 
BaHuA. Pa3rpaHvueHve dTUX KaTeropun 
UHhopmMaywu NoMoxKeT NpeAOTBPaTMTb He- 
OObeKTMBHbIe UNM NCKaxKeHHbIe Pe3ysIbTATbI 
nNyTeM YTOYUHeEHMA NOUCKOBbIX 3aNpOCcoB U 
UX OCHOBaHUI; 


c) MoONcKoBbIe 3anpocbl Mv KMOueBbIe CHOBa: 
ana npoBeszeHuA WeneHanpaBneHHoro no- 
vcka paccnefoBaTenaAM cneAyeT COCTaBUTb 
CNUCKU KMIIOUeBbIX COB B COOTBeETCTBUM C 
NPUHYMNOM OObeKTMBHOCTM Ha OCHOBEe Te- 
OpuN UNM HeckONbKUX Teopun vena. B uge- 
ane nua, NpoBogAWNe paccnegoBaHua, 
6yfAyT BBOAVTb B NOUCK KnloY“eBble CNOBa Ha 
BCeX COOTBETCTBYIOLUMX A3bIKAaX UC UCNOsb- 
30BaHNeM BCeX COOTBETCTBYIOLUMX CUCTeM 
MUCbMa MU C OCTOPOMKHOCTbIO OTHOCUTbCA 
K BO3MOMKHOCTU NonyYeHuA Upe3MepHo 
WVHKNO3VBHbIX WIM HegOCTaTOUHO VHKSIIO- 
3UBHbIX pe3ysbTaTOB NONCKa. HecmoTpA Ha 
pa3nuuna OOcTOATeNbCTB Aen, CyLeCTByIOT 
onpefeneHHble O6LyMe TemMbI, KOTOpbIe cne- 
AyeT BKAIOUNTb B CNUCKM KMIOUeBbIX COB, 
Hanpumep 3HauMMbIe MeCTa, UMeHa, Opra- 
HU3aLINU, HaTbl WV COOTBETCTBYIOLUNe XeLUTe- 
ru. TakKe MOxKeT ObITb NONe3HO ONpegenuTb, 
YTO MOMKET CUUTATbCA UVHKPUMUHMpyrolyen 
onpaBAbiBalowjen UHdopmMalven B KOHTeK- 
cTe KOHKPeTHOrO paccnegoBaHns; 


d) mouck uw noncKoBble cVCcTeMbI: paccnefo- 
BaTenAM CnefyeT OTCNE*KUBaTb CBOM NOUCK 
MU dUKCUpOBaTb NyTb K COOTBETCTBYIOLEMy 
MaTepuany, BKNO“aA 3anpocbl, OnNepaToppbi 
WM MOUcKOBbIe CUCTeMbI, KOTOPbIe NpvBenu 
K 3TOMY KOHTeHTy. Um HeT HeEOOxogumocTU 
uKcCUpOBaTb BCe pe3yibTaTbI NOVCKa, NOo- 
CKONbky 3TO UPe3MePHO OOPeMeHUTeNbHO 
Vl He 6yfeT UMeTb OoONbLION OKa3zaTeNbHON 
cumbl. 


137 Bynesble OnepatTopbl — 3TO npoctble cNoBa, TaKUe KaK «KM», KUM» NU «KHe», KOTOPbIe MOXKHO UCNONb30BaTb «AIA OObeAUHEHMA YM MCKNOYeHNA 
KMIOUeBbIX COB B NONCKOBOM 3anpoce, YTO NO3BONAeT NonyuUTb Gonee YeneHanpaBneHHble U NpoAYKTMBHbIe pe3yNbTaTbI». Cm. Alliant International 
University Library, “What is a Boolean operator?» URL: hitps://library.alliant.edu/screens/boolean.pdf. 
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MoxuvtopuHr 


Mouutopulr npegnonaraeT u3yy4eHue ycTaHoB- 
N@HHOrO UCTOUHUKa UHdopmauunu, Hanpymep 
onpefeneHHoM TembI, B TeYeHVe OnpepeneH- 
Horo BpemeHn. Llenb — oTcneguTb u3mMeHeHue 
KOHTeHTa, FeHepUpyemMoro NOCTOAHHbIM UCTOU- 
HUKOM. OHNaNH-MOHUTOPUHT §OmKeH ObITb 
CTPYKTYPUpOBaHHOM AeATeNbHOCTbIO Cc UC- 
NOMb30BaHUeM CNVCKOB VW3BeECTHbIX NM paHee 
MPOBePeHHbIX OHaMH-UCTOUHUKOB, TaKUX Kak 
Be6-caiTbI UNM akKayHTbl B COL|MasIbHbIX CeTAX, 
a TaKxKe NOVCKOBbIX Pa3bICKaHMM, KOTOPbIe BbI- 
NONHAIOTCA Ha MOCTOAHHOM OCHOBe Cc onpese- 
NeHHbIMU LIenAMNU. CM., Hanpumep, cneAyouve 
UCTOUHUKU: 


a) Be6-caiTbI UW akKayHTbI B COLIMasbHbIX CeTAX: 
paccnegoBaTenam cnefyeT BecTu pabouve 
cnuckn Be6-cavToB u npodunen, nogne- 
>KaLUX MOHUTOPUHTYy, B KOTOPbIX HO>KHO 
ObITb yKa3aHO OOOCHOBaHNe nNpNYUH, nO 
KOTOPbIM OHM No”BepraloTcA MOHUTOPUHTY; 
JIMLO, OTRETCTBEHHOE 3a MOHUTOPUHT; NULIO, 
OCyLeCTBNAIOLee ~MOHUTOPUHT; Mu nepuo- 
AMYHOCTb MOHUTOpUHTa; 


b) xeuiTeru vu kmtoy“eBble cnoBa: paccnegoBa- 
TenaM cnegyeT TakxKe BeCTM MU perynApHO 
OOHOBNATb pabounn cnucoK xeLUTeroB Ul 
KMOUeBbIX COB, B OTHOLUCHIM KOTOPbIX Be- 
AjeTCA MOHUTOpUHT; 


C) aBTOMAaTM3aL|VA: MOHUTOPUHT MO>KeT BKSIIO- 
YaTb UCNONb30BaHUe ABTOMATU3ZNPOBaHHbIx 
WHCTpyMeHTOB, KOTOpble MOryT, Hanpumep, 
nepvognyecku NpoBog_NTb NoUCcK Ha oOnpe- 
AeNeHHbIX CavTax wn Cc Ucnonb30BaHvemM 
onpefeneHHbIx napametpos. Bcerga cne- 
AyeT ®uKcupoBaTb Ucnonb30BaHNe Takux 
WHCTpyMeHTOB, BKO“aA MX Ha3BaHVA VU 
Bepcuny, a TakKxKe BBOAMMYy!0 B HUX UHoOpMa- 
uo. 


NpegBsaTocTb 


Mpuv mpoBeseHuu cTpyKTypupoBaHHoro = no- 
ucka MW MOHUTOPUWHra AMLaM, NPOBOAALMYM 
paccnegoBaHua C UCNONb30BaHVNeM OTKPbITbIX 
AaHHbIX, cnegyeT BCerfa cCOXpaHATb OguTenb- 
HOCTb B OTHOLWEHUM NpeAB3ATOCTU — Kak Cco6- 
CTBEHHOM KOFHUTUBHOMW NpeAB3ATOCTU, Tak VU 
npegABsaTocTu, Mpuvcywen uHndopmauun, AOo- 
cTynHon B WUHTepHete. Hanpumep, ecin oH 
UWyT UHdopmayuto 06 U3HaCcMNOBaHuUU, Oonb- 
LUIMHCTBO MpegOcTaBNeHHbIX MaHHbIX VN BO- 
npocoB, O6cyxkfaembIx B UHTepHeTe, ckopee 


expression. 


145. 
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Bcero, 6yAyT KacaTbCA U3ZHACMNOBAaHNN B OTHO- 
WWEHUM >KEHLIMYH penpogyKTMBHOrO BO3pacta, 
COBEPLIeCHHbIX BHe Opaka. B pe3ynbTaTax no- 
Ucka MOryT ObITb HeAONpeACcTaBNeHb! AaHHble O 
M@HEe V3BECTHbIX VN perke perucTpupyembIx 
BUgax VZHACUNOBAHNA, TaKUX Kak CeKCyasIbHOe 
Hacunue B OTHOLIGHMM MyXKYUH UM MasIbunkoB, 
necOuAHOK, reeB, OUCceKCyanbHbIX, TPaHCreH- 
A@PHbIx UW VHTepceKC-niogen, NOMKUNbIX *KEHLLNH, 
a Take CnyuaAx U3HACUNOBaHMA B Opake. 


Qpyron npumep — paccnegosBaHue cnyyaeB 
HacuUnuA, CNPOBOLIAPOBaHHOrO He@HaBMCTHM- 
YeCKUMU BbICKa3bIBaHNAMU B VIHTepHeTe, Mo- 
CKONbKy HeHAaBUCTHMYeCKNe — BbICKa3bIBAHUA 
YaCTO BKMIOUAIOT 3AKOAMPOBaHHbIN A3bIK U CUM- 
BONbI, KOTOPbIe HenerkO OOHapyxKuTb AuuaM, 
NpoOBOoAALWUM paccnesoBaHuA, MV MaLuWHaM, VU 3a- 
BUCAT OT HUX. OCOGeHHO Kora paccnegoBaTenu 
He NpuHagnexkat kK COOOLIECTBaM, B OTHOLUEHUN 
KOTOPbIX HanpaBneHbI UX FeUCTBUA, OHM MOryT 
He 3HaTb O KYNbTYPHOM UW KOHTeKCTyasIbHON 
cneuuduke NpUMeHeHUA TEPMUHOB UM CUMBONOB, 
UCcnonb3yeMbIxX 4A pa3-KuraHvA HeHaBUCTU UN 
Hacunua. CutTyalivA OCNOwKHAeTCA TeM, YTO He- 
HaBUCTHMYeCKNe BbICKa3bIBaHMA B VHTepHeTe 
yYacTO HaMepeHHO ChopmynupoBaHb! Takum O6- 
pa3om, 4TOObI u30e%*KaTb OOHapyxKeHNA MaLLU- 
HaMY WU AULaMU, NPOBOAALMMU MOHUTOPUHT, 
MW WX yAaneHuA c OHNAaNH-nnaThopM, XOTA Ha 
caMom gene OHM HanpaBneHbl Ha NOACTpeKa- 
TeNbCTBO K HaCMAUIO UNM AUCKPYUMMHaLINN B OT- 
HOWeEHMM LIeEneBoU rpynnbl HaceneHua. B yenAXx 
npeogsoneHuaA TpyAHOCTen, CBA3AHHbIX C BbIAB- 
NeHVeM NOACTpeKaTeNbcTBa K AVCKPYUMUHauUN, 
Bpakge uw Hacunuto, paccnegoBaTenamM cyne- 
AyeT NPUMeHATb TECT, OCHOBaHHbIN Ha NpaBax 
yenoBeka, Kak, Hanpvmep, NpeAyCMOTpeHO B 
PaOaTcKOM mnaHe gencTBui no 3anpeWweHuio 
nponaraHgbl HAaLMOHAaNbHOU, PacoBON UNUM pe- 
NMrN03HON HEHaBUCTY, NpeACcTaBnArowen cobon 
NOACTpeKkaTeNbCTBO K AVCKPUMUHauNN, BpakAe 
vnu Hacunuto!?®, 


B KOHeEYHOM Tore nyYWiMi cnoco6 Ana nny, 
NPOBOAALWIUX paccnefOBaHue, NPOTMBOCTOATb 
«NPeAB3ATOCTU MaLIVHbI» BMeCTe CO CBOeN 
NPeAB3ATOCTbIO — 3TO OCO3HAHNe BO3MO%K- 
HOCTU CYLIECTBOBaHUA TaKON MpeAB3ATOCTU, 
MPU3HAaHUe PUCKOB VU NPUHATMe AKTUBHbIX Mep, 
Kora 3TO BO3MO>KHO, YTOOb! HUBeENUPOBaTb 
NpeAB3ATOCTb NyTeM V3yYeHUA TepMUHONOrMM 
VU CAUMBONOB, KOTOPbIe UMelOT OTHOLWeHNe K 
onpefeneHHomy KOHTeKCTY nu Habopy npecty- 
MACHU UM VHUMAeEHTOB, a TakKKe PaCLUUpeHNA 
VY AnBepcudukaynn OHNaNH-pa3bickaHnn. B cny- 


Cm. YBKNY, «CBo6ofa BbIpakeHNA MHeHN uM pa3zxKuraHve HeHaBucTu: YBKMY u Pabatckui naw geuctBuii». URL: www.ohchr.org/ru/freedom-of- 
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YaAX, CBA3AHHbIX C CeKCYaNbHbIM NM TeH- 
AepHbIM Hacvnvem, a Take nwObIx Apyrux 
npectynneHui, B KOTOPbIX >%KePTBbI No”Bep- 
raloTcA CTUrMaTM3zauuN uM Mcnonb3yeTCcA 3a- 
KOANPOBaHHbIN ABbIK, paccnegoBaTenamM 
cnegyeT KOHCYAbTNpOBaTbcA Cc 3KCNepTamy, 
KOTOpble MOryT ONpegenuTb VU pa3sbACHMTb 3a- 
KOAMPOBaHHbIN ABbIK WM MpakTUKy OOLWeHNA, 
KOTOpble Takve >KepTBbl UM mpectTynHuKu 
yacTO Vicnonb3yioT Np OOwWeHuN B OHNAaH- 
npoctpaHctBe'’. 


NpegBaputenbHaa OWeHKa 


Npexge yem npuctynutb k COopy KOHTeHTa U3 
UnTepHeta, NMlaM, NMpOBOAALUM paccnego- 
BaHNe C UCNONb30BaHVeM OTKPbITbIX AaHHbIX, 
cnepyeT npoBectu npeABaputenbHylo OLIeHKy 
mio6oro MaTepvana, KOTOPbIM OHM BbIABNAIOT, 
uToObl Uz6eExKaTb COOpa U30bITOUHONM MWHdop- 
Malu wv coOniocTw npvHunnb! MunuMu3alynn 
AaHHbIX MV LleneHanpaBneHHoro paccnepoBaHna, 
a TakKe yOenNTbcA, YTO COOP MaTepuana He 
HapylaeT mpaBO Ha HeMPUKOCHOBEHHOCTb 
YaCTHON *KVM3HU. JINLaM, NPOBOAALWIMM paccne- 
AOBaHNA C UCNONb30BaHNeM OTKPbITbIX MaHHbIxX, 
cnepyeT YUNTbIBaTb cnegyiouive dakToppl, 
uToObl onpegenutb, cneAyeT nM OCyLIeCTBNATb 
cOop Toro unu UHoro LUdpoBoro maTepuana U3 
UHTepHerta. 


AKTyanbHOCTb 


Npu npopegenun paccnegoBaHun c ucnonb30- 
BaHNeM OTKpbITbIX AaHHbIx CneAyeT onpefenutb, 
ABNAeTCA NN UNdpoBon matepuan prima facie 
aKTyaNIbHbIM ANA KOHKpeTHOrO paccnepoBaHna. 
AkTyanbHOcTb mioboro MaTepvana 3aBUCUT OT 
ero Cofep>kaHua UM UcTOUHNkKa, a TakKe OT LIeNen 
paccnegoBaHuA UM TOrO, UTO V3BeECTHO O CUTy- 
aunn. Ha paHHux dTanax paccnefoBaHuA MoOr%KeT 
ObITb TpyAHO ONpegenntb, YTO OTHOCUTCA K Aleny, 
a YTO MOKeT BECTU paccnegoBaTenen B HanpaB- 
neHunu cOopa u36bITOUHON UHdopmauun. Tem He 
MeHee FIMUaM, NPOBOAALIMM paccnegoBaHuA C 
UCNONb3OBaHNeM OTKPbITbIX AAHHbIX, CNesyeT 
noctapaTbca chopmynupoBatb, noyemy OHM 
CUNTAIOT TOT UM MHOU MaTepuan NOTeHLNanbHO 
aKTYasIbHbIM, U TakytO OLIGHKy HeEOOXOAUMO 3a- 
uKCUpOBaTb (Hanpumep, C NOMOLIbIO NpocTon 
YU yAOOHON ANA nonb3oBaTenA CUCTeMbI Mapku- 


2. 


149. 


150. 


Ti 


POBKM WN xpaHeHuA, KOTOPaA CBA3bIBaeT CO- 
OpaHHyto UHdopmaunio, Hanpumep, Cc MecTOM, 
AaTON, VHUN{eHTOM, NUWOM unu TunoOM paccne- 
Ayemoro HapylweHua”). 


HagexKHOCcTb 


Jiuyam, MpoBosAuwwm paccnefoBaHuaA Cc UC- 
NOMb30BaHNeM OTKPbITbIX MaHHbIX, CnepyeT 
onpefenutb, ABNAeTCA NN UHdopmayuA unu 
yTBepxKAeHNA, cogfepxKaluecA B LNdpoBom 
KOHTeHTe, Hafe>KHbIMU prima facie, nyTeM aHa- 
mu3a WU OWAHKM KOHTCHTa, a TaK%Ke KOHTEKCTY- 
aNbHOU UHdopmalun, copeprxKalyelca B danne. 
3TO MOxKeT BKMOUaTb MPOBeEPKy BCTPOCHHbIX 
MeTagjaHHbIx, CBAZAHHON UHhopMayu MU UCTOU- 
Huka"™°. B pamkax 3TOrO Npouecca cneAyerT NbI- 
TaTbcA ONpefsenuTb NepBOUCTOUHNK MaTepuana, 
UTO MOM*KET NOTPEOOBaTb OTCHNeEKUBAHUA NpoOUc- 
XOM*KACHUA AaHHbIX B WHTepHeTe, Nuua, 3arpy- 
3UBLUErO MX, UNV aBTOPa. 


Yganenne 


JivyamM, NMpoBogsALWMmM paccnesoBaHuaA Cc Uc- 
NONb3OBAHVeM OTKPbITbIX AaHHbIX, cneyyeT 
OW|CHVTb BePOATHOCTb yAaneHuA LUdpoBoro 
MaTepvana U3 UnTepHeta wu ero u3bATHA 13 
ny6nuuHoro goctyna. Kora ecTb BepOATHOCTb 
yHaneHvA KOHTeHTa, cnegyeT OTOUpaTb Han- 
Oonee HaferKHyl0 U3BeECTHYIO BEPCUIO KOHTEHTA, 
fake ecnu NpogsonkKaetca npoBepka VU paccne- 
AOBaHNe OTHOCUTeNbHO Gonee paHHux nn nyy- 
wero Ka4ecTBa Bepcui. BepoATHOcTb yAaneHua 
KOHT@CHTa MOXKET ObITb OLIGHEHA Ha OCHOBe pasa 
dakTopos, BKlo“aA NpeANonaraemyto NUYHOCTb 
UCTOUHMKa, Me@CTOHAaXOKACHNe KOHTeHTa UV CO- 
BM@CTUMOCTb KOHTEHTa C YCNOBUAMU OKa3aHUA 
ycnyr wx nocTaBlunkom. Hanpumep, HaTypanu- 
CTUYeCKUN VNU OCKOPOUTeNbHbIN KOHTeHT, KO- 
TOPbIN MO*KeT UMeTb OONbLIyIO AOKa3aTeNbHY!IO 
cuny QnA ycTaHOBNeHuA NpectynneHun un Ha- 
pyWeHM, ABNAeTCA OAHUM U3 NPUMepoB KOH- 
TeHTa, KOTOpbIN O6ygeT yganeH c HavOonbuen 
BEPOATHOCTbW. 


BesonacHoctTb 


Jivuam, NMpoBOogsAWMmM paccnegoBaHuaA Cc uc- 
NOMb30BaHNeM OTKPbITbIX MaHHbIX, CnepyeT 
onpegenntb, ABNAeTCA Nu LUNdpoBoN maTepuan 
Oe30nacHbIM ANA COopa unM MOxKHO VU HY>KHO 
NPVHATb AONONHUTeNbHbIe MepbI MpesocTo- 


139 Cm., Hanpumep, Koenig and Egan, “Hiding in plain site: using online open source information to investigate sexual violence and gender-based crimes”. 


140 Cm. Hue B rnaBe VILE o Bepudukauun. 
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poxkHoctu. OnaceHuA MOryT BO3HUKHYTb, ecnV 
cOop ocyuwecTBnAeTcA c BeO-caiTa, KOTOpDbIN 
MOMKET COMepKaTb NOBPEXACHHbIE 3eMEHTHI, 
cnoco6Hble HaHecTu yiwWep6 BHYTpeHHeN cu- 
cTeme. 


Nocnepyroujme o6A3aHHOCTU 


Jivuyam, NpoBosAAWMM paccnegoBaHuA C Ucnonb- 
30BaHUeM OTKPbITbIX AaHHbIX, cCneAyeT onpege- 
JIMTb, KaKNe OOAZAHHOCTU MOryT BO3HUKHYTb B 
cnyyae NpPUHATUA Ha XpaHeHVe LINdpoBoro Ma- 
Tepvana, Hanpumep OO6A3aHHOCTb XpaHUTb ero 
6e30NaCHbIM OO6pa30M B COOTBETCTBUM C 3aKO- 
HaMl O 3aLUTe DaHHbIx"', 


C6op 


Coop — 3TO gencTBuA no nonyyeHuio OH- 
NaNH-vHbopMaywn nocpegCcTBOM CKPMHWOTA, 
KOHBepTMpoBaHuaA B PDF, KpvMuMHanuctTnye- 
ckoro cKay“BaHuA unu Apyron dopmbl duk- 
cayuu. Mocne Toro, Kak UMNdpoBon KOHTeHT 
UAeHTUMUUMpOBaH MW MpV3HAaH VMerOLYYM OT- 
HOLU@HNe K paccnefoBaHulo vu prima facie ak- 
TyaNbHbIM MU Hafe*KHbIM ANA ero Lenu, paccne- 
AoBaTenio cnepyeT onpegenutb Hafnexauinn 
mMeTog, cCOopa AaHHbIx. Metofbl cOopa moryt 
BaPbUpOBaTbCA B 3aBUCUMOCTN OT Toro, NMeeT 
JIM OHNaNH-KOHTeHT NMOTeHLVanbHylO AOKa3a- 
TeNbHYIO CUNy B CygeOHbIxX Npoueccax, 6bygeT nM 
OH UCNONb30BaTbCA VIM MOMKHO 1M NONaraTbca 
Ha Hero B LI@NAX NPUHATUA pelweHUi, UNM Ke OH 
6yAeT CNOCOOCTBOBaTb TOMbKO BHYTP@HHMM pe- 
3yNbTaTam paborpl. B cnyyanx, Korfia peub ugeT 
Mpocto O pe3ynbTaTe paboTbl, Mor%KeT ObITb AO- 
CTaTOUHO CKPUHWOTa 3KPaHa UNM KOHBepTaUN 
B PDF, B TO BPeMA KaK B OTHOLUCHUM KOHTEHTA, 
umelouero = MOTeHLVaNbHylO §=OKa3aTeNbHy!to 
cuny, MO>*KeT NOTpeboBaTbcA Gonee TWaTeNbHbIN 
MW HaferKHbIA MeTOA OuKkcayun (Hanpumep, 
nyTeM NpUcBOeHMA XeLU-3HAYEHUA — CM. HUKe). 


CO0p OHNaNH-KOHTeHTa MOMKET OCYLUECTBAATBCA 
BPYUHY!0, B COOTBETCTBUM CO CTaH{apTHON one- 
PaL|MOHHON NpoueAypou, vunu MoxKeT ObITb aB- 
TOMAaTU3UPOBaH C UCNONb30BaHNeM pa3zNUYHbIx 
UHCTpyMeHTOB WM CleHapves. He3zaBucumo 
OT Mpouecca, NepeuncneHHbie HMxKe MaHHble 
B Ugeane JOMKHbI ObITb NonyYeHbI B MOMeHT 
cOopa. Taka NHbopmMaunA MoxeT ObITb NONe3Ha 
ANA ycTaHOBNeHVA NOANMHHOCTU LWWdpoBoro 


141 Cm. HwKe B rnaBe VI.D 0 coxpaHeHun. 


155. 


MaTepuana. ITO MOXKET ObITb OCOOCHHO BaxKHO B 
cnyyae cyge6Horo pa30upatenbcTBa, B KOTOPOM 
MaTepvan npegnaraetcA B KaYeCcTBe MOKa3a- 
TeNbCTBa, OCOOEHHO ecNU aBTOop unu co3zgaTenb 
He yCTaHOBNeH, He HaMfeH WM He MOKeT AaTb 
noka3aHna. JIvuyam, NpoBogAWMm paccnefo- 
BaHNA C VUCNONb30BaHNeM OTKPbITbIX AaHHbIX, 
cnepyeT CoO6uUpatb OHNaNH-KOHTeHT B UCXO{HOM 
dopmate nu B COCTOAHUN, Havbonee Onu3KOM 
K MepBOHayanbHomMy dopmaty. CnegyeT AOoKy- 
M@HTUpOBaTb st0ObIe “U3ZMeHeHNA, Npeocbpa3zo- 
BaHMA UI KOHBepTaliNn B CBA3U C NpoLjeccom 
cOopa. 


Hu>Ke NpuBOAATCA PyKOBOAALINe yKa3aHUA OT- 
HOCUTeNbHO Toro, YTO MU Kak COOUpaTb. CyLye- 
CTByeT PAA VUHCTpyMeHTOB, KOTOpbIe NomoraloT 
co6patb yKa3aHHylo HYKe UHdoOpmMaLyuio, unu 
3TO MOM%KHO CAenaTb BpyyHyto. B To Bpema Kak 
cOop Bceu cnepyroujen UHbopmauun cuuTaeTca 
nyywen npakTuKou, nepBble Te“ NyHkKTa (yHU- 
uuNpoBaHHbIN yKa3aTenb pecypca (URL), uc- 
XOAHbIN KOA Ha A3bIKe pa3MeTKN runepTeKcTa 
(HTML-Kog) “ CHUMOK BCeM CTpaHMLpl) CnyKaT 
MUHUMalbHbIM CTaHgapTom Ana npeActaBneHua 
AOKa3aTenbcTB B cyfe. KOoHeYHO, TakKue cTaH- 
AapTb! OygyT OTNNYATbCA B Pa3HbIxX OOCTOATeNb- 
CTBax, HO PUKCMPOBaHNe BCex NMePeUUCNeHHbIX 
HK SNEMEHTOB OOeECNeUNT NPOUHY!O OCHOBY B 
mO60M KOHTeKCTe: 


a) weneBon Beb-agpec: Heobxogumo 3anucaTb 
Be6-agpec CoOpaHHoro KOHTeHTAa, Tak>Ke 13- 
BECTHbIM KaK YHUULIAPOBaHHbIN yKa3zaTenb 
(URL) unu ugeHtudukatop (URI) pecypca; 


b) WcxOfHbIN KoA: paccnefoBaTenaAM cnegyeT 
coxpaHutb HTML-kog Be6-cTpaHuupl, ecnn 
3TO NpvmMeHumo. HTML-Kog cogepxKuT ro- 
pa3g0 Oonbue UHdopmaywu, 4Yem BUAUMaA 
YacTb Calta. OH NOMOxKeT NpOBepuTb Nog- 
JIMHHOCTb COOpaHHOro MaTepnana; 


Cc) CHMMOK BCeN CTpaHuupbl: paccnegoBaTenaM 
cnepyeT cHayana cfenaTb CHYMOK 3KpaHa 
leneBou Be6-cTpaHUlbI C yKa3aHVeM AaTbl 
MU BpemeHy. MpnyunHa 3tToro npouecca 3a- 
KnouaeTca B TOM, YTOObI Nonyuutb Haunyy- 
lee BO3MOM%KHOe NPeACTaBNeHue O TOM, UTO 
6bINO BUGHO BO Bpema COOpa maTepuana; 


d) BCTpoeHHbie MeANadainbl: npu 3arpy3Ke 
Be6-cTpaHuubl c BYgeO unu u3z00parKeHu- 
amu, Hanpumep, cnegyeT TakxKe V3BNeUb U1 
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142 


145 


co6patb c BeO-cTpaHUbl STU KOHKpeTHbIe 
>NeMeHTHI; 


BCTPOeCHHbIe MeTafaHHble: paccnegsoBaTe- 
nAaM cnepyeT coOupaTb AONONHUTeNbHbIe 
MeTagjaHHble UndpoBoro matepuana, ecnn 
OHM MOcTynHbI! v npuvmMeHumbl. MetapaH- 
Hbl@ MOryT BaPbUPOBaTbCA B 3aBUCUMOCTU 
OT UCTOUHNKOB, HO OOWINe MeTafaHHble 
BKMOYalOT VAeHTUdUKaTOP NONb30BaTeNA, 
3arpy3uBuwero MaTepvan; ugedTuduKatop 
nyOnukauuu, uz00OpaxkeHvA unn Bugeo; 
AjaTy v Bpema 3arpy3ku; reoTer; XeLuTer; KOM- 
M@HTAapunn; VU AHHOTALIMI; 


KOHTeKCTHbIe AaHHbIe: TakKKe HeoOxoAnmo 
NpOBOgANTb COOP KOHTeKCTHOFO KOHTeHTA, 
ec OH UMeeT OTHOLWWEHUe K NOHMMAHUIO 
UnudpoBoro obbekTa. ITO MOryT ObITb KOM- 
MeHTapyu kK Bugeo, u3z00paxKeHnAM un 
ny6nukauuam; UHdopmalnA oO 3arpy3Ke; 
v/unu wHdopmayvA oO 3arpy3VBLIeM ee 
nuue/nonb3oBatene, Hanpymep uma nonb- 
30BaTenA, HacTOALee UMA UNUM OUorpadu- 
yeckve AaHHble. Bonpoc o Tom, cnegyerT nn 
co6upatb conpoBoxgalolyio UHdopmaLunio, 
cnepyeT pelWwatTb NcxogaA v3 cneyNduku Aena 
UU LiUdpoBoro matepuana; 


AjaHHble O COope: nuuam, NPOBOAALWUM pac- 
cnefoBaHuA C UCnNONb30BaHNeM OTKPbITbIX 
AaHHbIX, CneAyeT OUKCUPOBaTb BCe COOTBET- 
CTBYIOLMe AaHHbIe, OTHOCALMeCA K COopy, 
Takve Kak UMA sua, COOpaBwiero UHdOp- 
Maunto, IP-agpec MalwUHbI, Ucnonb3yemMou 
Ana cOopa wuddopmayuu, vucnonb3syemaa 
BUPTyYaNbHaA NMYHOCTh, B cnyyae Hanuuna 
TaKOBON, VU BPeMeHHaA OTMEeTKa. Paccne- 
AOBaTenAM cnegyeT yOeANTbCA B TOUHOCTU 
CUCTEMHbIX YaCOB, %*KeNaTesbHO CUHXPOHU- 
3UPOBaB UX C CepBepomM CeTeBOro NpOTOKO- 
fla CUHXpoHu3zauun (cepBepom NTP). 3ToT 
liar HeoOxogum gna Toro, 4uTOObI MeTafaH- 
Hble, CBA3aHHbIe CO BpeMeHeM, Obi TOUHO 
npeActasneHbl B COOpaHHbix daiinax. Ecnu 
Ana foctyna k coOpaHHoM uHndopmayun 
Ucnonb3yeTcA BUPTyaNbHaA NMYHOCTb, 3TO 
cnepyeT yKa3aTb; 


X@LU-3Ha4eHNe: XeLU-3HAYeHUA — 3TO YHU- 
KallbHaA dopma uUndpoBon upeHtudnka- 
uuu, KOoTOpaA Nog_TBepxKAAeT C NOMOLYbIO 
Kpuntorpaduu, YTO COOpaHHbl” KOHTCHT 
yHukaneH UU He Obi U3MeHEH C MOMeHTa 


156. 


17. 


cOopa. B MoMeHT cOopa Auuam, NpoBosA- 
LMM paccnegoBaHuaA c Ucnonb30BaHiem 
OTKPbITbIX AAHHbIX, cNegyeT BpyY4Hylo Ao- 
6aBuTb — Wn UHCTpyMeHT cOopa AoOMKeH 
AaBTOMaTUYeCKN AOOaBUTb — XeLU-3HaueHne. 
CyuwjecTByeT MHOMKECTBO pa3NUYHbIX TANOB 
xeweu, U3 KOTOPbIX MOXKHO BbIOUPaTb, 
VM CTaH{apTbI MeHAIOTCA C TeuUeHNeM Bpeme- 
Hu. PaccnegoBatenam cnepyeT onpefenutb, 
KaKOM XeLU VCNONb30BaTb, UCXOAA “3 Npu- 
HATOFO B HaCcTOALWee BPeMaA CTaHgapta’?. 


B cnyyaAx aBTOMaTU3NpOBaHHOrO COOpa HeKO- 
TOpble U3 ONUCaHHbIX NpoweccoB MOryT ObITb 
BbINONHEHbI 
HbIMU ANA COopa COOTBeTCTBYIOLerO KOHTeHTa 
WM MeTafaHHbix. [lo Kaxkgomy cOobpaHHomy Ma- 
Tepvany AOmKeH ObITb COcTaBNeH TexHuYeckui 
OTYeT, BKMOUAIOLYMM BbILUeyKa3aHHylO WHdop- 
Malwlo AIA nocnepytowero ycTaHoBneHua nog- 
NMMHHOCTU =MaTepnana. 
MaL\lo Vi BCe TMNbI MeTagjaHHbIx BCerfla cnepyeT 
XPaHUTb UM COXpaHATb BMECTe C LINMPOBbIM Ma- 
Tepuanom, Kak OObACHAeTCA B CNegylOleM pa3- 
Alene. 


UHCTPYMeHTaMN, NpefHa3sHayeH- 


KOHTeKCTHyIO ~MHdop- 


CoxpaHeHne 


AlonroBeuHoctTb WW AOcTyNHOCTb UHdopmauun 
B VUnTepHeTe 3a4acTylO 3aBUCAT OT Henpeg- 
BUZeHHbIX 
UvanbHbIx ceTem MOryT yfanATb KOHTeHT CO 
CBOUX MNaThOPM B COOTBeTCTBUM CO CBOUMU 
YCNOBUAMM =Vicnonb30BaHIA, 
Tenu MOryT pelwWTb yganutTb unn oTpefaKktTu- 
POBaTb CBOM COOCTBeHHbIN 3arpyxKeHHbIN KOH- 
TeHT. Kpome Toro, uHdopmayua B UnTepHete 
MO*KeT ObITb NerKO ACKOHTeKCTYaNU3ZNPOBaHa, 
noTepaAna, cTepta vn noBpexp7eHa'®. [Ina Toro 
uToObI LiNdpoBble MaTepuvanbl OCcTaBanNcb Ao- 
CTYNHbIMU VW NpvrogHbimMu ANA Ucnonb30BaHnA 
B wenAXx oOecneyeHuA lopuguueckon oTBeT- 
CTB@HHOCTU, UX HeEOOXOAMUMO COXpaHATb Kak B 
KPaTKOCpOYHOU, Tak VU B AONrocpoyuHoON nep- 
cnektuBe"™. Kak npaBuno, Wenbio coxpaHeHua 
LUUdpoBbix 
»%KaHNe ux BoctynHoctu™®. OAHakoO kKorfja peub 
ugeT O COxpaHeHuu UNdpoBbix MaTepvanoB 
ana oOecneyeHuaA topugnuyeckon OTBeTCTBeH- 
HOCTU, WenbIO ABNAeTCA ynpaBneHue UNndpo- 
BbIMM MaTeplvanamu VM ux COXpaHeHue c yueTOM 


oOctoatenbcTB. [inatbopmbi co- 


vunu NOsIb30Ba- 


MaTepWvanoB ABNAeTCA nogsAep- 


HauMoHanbHbIM WHCTUTyT CTaHgapToB uM TexHonoruu CLUA ABnAeTCA OBHON M3 OpraHV3zaluu, K KOTOPOM MOKHO OOpaTUTbCA 3a PYKOBOACTBOM 


OTHOCUITeNbHO AeNcTByloWero cTaHAapTa. CM. www.nist.gov. 


Ng, “How to preserve open source information effectively”. 


Ibid. p. 143. Cm. United Nations Educational, Scientific and Cultural Organization, “Concept of digital preservation”. URL: https://en.unesco.org/themes/ 


information-preservation/digital-heritage/concept-digital-preservation. 


Ng, “How to preserve open source information effectively”. 
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a) 


160. 


b) 
161. 
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oOecneyeHua Ux AOCTyNHOCTM, NOANWHHOCTU U 
BO3MO%KHOCTM VCnonb30BaHNA MexaHV3MaMu 
npuvsBneueHna K OTBETCTBeEHHOCTU, BKMIOUAaA UX 
AonycTumoctb B xoge cyfeOHoro paz6upatenb- 
CTBa. TakKUM O6pa30M, COxpaHeHve LINdpoBbIx 
AjaHHbIX B KOHTeKCTe paccnegoBaHuaA npeAno- 
MaraeT CoxpaHeHve WHdopmalvun B TeueHve 
AnuTenbHoro BpemMeHU TakKUM O6pa30M, YTOObI 
co6paHHbid MaTepuan OCTaBasIcA NOHATHbIM ANA 
npegnonaraembix nonb3oBaTenen He3aBUCcMMO 
OT KOHTeKCTa M MMe AOCTaTOUHbIM ypOBeHb 
NOATBep»KAeHUA ero NOANUHHOCTU. 


Ana gonrocpouHoro coxpaHeHuA MOxKeT NO- 
TpeOoBaTbcA OOHOBNeHVe ObOpyfoBaHuA u 
dopmMatoB xpaHeHuA, 4TOObI OOecNeuNTb AO- 
CTYNHOCTb MaTepuvanoB Npu Ucnonb30BaHNN CO- 
BPeMeHHbIX YCTPONCTB. 


CBoiictBa WNdpoBoro MaTepuana, 
KOTOpbie AOMKHbI ZaLMWaTbCcA 

Vi COxpaHATbCA B TeYeHMe ANUTeNbHOrO 
BpemeHu 


Mo MHeHMI0 aPxUBUCTOB, CBOMCTBa LINdpoBoro 
MaTepviana, 3aljVTa UW COXPaHHOCTb KOTOPbIXx 
AonxkHa oOecneunBaTbcA B TeYeHVe ANMTeNb- 
HOrO BPeMeHY, BKMOYaIOT erO NOANUHHOCTb, 
AOCTYNHOCTb, UGeHTUdULMpyemoctTb, COXpaHA- 
€MOCTb, OTOOPaxKaeMOCTb MU MOHATHOCTb, Kak 
KpaTKO ONUCaHO HUKe. 


NognunHoctb 


NOfNVHHOCTb O3HaYaeT CNOCOOHOCTb npoge- 
MOHCTPUpoOBaTb, UTO UNdpoBon MaTepnan octTa- 
e€TCA HEV3MCHHbIM C MOMeHTa ero COOpa. Tpe- 
6yeTcA, YTOObI LINMpoBON MaTepnan OcTaBasicaA 
HEV3MeEHHbIM, HaXO{ACb B apxuBe, “NN 4TOObI 
mloOble BHOCUMbIe U3MeHeHUA Obi 3afOKyMeH- 
TUpoBanbi"*°, 


AloctynHocTb 


floctynHocTb o3HaYyaeT Hanuuue LUdpoBoro 
MaTepvana B MpOcTOM cCMbICNe NOCTOAHHOrO 
CyLECTBOBaHUA MU BO3MOX%KHOCTU VM3BNe4eHUA, 
a Tak>Ke B OpNANYecKOM cMbiIcne ObecneueHnA 
COOTBeETCTBYIOLINMX MpaB WHTenneKTyanbHON 
COOCTBeHHOCTU ANA AOcTyna u Ucnonb30BaHnA 
MaTepnana'””. 


c) 


162. 


d) 


163. 


e) 


164. 


f) 


165. 


166. 


a) 


167. 


Ugentuduyupyemoctb 


Unextuduunpyemoctb O3HaYaeT BO3MO>KHOCTb 
Haxox%KAeHUA UNdpoBoro MaTepuana No CcbINKe. 
LiudpoBon matepvan AomkeH ObiTb ugeHTudu- 
UMpyeMbIM  OTNMYUMbIM OT Apyrux UNdpoBbix 
MaTepuanos, Hanpumep nytem peructpaynu c 
NOMOLIbIO UMeHTUduNKaTOpa, TakKOrO Kak YHU- 
KasIbHbIM UDeHTUONKALMOHHbIN HOMep"®, 


CoxpaHAemoctTb 


C TexHuyeckon TOUKM 3peHUA Nog coxpaHAeMo- 
CTbIO NOHMMAeTCA LENOCTHOCTb MU YCTOMYNBOCTb 
UuudpoBoro MatTepuana. ButoBbie nocnegoBa- 
TeEMbHOCTU LINdpoBoro MaTepvana AON KHbI 
ObITb HENOBPeKAeHHbIMY, AOCTYNHbIMU ANA O6- 
pa6orTku uv u3zBneueHna™”?, 


OtTo6paxkaemoctTb 


OtToOpaxkaemMoctb O3Ha4aeT CNOCOOHOCTb 
mniogev vnu MawWWH UCnoNb30BaTb UNdpoBon 
MaTepvian unu Npou3zBOANTb C HUM Kakue-nn60 
AencTBUA C NOMOLYbIO CooTBeTCTByIOLero O60- 
pygoBaHna uv nporpammuHoro obecneyeHua’”? 


NoOHATHOCTb 


MOHATHOCTb O3HaYaeT CNOCOOHOCTb npeAnona- 
raeMbIX NOMb3OBaTeNneMW UHTepNpeTUpOBaTb U 
NOHMMaTb UNpoBon matepuan'?". 


Bonpoco, CBA3SaHHbIe C KOHKPeCTHbIM 
paccnesOoBaHvem 


Jiuuyam, NpOBOAALWUM paccnegoBaHue, cnegpyeT 
PaccMOTpeTb CBAZAaHHbIe C KOHKPeTHbIM paccne- 
AOBaHNeM BOoNpocbl, KOTOpble MoryT unu 6yAyT 
BO3HUKaTb B MNpoujecce coxpaHeHUA, U NOATOTO- 
BUTbCA K UX PeEWeHMI0. 


Llenouka o6ecneyeHna coxpaHHOCTHN 


Llenouka o6ecneyeHUA COXPaHHOCTM O3HauaeT 
XpOHONOrMueckoe AOKYMeHTUpOBaHue nocne- 
AOBaTeNbHOCTM xXpaHuTenen uHdopmauun unn 
AOKa3aTenbcTB, a TakxKe AOKyMeHTMpOBaHue 
KOHTpONA, AaTbI U BpeMeHU, Nepegauy, aHanu3a 
WM pacnopaAxkeHuA TOObIMU TaKUMN AOKa3aTeNb- 
cTBamu. TMocne c6opa undpoBbix MaTepuanoB 
HeoOxogumo obecneyTb UX COXPaHHOCTb 


bid. O6patute BHUMaHhe, YTO UCNOIb30BaHVe TEPMUHA «NOANWVHHOCTb» B HaHHOM KOHTeKCTe OTIMYAeTCA OT CFO UCNOIb3OBaHUA B WPUANYeCKOM 
KOHTeKCTe. 


bid. 
bid. 
bid. 
bid. 
bid. 
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b) 
168. 


c) 


169. 


d) 
170. 


nyTem co3qaHuA Hagerxkaen CucTeMbI LINdpo- 
BOro XpaHeHna. 


Dk3emMnNAp, ChyKaln FOKazaTenbcTBOM 


3K3eMNNAp, cHy*Kal|vA AoKa3zaTenbcTBOM, — 
3TO UMdpoBon mMaTepuvan, coOpaHHbIN nuyoM, 
NpoBoAMBuINM paccnegoBaHue, B ero opmurn- 
HasIbHON dopme, 6e3 NCcKa>KeHUN VU U3MeHeEHUI. 
LUndposbie matepuvanbl BOmkHbI XpaHUTbCA B 
nNepBoHayaNbHON dopme. ITO O3HaYAaeT COXpa- 
HeHMe YUCTOrO OpUrMHana COOpaHHoro LiNdpo- 
BOrO MaTeplvana BO BCex dopMaTax, B KOTOPbIXx 
OH ObIN COOpaH. 


Pa6oune konun 


Konua wnw Konun UndpoBoro matTepnana 
AON KHbI ObiTb CO3faHbI ANA Wenew aHanu3a u 
XPaHUTbCA OTAENbHO, UTOOSbI Nua, NDOBOAAWINe 
paccnegoBaHue, mornu pabotatb c Konuen, a 
He C OPUrMHanoM. ITO NO3BONAeCT MAHMMasIbHO 
B3aVMOfeENCTBOBaTb C OPUITMHaNOM VU CHV3VTb 
puck ero noBpekgeHuaA vn v3MeHeHuA. Bce 
U3MeHeHMA, BHOCUMbIe B MaTepuan, BKNOUaA 
co3qaHve KonMM, cnegyeT HOKYMeHTUpOBaTb. 
Mo BO3MOx%*KHOCTM cneAyeT VCnONb30BaTb OT- 
AeNbHbIe CUCTeMbI XpaHeHUA GNA 3K3EMNNAPOB, 
cnyKalljux HOKa3aTeNbCcTBOM, MU pabounx KonUn. 


XpaHenne 


XpaHeHve nomoraeT oOecneuvTb COXpaHHOCTb 
LUNdpoBbIxX MaTepvanoB UN BO3MOMKHOCTb UX NO- 
UcKa UV u3zBneyeHua. XpaHeHue cnesyeT paccma- 
TPUBaTb He B NACCUBHOM Ks1I0Ue, a KaK AKTUBHbIN 
npouecc, BKAOUaIOLMM NMOCTOAHHbIe, ynpaB- 
naemble 3agauv Wu O6A3aHHOCTU. OHO BKNIOUaeT 
NOCTOAHHOe XpaHeHNe, B KOTOPOM BarKHylO 
pONb vrpaloT HOCUTeNN UHdopmaunn, a TakrKe 
ynpaBneHue vepapxuen xpaHeHua, 3aMeHy HO- 
cuTenenv Undopmaunn, npoBepky OLUM6OK, Npo- 
Bepky He“3MeHAeMOCTM (NpoBepKa Toro, YTO 
MaTepvian He ObIN U3MeHEH), ABAPUNHOe BOC- 
CTaHOBNeHNe, a TaKKE NOUCK UV BO3BPaT XpaHaA- 
uyuxcA MaTepuanoB'**. LludpoBaA uHdopmaLlna 
MOMKET XPaHUTbCA Ha pabouem mecte (OHNAa/H 
unu odnavh) unu 3a ero npegenamu (OHNaiH 
unu odnain)'?. BapvaHtbl xpaHeHuaA LNdpo- 
BOrFO KOHTCHTa BKIHOUAIOT JIOKasJIbHbIN *KECTKUN 
AMICK WM NOKaNbHbIN CbeMHbIN HOCUTeNb; nu60 
CceTeBOM HaKONUTeNb, ABNAIOLUMMCA YaCTbIO /10- 
KaNIbHOM CeTM “NM yAaneHHoro cepBepa unu 
o6nauHou cucTemMbI XpaHeHUA AaHHbIxX. [pu Bbi- 
O6o0pe xpaHunulja cnepyeT yuuTbIBaTb cneAy- 
fOluMe ~=dakTOPbI: EMKOCTb XpaHVNULa (CBO- 


152. Ibid. p. 154. 
153 Shira Scheindlin and Daniel J. Capra, Electronic Discovery and Digital Evidence in a Nutshell (Saint Paul, West Academic Publishing, 2009), pp. 21-22. 


154 Ng, “How to preserve open source information effectively’, p. 156. 


i) 


171. 


ii) 


172, 


iii) 


173; 


60fHOe MecTO); FOCTYN U KOHTpONb; pezsepBHbIe 
KONUN; COOTBETCTBYIOLee 3aKOHOMAaTeNbCTBO; 
MU UHPOpMalMOHHy!lO G6e30NaCHOCTb U 3aLVTy 
AaHHbIX. [pu Bbi6ope cucTembI xpaHeHuA cne- 
AyeT TakKe YUUTbIBATb CKOPOCTb, JOCTYNHOCT, 
CTOUMOCTb, YCTOMYUMBOCTb, ynpaBneHue xpaHe- 
HMeM VM CUCTeMbI M3BNeY4eHuA'’™, 


PezepeHoe KonupoeaHue 


Ecnu npov3zovget notepA AaHHbIx Wn BO3- 
HUKHYT OWMOKU, apxVBUCT unu TexHnYeckui 
cneuwanucT MOxKeT NoNbITaTbCA BOCCTAHOBUTb 
AaHHble. B ugeane npesBaputenbHO AonxKHa 
ObITb CO3MaHa pe3sepBHaA KONMA AaHHbIX UNM 
OHM AOMKHbI ObITb NpoAyOnupoBaHbl B OT- 
AeNbHOM MecTe. JKcNepTb! B OONacTu UHbopMa- 
LMOHHbIX TEXHONOrM PeKOMeHAYIOT VMeTb He 
MeHee Tpex KONUM BaHHbIX NO KPaNHeN Mepe B 
ABYX pa3M4HbIX Tunax xpaHUAULW, NpvYeM Kak 
MUHUMyM OfHa KoNUA AomKHa ObiTb reorpadu- 
YeCKU OTZeNeHa OT APyrux kon. 


Pa3pyweHue Hocumesleu 


OgHa 3 npoOnem xpaHeHna 3akml0UuaeTCA B TOM, 
uTO HOCUTeNN CO BpeMeHeM pa3pylaioTca. Ap- 
XVBUCTbI MOFyYT CHU3UTb PUCK BbIXOfJ#a U3 CTPOA 
xpaHunuua, Wcnonb3yA ocobo AonroBeuHble 
TUNbI HOCcUTenei; OAHakO ml060e ycTpoicTBO 
XPaHeHNA AaHHbIX PaHO WNM NO3HHO Npnoob- 
peTeT noBpexgeHna, U3HOCMTCA WM ChyYanHo 
BbINgeT uz cTpoa. JjaxKe 6e3 NonHoro oOTKa3a 
OWMOKY AaHHbIX “NN NoBpexKgeHve dannoB 
MOryT BO3HUKaTb NO Mepe pa3pylWweHuA HOcH- 
Tena. Nostomy BaxKHO UMeTb pezepBHble KONUNU 
VU perynNAPHO KOHTPONMpPOBaTb UHpactpykTypy 
XPaHeEHUA VU HEV3MEHHOCTb XPaHUMbIX Manos, 
Hanpumep perynApHo npoBepaA Xelw-3Ha4eHNA 
cnyy4anHbix O6pa3uoB, UTOObI yOeANTbCA, YTO He 
Npon30wWwno yxyALWeHUA COCTOAHUA. 


MopanbHoe ycmapeeaHue 


Ludposble dainbl yctapeBatoT, Korga obopy- 
AOBaHue, HEObxoAMMoOe ANA GOcTyna kK FaHHbIM, 
nepectaeT ObITb peanbHO AOCTyNHbIM un ero 
HeBO3MOXKHO NOAAep*KUBaTb B HagNerxkaljem 
coctoAHun. He3aBucumo OT Toro, HaCKOsIbKO 
AONrOBeYHbIM MO*KeT ObITb NOON HOCUTeNb 
UHhopmalyu, OH TakxKe NOABEP*KeH PUCKy ycTa- 
peBaHnaA, YTO 3aTPyYAHAeT nu AenaeT HeBO3- 
MOMKHbIM VW3BNe4UeHNe COXPaHeHHbIxX AAHHbIX. 
NMo3stomy B paMKax paccnegfoBaHuaA cnepyetT 
o6ecneuntTb o6cnykuBaHve vu npu Heobxomn- 
MOCTM OOHOBNeHUe HOCUTenen UHdopmayun 
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iv) 


174. 


v) 
175. 


176. 


Npotokon Bepknn no BegeHuio paccnefoBaHui C UCnONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


Ana nofgepxaHua oTOOpaxkaemoctn uv Aoctyn- 
HOCTM flaHHbix. 


BoccmaHoeseHue 


Ludposble davnbi MoryT 6biTb cnyyaHo unu 
HaMepeHHO yganeHbl. Korga nonb30BaTenb 
«yfanaeT» mdavn Ha KoMMbIoTepe, cogfepxumoe 
yHaneHHoro dana octaeTcA Ha HOcuTene UH- 
dopmauun go Tex nop, NoKa OHO He 6yseT Ne- 
pe3anucaHo gApyrum davnom'. Nostomy 4uem 
Oonbue AeNcTBUM Ha KOMMbtoTepe WN Apyrom 
HocuTene UHdopmaLuu, Tem ObICTpee OH OyseT 
nmepe3zanucaH UM CTaHeT He@BOCCTAHOBUMbIM. 
BOnbLUINHCTBO KOMMbIOTepOB UMEeIOT BCTPO- 
@€HHbIe B OMepal|MOHHylO cUucTemMy yTMnMUTHI, 
NO3BONAIOLINe BOCCTaHaBNUBaTb yyaneHHble 
dainbi. Kpome Toro, MOwKHO Npvobpectu npo- 
rpamMMHoe oGecneyeHve ANA BOCCTaHOBNeHNA 
AjaHHbIX, KOTOPOe WHOrAa UcnONb3yeTcA ANA 
OTMeHbI yfaneHuA davnos. Ona nonyyeHua 
Aoctyna K yfaneHHbIM AaHHbIM NMLaM, Npo- 
BOAALIMM paccnegoBaHuaA Cc Ucnonb30BaHvem 
OTKPbITbIX AaHHbIX, MO*KeT NOTPeOOBaTbCA NO- 
MOLYb CNeUNManuctoB NO UHPOpMalMOHHbIM Tex- 
HONOrMAM. 


O6HoesIeHUue 


O6HoBNeHve noppa3ymeBaeT kKONNpOBaHue 
cogepxkumoro c OfHoro HOcMTeNA Ha Apyron. 
OHO HanpaBneHo ToNbKO Ha NpeAynpexgZeHue 
ycTapeBaHuA HOCUTenem WU He ABNAeTCA KOM- 
mnNeKCHOMU cTpaTermven coxpaHeHuA. OHako 
OOHOBNeHUe cnegyeT PaccMaTpUBaTb Kak He- 
oTbemnemylo YaCcTb Gonee LINPOKON cTpaTerun 
coxpaHeHna'”®, 


Bepugukayna 


Bepuoukayua — 3TO Npoyecc ycTaHoBneHna 
TOUHOCTA «WNW MpaBANBocTu§ uHdopmaynu, 
co6paHHonw B UntepHete. Bepudukauna otT- 
KPbITbIX HaHHbIX MOxKeT ObITb NpoBeseHa Kak 
yacTb aHanu3a BCeX UCTOUHUKOB — BKMIO"aA 
UHhopMayvio U3 3aKPbITbIX WM KOHOUAeHLIN- 
ANbHbIX UCTOUHNKOB — UI VICKMIOUNTeNbHO Ha 
OCHOBe OTKPbITbIX UCTOUHUKOB. Bepudukayva 
OXBaTbIBaeT TPM OTACbHbIX aCMeKTa: UCTOUHUK, 
UunudpoBonw maTepuan unu dain vu KOHTeHT, — 
KOTOpble AOMKHbI PaccMaTpUBaTbCA B COBOKyN- 
HOCTU UM CpaBHMBaTbcA Ha MpesMeT COOTBeT- 
cTBNA. 


1. 


177. 


a) 


178. 


185 Scheindlin and Capra, Electronic Discovery and Digital Evidence in a Nutshell, p. 24. 


AxHann3 MCcTOUHUKa 


AHanu3 UCTOUHUKa — 3TO Mpowecc OL|eHKU 
AOCTOBepHOCTN WU Hagex*KHOCTN WCTOUHMKa. 
OHnaiH-cpefa co3gaeT TpyGHOCTM ANA aHa- 
nu3a UCTOYHUKOB, NOCKONbKy MHorMe McTOU- 
HKU aHOHMMHbI WM Ucnonb3yloT NCeBAOHMMBI. 
Ana Toro 4TO6bI NpaBunbHO NpoaHanu3upoBaTb 
UCTOUHUKU UHdopmaunn, AVuLjaM, NPOBOAALWUM 
paccnegoBaHuA C UCnONb30BaHNeM OTKPbITbIX 
AjaHHbIX, CNefAyeT CHaYana onpegenutb Nnpa- 
BUIbHbIM UCTOUHUK UM VWCTOUHMKN AA aHa- 
nu3a, YTO O3HaYaeT aTPUGyTUpOBaHue UHdop- 
Mal\Mu K ee nepBoncTouunky. AHanu3 Cc Wenbio 
aTpuo6yywu o3HauaeT ONpeAeneHue UcTOUHNKa 
LUUdpoBon UHdopmaunn, KOTOPbIM MOxKeT ObITb 
KOHKPeTHbIN Cat, ABOHEHT WM NONb3OBaTeNb 
onpegeneHHow yyeTHOM 3anvcv wu nnat- 
opmMbI, UNM ANYHOCTU Tex, KTO ABMIAeTCA aBTO- 
pamu onpefeneHHoro KOHTeHTa, Co3qanu unu 
3arpy3unu ero. AHannu3 c enbio aTpuobyyun He 
BCerfa BO3MOx%KeH MU MOMKeET NOTPeOOBaTb AO- 
NONHUTeNbHbIX OHNAaNH- U odnaiH-genctBun 
B PpaMkax paccnefoBaHvaA unn npvmMeHeHna 
nepegoBbix MeTOAOB NovcKa M aHannu3a. XOTA 
onpefeneHue aBTopcTBa None3HoO, OTCyTCTBNe 
uvHpopmauuu 06 aBTope, Kak NpaBuno, He uMeeT 
pewatowero 3HaYeHUA ANA ycTaHOBNeHMA Nop- 
JIMHHOCTU OHNaNH-MaTepuana, NOCKONbKy Cy- 
LeCTByIOT Apyrve cnoco6bl npoBepkKu nognuH- 
HOCTMU OTKPbITbIX JaHHbIX. 


NpoucxomwgeHue 


Mponcxom*KgeHue oO3HayaeT MePBOUCTOUHUK 
UN CaMOe PaHHee U3BECTHOE CYLUeCTBOBaHNe 
yero-nu6o. Korga peub ugeT 00 OHNaiH-KOH- 
TeHTe, NPOUCXO*KAeHUe MOMKET O3HAYATb CAaMOe 
PpaHHee NOABNeHUe B CET WM OpUrMHanbHbIi 
MaTepvan fo Toro, KaK OH ObIN 3arpyKeH B 
WUntepHert. B cnyyYae OHNaMH-KOHTeHTa npeg- 
nouTvTenbHee CCbINaTbCA Ha «nNepBytoO KONI, 
HaieHHy!0 B CeTM», a He Ha «NepBylo KONUIO B 
ceTu», NMOCKONbKy OpurvHan Mor ObiTb yganeH. 
flaxe korga nuya, NPOBOAALWINe paccnepoBaHna, 
yOex*xgeHbl, YTO HaluM nepBylo Bepcuio, Ha- 
npumep, Bugeo unu Apyrux OTKPbITbIX AaHHbIx, 
OHM He MOryT ObITb yBepeHbl B ee NpoUcxor%- 
AHN i3-3a CYLIECTBOBaHNA 3aKpbITbIX KaHasoB, 
TaKUX Kak 3NeKTPOHHAA NouTa U rpynnbl NNYHbIX 
COOOLIEHNM, KOTOPbIeE MOrnMu VUCcnoNb30BaTbCcA 
Ana oOmMeHa UHdopmalyven go ee nyOnuuHoro 
noABNeHna B ceTu'*”. 


186 Cornell University Library, “Digital imaging tutorial” URL: http://preservationtutorial.library.cornell.edu/tutorial/preservation/preservation-03.html. 


Hanpumep, OfVH Nomb30BaTeNb MOET OTNPABUTb PoTOrpadulo NO 3eKTPOHHON NouTe Apyromy Nomb3oBaTeNl0, KOTOPbI 3aTeM 3arpyxKaeT ee B 
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Npotokon Bepknu no BegeHuto paccnegoBaHui c UCNONb30BaHUeM OTKPbITbIX LIUPOBbIX AHHbIX 


b) 
179. 


c) 


180. 


d) 
181. 


e) 


182. 


AlocToBepHoctTb 


Uctopua nyOnukaynn, OHNaNH-akKTVBHOCTb U 
npucytctBue ucTOUHVKa B VUHTepHeTe moryT 
cofepxaTb COOTBETCTBYIOLIYIO UHdopmaLni, 
KOTOpaA CBUAeTENbCTBYeT NPOTUB MN B NONb3y 
AoBepuva kK ucToUHNky. Jivuyam, NpoBogALWinm 
paccnegoBaHuA C UCnONb30BaHNeM OTKPbITbIX 
AjaHHbIX, CneAyeT U3yYUTb NpucyTcTBue UcTOU- 
HukKa B CeTU MW UCcTOputo ero nyOnukayn, uTO 
MO>KeET farxKe NOMOUb BbIABUTb YMbILUeHHYIO 
nonbitky oOMaHa. Hanpumep, npu ny6nukayuu 
UHpopMayuu oO COObITNAX B KOHKPeTHON CTpaHe 
TOBOpAT IM OKpy>KalowMe nyOnukaynn uctou- 
HlUKa O TOM, YTO OH UM OHa AeUCTBUTeNbHO Ha- 
XOAMTCA B 3TON CTpaHe? 


HesasucumoctTb uv GecnpuctTpactTHOoCcTb 


B xoge paccnegoBaHna HeobxoAMmMo NpoBepuiTb 
OeCNPUCTpacTHOCTb WCTOYHMKa. ITO MO*KHO 
cAenatb, v3y4nB no6ble rpynnbl, opraHv3ayun 
unu OObeANHeHNA, C KOTOPbIMN AULA CBAZAHbI, 
a TakKe TO, KaK OHM 3apaOaTbIBaloT AeHbIV UW OT 
KOrO OHM NonyyaloT OUHAaHCUpoBaHne. Umerotca 
11M CBA3U UM OTHOWWeHMA C 060M M3 CTOPOH, 
BOBNeY4eHHbIX B AeNO UNM B paccnegsyeMbIN UH- 
uugeHT? Mpv onpefeneHuu He3zaBucumocTu 
UCTOUHUKOB HeOOXOgVUMO VW3y4UTb, MOryT AM 
OHM O6bITb CBA3AHbI C COOTBETCTBYIOLUMMN Opra- 
HU3aL|VAMN (HanpuMmep, CTOPOHaMN KOHOsuKTa). 
Ugeonorua UcTOUHUKa UV NPUHaANeKHOCTb K Ka- 
Kou-nn6o rpynne Take MOryT UMeTb 3HaYeHUe. 
B OTHOWEHMMN BCeX UCTOUHUKOB paccnepoBa- 
TeNAM CNeAyeT V3YY4UTb VM BbIABUTb UX CKpbITbIe 
MOTUBbI, UHTEPeCbI UI MNaHbI, a TAKKE CTENEHb, 
B KOTOPOM OHM MOryT NOBNUATb Ha UX UCTUH- 
HOCTb. 


KonkKpetTuka 


Yem TouHee UHdopmMayUA Uv yTBepxKAeHUA, TeM 
nerue UX fOKa3aTb “NN onpoBeprHyTb. Lu- 
pokue vv pacnnbiBuaTble yTBepxKAeHNA, Kak Npa- 
BUNO, TPyAHee NOAAaloTcA KPUTUYECKON OLEHKe. 


CHi>KeHMe HagerxKHOCTU 


TekcTbl, COCTaBNeHHbIe BO BpemaA cOObITU, O 
KOTOPbIX B HUX UeT PeUb, OObINHO CUNTAIOTCA 
Oonee Hagerx*HbIMU, 4eM Te, KOTOPbIe Obi CO3- 
AjaHbI CnycTaA Gonroe Bpema Nocne Toro, Kak 3TU 
co6bitua npov3zownu'®®. StoT dakTOp Mox*KeT 
co34aBaTb nmpoOnemy ANA nuu, npoBogAWnx 
paccnegoBaHna C UCNOMb30BaHNeM OTKPbITbIX 
AaHHbIX, KOrga HEACHO, KOrga ObiIn co3gaH LWNd- 
POBOU TeKCT. 


2 
183. 


a) 


184. 


b) 


185. 


TexHuueckun aHanu3 


TexHUyecKU aHaniu3 O3HaYaeT aHaNN3 CaMoro 
UudpoBoro Matepnana, 6yfAb TO HOKyMeHT, 130- 
OpaxKeHuve vnn Bugeo. YTo6bl npoBepuTb LYe- 
NOCTHOCTb daiina, TO ecTb ObIN NM OH U3MeEHEH, 
MOANOULApoBaH WNW Cc HAM NpoBogAMNuch Ka- 
Kve-nM60 MaHunynAyWU B UUdpoBom dopmate, 
nuua, NPOBOs_AWNe paccnegoBaHuA Cc UCcnoNb- 
30BaHUeM OTKPbITbIX aHHbIX, MOFyT NOCUUTaTb 
LenecooOpa3HbIM NogBeprHyTb ero LUdpoBon 
KPUMUHanucTuYeckoN SKCNepTv3e, UHOrfa Ha- 
3bIBaeMON =LNdpoBbIM paccnegoBaTenbckuM 
aHanu3zom. Hurke nepeuncneHbI KOMNOHEHTHI Ta- 
Koro aHanu3a. 


MetagjaHubie 


MetagaHHble — 3TO AaHHble, KOTOPbIe onMcbI- 
BaloT Apyrve AaHHble U NpepOcTaBNAWT O HX 
UHdopmayuio. OHM MoryT ObITb CO3AaHbI NoNb- 
30BaTenemM — aBTOPOM MaTepuana, Apyrumn 
nNomb30BaTeNnAMU, NMOCTABLUKOM ycnyr CBA3U 
UN FtOObIM yCTpONCTBOM, Ha KOTOPOM co3{a- 
fOTCA, NepefatoTca, MpvHumMatoTcA unu npo- 
CMaTpVBaloTCA AaHHble. MetafaHHblie “MMeloT 
3HaueHNe ANA OnUCcaHMA MaTepnana nu ObcTOA- 
TeNbCTB ero CO34aHUA, PacnpocTpaHeHnaA unu 
vu3zmMeHeHuaA. OHM MOryT BKMOUaTb Cco3gaTena 
daiina, FaTy co3gaHuaA, AaHHble O 3arpy3ke, MO- 
anduKkauuu, pasmep davna uv reogaHHbie. Me- 
TaflaHHble MoryT ObITb BCTpOeHb! B dain, OTpa- 
)KeHbI Ha BeO-cTpaHNLe UNM NPUCyTCTBOBaTb B 
UCcXOfHOM Kose. Hexotopbie MeTafjaHHble MOryT 
ObITb yfaneHbI Oo wnu BO BpemaA 3arpy3ku un 
B pe3ynbTaTe Ucnonb30BaHNA Npvnox*KeHNN co- 
LManbHbIx ceTel, HO eCNM OHM AOCTYNHbI, Ux 
cnepyeT mpocmoTpeTb Ha cnyyai, ecnv OHM 
MOryT NOMOUb YCTaHOBUTb NOANMHHOCTb. Opn- 
[MHaNbHble MeTafaHHble MOryT ObITb yTpayeHbl, 
nNOckONbky mMmnaTbopMbI YacTO nNepekoANpylot 
3arpyxKeHHble MegVvadaunbl, uTOObI onTMMN3u- 
POBaTb MX ANA MpocmoTpa, OOMeHa WN BOC- 
npou3BegeHuA B pekume OHNanH. B Takux cny- 
uaAx MeTafaHHble 6yfyT OTPaxkaTb HOBbIN dain, 
a He opurunan. Ecnv Onn Obinu yAaneHbl, Nua, 
NpoBOAAWMM paccnefoBaHuA Cc VCcnoNb30Ba- 
HMM OTKPbITbIX HaHHbIX, CheAyeT UCKaTb Apyrue 
cnoco6bI npoBepkn MaTepuana. 


AjanHpie o dopmate daiinos u3s06paxkenni 
C BO3MO?>KHOCTbIO OOMena (EXIF) 


AlaHHbie 0 dopmate dawnoB uz0b6paxKeHui c 
BO3MO>KHOCTbIO OOMeHa — 3TO THIN MeTafaHHbIx, 
onpefenatowun dopmatbi uz00paxKeHu, 3ByKa 
M BCNOMOraTeNbHbIX TeroB, VCnomb3yemMbIx 


158 Institute for International Criminal Investigations, Investigators Manual, 5th ed. (The Hague, 2012), p. 88. 
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c) 


186. 


3. 


187; 


a) 


188. 


Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHUeM OTKPbITbIX LIUPOBbIX JaHHbIX 


UNdpoBbIMu KaMepamnu, CKaHepamn uv Apyrumu 
cuctemamu, pabotaowumn c dainamu u3z00pa- 
X%KEHUM VM 3ByYKa, 3ANUCAHHBIMM LIN@pPOBbIMN Ka- 
Mepamn. 


Ucxogupini kon, 


UcxogHbIN KOA — 3TO Nporpamma, NerxKalyaA B 
OcHoBe s1060/ Beb-cTpaHUubl vwnu nporpamm- 
Horo o6ecneyeHua. B cnyyae c Beb-caiTamu 
3TOT KO, MOMKET MpOcMoTpeTb M060 YenoBek, 
Ucnonb3yA pa3sM4Hble VHCTPYMeHTHI, Hake CaM 
Be6-6pay3ep. UcxogHbim Ko cata nerko npo- 
CMOTpeTb C MOMOLYbIO PAA VHCTPyMeHTOB, Ha- 
XOAALUUXCA B CBOOOAHOM AocTyne. OH MoxKeT 
cofepxaTb MeTa-KOHTeHT, CKPbITbIA Wu “3Me- 
H@HHbIM KOHTeHT, a TaKKe MOKa3bIBaTb CTPYyk- 
Typy CCbINOK U HepaboTalolye CCbINKN. 


AHanu3 KOHTeHTa 


AHanu3 KOHTeHTa — 3TO Mpouecc, B XOge KO- 
Toporo uHdopmayna, cofepxKalyaAcA B BUzeO, 
uz00paxKeHuu, HOKyMeHTe UN 3aABNeHUN, OLe- 
HUBaeTCA Ha NpeAMeT €e NOANNHHOCTH UV UCTUH- 
HocTU. AHanu3 KOHTeHTa Tak*Ke MHOrOrpaHeH VU 
BKMOUaeT AaHANUZ BUZYaNbHbIX CUMBONOB UWNIU, 
Hanpumep, noATBepx*AeHNe uz00paxKeHua Me- 
TafaHHbimu. Oco6eHHocTN OHNaMH-cpepbI no- 
pom AaloT MHO>KECTBO NpoObsem, KOTOpble MOryT 
noBnuaATb Ha dakTMYecKkylO “NM BOCNPUHUMa- 
eMylO NpPaBANBOCTb UNV UCTUHHOCTb OTKPbITbIX 
AjaHHbIxX. K HAM OTHOCATCA KpyroBon BOpoc He- 
AOCTOBepHon uHdopmayuu, MeKOHTeKCTyanu- 
3al|MA UHhopMaywu u HeNpaBunbHaA WHTep- 
npetayua. LaHHble KOHTeHTa — 3TO MaHHble, 
cogepxalyveca B LIUdpoBoM MaTepuane, TaKOM 
Kak Bugeo, u3z00parxKeHue, ayAvo3zanucb, AOKy- 
M@HT UJI HECTpyKTYPUPOBaHHbIN TeKCT. 


YHuKanbHbie ufZeHTUdNKaTOpb 


Mpu mpospepke Bu3yanbHOro KOHTeHTa pac- 
cnefoBaTenaAM cnefyeT HauaTb C MOMCKa yHU- 
KayIbHbIX UNM UpeHTMduuNpyrouyux xXapak- 
Tepuctuk. K HAM MOryT OTHOCUTbCA 3QaHNA, 
odnopa uv dayHa, NOAU, CAMBONbI MU 3HaKN pa3- 
nuuna. Ocobyto OcTOpOyKHOCTb cnepyeT NpoAB- 


b) 


189. 


c) 


190. 


d) 
191. 


NATb Mpu aHanu3ze XapakTepucTUK YeNoBeKa C 
Wenbio UMeHTMVduKaLNN KOHKpeTHOrO nuya'”?. 
Mpaktuka wgeHtudukayun oOb6bINHO TpebyeT 
CnelvanbHbIX HaBbIKOB, Mpvobpetaembix co 
BPeMeHeM VW B pe3yNbTaTe cnelWanbHON nog- 
rOTOBKM = 3KCcnepta-KpuMuUHanucta. vnetaHt- 
CKUM aHanv3, MpOBOAUMbIA HenosArOTOBNeH- 
HbIMU CnelManuctamu, MoxKeT ObITb HETOUHDIM, 
npeAB3aTbIM U/unN VHbIM O6pa30mM Npobnema- 
TVUHbIM. 


O6beKTUMBHO Bepuguunpyemaa 
undopmayua 


Yacto ObIiBaeT NoNe3HO HayaTb C ONPeAeneHna 
TOrO, YTO MOXKeT ObiTb KBaNUUL|NPOBaHO Kak 
«OObeKTUBHO BepuduynpyemaA UHdopmMaluA». 
Hanpumep, noroga B onpegeneHHbiIi FeHb, WMA 
MW 3BaHve KOMaHg{Vvpa vwnu mecTononoxKeHue 
3HaHNA — BCe 3TO MOET ObITb OObEKTMBHO 
NpoBepeHo. OleHKa OTKPbITbIX HaHHbIX HOMKHA 
BKMIOUaTb U3yY4eHUe UX COfepxAHNA Ha OCHOBe 
TakOU OObeKTUBHO BepuduuNpyemon uHdop- 
Maun. 


Teonokauna 


TeonokalwaA — 3TO UAeHTUuKaLINA “NN OL|eHKa 
MecTONONO*KeHNA OObEKTA, ACUCTBUA UNM MecTa, 
B KOTOpOM 6bIN co3fHaH MaTepuan. Hanpumep, 
C MOMOLJbIO MeTOAZOB reonoKalMN MO*KHO 
onpefenutb mMecTo, OTKyfa ObINO CHATO BUZeO 
unu dotorpadua, 3arpyxkeHHbIe 13 VHTepHerTa. 
Takve MeTofbl MOoryT BKMIOuaTb, Hanpyumep, 
useHTUdukauuto YHUKasbHbIX reorpaduyeckux 
oObeKTOB Ha oTorpadbun c ux dakTMYeckimM 
MeCTONONO*KeHNeM Ha KapTe. 


XpoHonokayna 


XpoHonokauvA — 3TO No”ATBepxkg_eHNe aT 
M BpemeHu coObiTum, N3z00parxKeHHbIX B Ka- 
KOM-nv60 dparmMeHTe UHdopmMayun, OObINHO 
BU3yanbHOM OOpa3e. Hanpumep, MOxKHO onpe- 
Aenutb Bpema cyTOK, Korga ObINa cHenaHa do- 
Torpagua, “3y4vB ANUHy TeHeM, CO34aBaeMbIx 
CONHEYHbIM CBeETOM, HapaAgy Cc Apyrumn noKa3a- 
Tenamu. 


18° KpMMUHaNUCTMUeCKU aHanV3 WU UgeHTNdNKal|MA XapakTepUCTUK YeNOBeKa C MOMOL|bIO VHCTPyYMeHTOB WN aHanu3za C yYacTMem cneuManuctoB 
(Hanpumep, pacno3HaBaHue muy, aHanu3 NOXOAKM UM Ap.) TpebyloT yyacTuA aKCnepTa-KpumuHanucta. Cm. Nina M. van Mastrigt and others, “Critical 
review of the use and scientific basis of forensic gait analysis’, Forensic Sciences Research, vol. 3, No. 3 (2018), pp. 183-193 (URL: www.tandfonline.com/ 
doi/full/10.1080/20961790.2018.1503579); Royal Society and Royal Society of Edinburgh, “Forensic gait analysis: a primer for courts” (London, 2017) 
(URL: https://royalsociety.org/-/media/about-us/programmes/science-and-law/royal-society-forensic-gait-analysis-primer-for-courts.pdf). Cm. Take 
European Network of Forensic Science, Best Practice Manual for Facial Image Comparison (2018) (URL: http://enfsi.eu/wp-content/uploads/2017/06/ENFSI- 
BPM-DI-01.pdf); National Center for Audio and Video Forensics, “Height analysis of surveillance video” (URL: https://ncavf.com/what-we-do/forensic- 
height-analysis). 
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e) 


192: 


f) 
193. 


9) 
194. 


195. 


196. 


NMonnuota 


Henonubin QOKyMeHT WnN BUgeOo3anucb, TeM He 
M@HEe, MOM%KET UMETb AOKa3aTeNbHy!O CUNy, Of- 
HakO MpoGenbl MOryT NOBAUATb Ha BECOMOCTb, 
KOTOpaA MO*KeT ObITb NpugaHa MaTepuany. No- 
3TOMy Mp cOope OTKPbITbIX HaHHbIX Ba>KHO 
3abuKcupoBaTb LIeneBon dain NoNHOcTbIO u, 
KOrfla 3TO YMeCTHO, OKPyKalOLUW KOHTeKCT. 


BHyTpeHHaAA cormacOBaHHOCTb 


OueHka BHYTpeHHei cormacoBaHHOcTUu 
MoxwKeT ObITb NMpoBegeHa B OTHOLWeHMN OT- 
AenbHoro 6noka UHdopmMaunn v3 OTKpbITOrO 
OHNaNH-NCcTOUHNKa WIN B OTHOLIeHUN Co- 
BOKYNHOCTA WHdopmMalivn M3 KOHKpeTHOrO 
UCcTOYHMKa (“/MNN UCTOUHUKOB C OfMHAKOBbIM 
npoucxowKsAeHvemM Vn aBTOpCcTBOM). OLeHKa 
BHYTP@HHeM = cormacoBaHHOCTN = oTAeNbHoro 
6noKa OHNaNH-uHdopmMauun HanpaBneHa Ha 
ycTaHOBNeHue Toro, ABNAeTCA NU UHdopmaunA 
nOocnefOBaTeNbHON VU COrMmacoBaHHOW cama NO 
ce6e. BHyYTpeHHe cormacoBaHHbiIN OnoK UHdop- 
Malu wnu BCA UHdopMalvA B COBOKYNHOCTU 
He JOMKHbI NPOTUBOpeuNTb Camu cebe. 


BuewHee nogTBepxgeHue 


BHelwHee nofTBepxfeHVe O6ecneuuBaeTcA UH- 
dopmaunei, KoTOpaA HaxogVTcA BHe Camoro 
LuUdpoBoro Matepuana, HO COBNaflaeT C ero CO- 
flepxkaHueM Vi TeM CaMbIM NOATBeEp*KAaeT ero Uc- 
TUHHOCTb, 


PaccnegoBaTenbcKun aHann3 


PaccnegoBaTenbcKuN aHanu3 — 3TO NpakTuKa 
paccMOTpeHNA M UHTepnpetTayun dakTnYeckonN 
UHdopmayvu ANA dopmynupoBaHuaA npeg- 
M@THbIX BbIBOAOB, UMeIOLMX 3HaYeHMe ANA Npu- 
HATUA PeWweHUN “NM NOcTpoeHuA ena. B cBa3u 
C OObeEMOM VU pa3NU4HbIM KaYeCTBOM OTKPbITbIX 
AjaHHbIX TpebyeTcA XOpOWIO cTpykKTypupo- 
BaHHbIi NOAXOg K aHanu3y. 


Nepeg nmpopefeHvem onpegeneHHbix BUYZOB 
aHasv3a OTKPbITbIeE MaHHble, BO3MO%KHO, Npu- 
feTcaA cHayana oOpabotatb. OOpabotka morKeT 
BKM1OYUaTb NepeBOs C VHOCTPaHHbIX AZbIKOB WIM 
arperupoBaHue pa3nuuHbIxX HaOopoB AaHHbIx 
AnA NOMOWM B aHanv3ze DeUCTBUM OTHeNbHbIx 
NM, MECT VU OObEKTOB, a TAKKE OTHOWEHU Un 
ceTev, nepemMelLeHUN, AeATeNbHOCTM WN TpaH- 
3aKLIUN. Koome Toro, OHA MOMKET BKIOYUATb V13- 
Me@HeHMe XapakTepa unu dopmata LUdpoBoro 
MaTepviana gona o6ecneyeHua ero coBMectu- 
MOCTU C OnpegeneHHbIM NporpaMMHbiImM O6e- 


160 Cm. HwKe B rnaBe VII 06 oTUeTe O pe3ymbTaTax. 


ere 


198. 


199: 


cneyeHvem. OOuve BUgbI COpaboTKN AaHHbIx 
BKOUaIOT: 


a) mepesog: ecnu AaHHble npe”ctaBneHbl Ha 
A3bIKe, HA KOTOPOM He FOBOPAT NULIa, NpO- 
BOAALIMe paccnefoBaHue, unu He OOpaba- 
TbIBAIOTCA ~MporpaMMHbIM oOOecneyeHMeM, 
HeoOxoAuMbIM ANA NpocmoTpa maTepuana, 
AjaHHbIe, BO3MO>%KHO, NpugeTcA nepeBectu, 
npexkae 4eM nNpeAnpunuMatb AanbHenwNe 
wary; 

b) arperupoBaHue: nuyam, NpoBOAAWMM pac- 
cnegoBaHue, MoxeT NOHafobuTbcaA Obbe- 
AMHUTb pa3snuuHble Habopb! AaHHbIX B OAUH 
6Oonee KpynHbi OnOK AaHHbIX, UTOObI Npoa- 
HasIU3UpOBaTb ero; 


c) mepedopmatupoBaHue: uTOObI cyAenatb 
AjaHHbIe Gonee yfoOHbIMu ANA noucka unn 
v3BNeueHUA, AVLYaM, NPOBOAAWMM paccne- 
AOBaHNe, MO*KeT NOHAAOOUTbCA U3MeHUTb 
dopmat Liudposoro matepuana. 


PexomeHgyetca OOpabatTbiBaTb TONbKO pabouve 
Konuu UndpoBoro MaTepuana, a He OpurMHan 
vnu ak3emMnnAp, cny*kalun AOoKazaTenbcTBOM. 
Jlio6yio ob6pabotKky UudpoBoro Mmatepuana 
cnepyeT AOKyMeHTMpoBaTb. Ecnu nuya, npo- 
BOAALMe paccnegoBaHue, VcnoNb3yloT LINd- 
poBble TexHonorun ANA O6paboTKN AaHHbIX, 
Hanpumep aHanu3upyloT AaHHble C NOMOLYbIO 
anroputmos, BKnio“aA OOpaboTKy MaTepuanoB 
Ha @CTECTBEHHOM A3bIKe MU rny6okoe obyYeHue, 
OHM AOMKHbI 3HaTb O PUICKe NpeAB3ATOCTU npn 
oOpaboTke Takux aHHbIx. 


Mocne o6pa6oTKu uHdopmaunA moxKeT ObITb 
npoaHanu3uposBanra. Mpogyktbl aHanuTnuueckon 
paOoTbl C OTKPbITbIMM AaHHbIMN byAyT pa3nu- 
YaTbCA B 3ABUCMMOCTH OT Len, Tuna U O6bema 
UHhopMalyWUu NepBOUCTOUHNKa, CPOKOB UX CO3- 
AaHua uv aygutopunu. Onn byfyT NoArOTOBNeHbI 
B COOTBeETCTBUM C NMoTpeOHOCTAMN paccneso- 
BaHMA UM MOryT BKMIOYaTb AVarpammbI, peztome, 
rnoccapuu, cnoBapu uv HarnagHble noco6ua, 
B TOM UUCNe KapTbI VU COcTaBneHue cxem'®©. 


JivyamM, MpoBosAuWWmM paccnegoBaHua, cne- 
AyeT NpvmMeHATb CTporve cTaHgapTbl ANA O6e- 
cneyeHuA OObeKTUBHOCTU, CBOe@BPEMeHHOCTH, 
AKTyYaIbHOCTMN MW TOUHOCTU AaHHbIxX UV BbIBOAOB, 
cofepkawjuxcA B aHanuTMuYecKux MaTepuanax, 
a TakKe ANA 3alViTbl KOHOUAeHLMaNbHOCTU Ul 
UcxogA U3 Apyrux coobparxkeHui, CBA3AHHbIX 
Cc MpaBamu YenoBeka, OCOOeHHO Npu paboTe c 
UHdopmayven, No3BONAIOWIeN yCTaHOBUTb nuu- 
HOCTb. Takylo UHoOpMaunio cneAyeT BKMIOYAaTb 
TONbKO B Te OTYETbI, B OTHOLUGHUM KOTOPbIX 


66 


200. 


201. 


202. 
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nuua, NpoBogAuiNe paccnegoBaHua, Nonyunnu 
cormacne BOBNeYeHHbIX ML MW TONbKO KOra OHA 
CnyKUT HenocpeACTBeHHOM Wenu paccnego- 
BaHua. Ee cnefyeT Take paccMOTpeTb B CBeTe 
npaBoBbIx WM dSTMUYeCKUX OFpaHnyeHui, cBA- 
3aHHbIX C ee UCNONb3OBaHVemM'"*'. 


B cnepytouynx pa3genax npvBefeHb! pacnpo- 
CTpaHeHHble BUAbl aHanv3a, KOTOPbIe MOryT 
ObITb UCNONb30BaHbI ANA AOcTuxKeHUA Lenen 
paccnegoBaHna C UCNOMb30BaHNeM OTKPbITbIX 
AaHHbIx. 


CpaBHuTenbHbiii aHanu3 u3z06paxKeHuih/ 
Bugeo 


CpaBHutenbHbIA aHanu3z wu HayyHoe cpaB- 
HeHve — 3TO Mpowecc cpaBHeHUA XapakTepn- 
CTUK OObeKTOB, AML, V/MnM MecT Cc Apyrumu He- 
V3BeECTHbIMU V/MNU U3BeECTHBIMM MaTepuanamu, 
Korga XOTA Obl OAUH U3 PaccMaTpUBaeMbIX Ma- 
TepuanosB ABNAeTCA UZ00parKeHNeM. ITO aHann3 
cogepxaHua uz00paxKeHUu uu Bugeo, BKNIOUaA 
3FIEMEHTbI CpaBHEHMA Pa3NVYHbIX 3NEMEHTOB U 
XapakTepucTuk, a TakwKe Ka4eCTBa UX U3Z00pa- 
*%KeCHVA VU BU3yasIbHbIX NapaMeTpoB (cBeT, Nep- 
cneKTuBa VU Ap.). XOTA MHOrMe HecneyMannctTpl 
CerOfHA 3HalOT OCHOBbI CpaBHUTeNbHOrO aHa- 
nu3a uz00paxKeHun, NOMOLYb KBAaNNdULNpOBaH- 
HOro UV AUNNOMMpoOBaHHOrO 3kKcnepTa B OONacTu 
KPUMUHanucTuyeckoro:) §=BUugeoaHanu3za u/unu 
UndpoBow KPYMMHaNUCcTUKU MOxKeT OKa3aTb 
cogencTBue B NpoBegseHuu HayYHoro aHanv3a, 
BKMIOU“aA SKCNepTHOe 3aKkmOUeHNe. TakaA 3KC- 
neptTu3a MoxKeT ObITb NoNe3Ha TakKe C TOUKI 
3PpeHMA NpvAaHuA AONONHUTeNbHOrO BeCa BbI- 
BOfaM B PpaMKax PaccneyOBaHMN HapyWweHun 
npaB YenoBeka UV Apyrux BUAOB paccnegoBaHun. 


UntTepnpetauyMoHHbii anann3s 
n3z06paxKeHnii/Bugeo 


Co cpaBHeHvem v3z00paxKeHuii/Bugeo CBA3aH 
VHTepnpeTauMOHHbIM = aHanu3z vu3z00parKeHui/ 
Bugeo, KOTOPbIN NpegnonaraeT aHanu3z LUNd- 
posBoro MaTepuvana ANA NOHMMaHMA ero BU3y- 
anbHoro cogepxaHua. Hanpumep, aHanu3 BbI- 
cTpenosB, PaH, KPOBU, TPAaHCNOPTHbIX CpeACTB, 
Opy>KUA MU BOCHHbIX OObEKTOB UNM aHanN3 CKO- 
PpOcTu ABUxKyLerocA TpaHCcnOopTHorO cpegcTBa 
unu BO3pacTa YenoBeKa — BCe 3TO ABNAeTCA 
YacTbIO ~VWHTepnpeTayMOHHOrO § aHanv3a 130- 


161 Cm. BbIWe B rnaBe Ill 0 npaBOBON OCHoOBe. 


aHasivi3a. 


163 OHCHR, Manual on Human Rights Monitoring, chap. 8 on analysis, p. 24. 


203. 


204. 


205. 


164 Orgnet, “Social network analysis: an introduction”. URL: www.orgnet.com/sna.html. 


OparKeHun/Bugeo. OH MoxeT ObITb NpoBeAeH 
aHanutTukamMu B LiIenAX paccnegoBaHuA nn6o 
KPUMUHanucTamu vnu cneuNManuctamn B onpe- 
AeneHHom oOnactu B cnyyae ycTaHOBNeHuA 
dakTOB B xoge cygeOHoro pa3z0upatenbcTBa “nn 
NO{FOTOBKM BbIBOAOB O HapylweHuu NpaB yeno- 
Beka. 


n POcTPpaHCTBeHHbI i aHanus 


MpoctpaHcTBeHHbIN unu reonpoctTpaHCTBeHHbIN 
aHanu3 MO%KeT BKMHOYaTb aHanv3 BU3yaNbHOrO 
KOHT@HTa M aHanu3 MeTafjaHHbIx MaTepuanos, 
cogepxauyux reorpadvuueckne KOOpANHaTbI 
unu reorpaduyeckue Ha3BaHuaA. lMpoctpar- 
CTBeHHbIM =aHanu3 MpegnonaraeT v3yyueHve 
pa3nUu4HbIx OObeKTOB MU OCOOeHHOCTeN NaHy- 
Wwadta B NOAXOAAWWemM pa3pelwweHuN MU CcBepKy 
cO CNYTHUKOBbIMY “UM ApyrumMu vu3z06parKe- 
HAMM, FTeOAaHHbIMM UV KapTamu, VHdopmaunen 
O COOTBeTCTBYIOLIeEM Aene UU KOHTeKCTe, a Tak>Ke 
UHCTpyMeHTamu _reorpaduueckon UHdopmaLn- 
OHHON cuctempI'®. 


CoctaBneHne KapTbi felicTByroOWMx AN 


CoctaBneHve kapTbl AeNCcTByIOLUX Nu — 
3TO TeXHUKa, HeOoOxosvmaA ANA NOHUMaHuA 
KnOUeBbIX AeNCTBYIOWWNX NU UM BbIABNeHNA 
BNaCTHbIX OTHOWCHUM UW KaHanoB BnuaHua'®?, 
Takum 06pa3oM, BCe HauNHaeTCa C ONPeAeneHna 
OCHOBHDbIX AeUCTBYIOLUX AML UW Nocnegyoulero 
COCTaBNeHMUA CXeMbI OTHOWEHUN Mexkay HUMU. 


AxHann3 CouManbHbIx ceTen 


Mogo6Ho coctaBneHulo KapTbl AeNcTByloLWNx 
NM, AHANUZ COL|MaNbHbIX CeTeM — 3TO COCTAaB- 
meHue CXeMbl MW OLIGHKA OTHOLWEHUM Mex*Kay 
niofbmu, rpynnamu, opraHv3auWAMu, KOM- 
nboTepamu, URL-agpecamn uw gpyrumu cBa- 
3aHHbIMU OObeKTaMN UHdopMayuu/3HaHu'™. 
Joan uw rpynnbl yuacTto Ha3biBaloTcA y3namu, 
a CBA3N NOKa3bIBalOT OTHOLWWeCHMA Me*KaY y3- 
namu. Avanu3 COUWMaNbHbIX CeTeN WCcnoNb3yeT 
CBA3U B COWWManbHbIX CeTAX M Ha Apyrux MO- 
OUNbHbIX “nN Beb-nnaTbopmMax ANA ycTaHOB- 
N@HUA VU NMOHUMAHMA B3AVMOOTHOLUGHUN Me*KaY 
nuuamu. AHanu3 faHHbIxX O CBA3AX MO*KET ObITb 
BbINOMHEH BPYYHY!IO IMLIOM, NPOBOAALIMM pac- 
cnegoBaHue, “NN C NOMOLbIO aHanuTMUYecKoro 
nporpammuHoro obecneueuna. 


Teorpaduyeckaa UHdoOpMal|voHHaa cucTteMa — 3TO KOMMblTePU3NpOBaHHaa 6a3a AaHHbIX ANA ynpaBNeHWA NPOCTPaHCTBeHHbIMM AAHHbIMU VM UX 
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206. 


CoctaBneHnue KapTbl AHUMQeHTa 


CoctaBneHue KapTbl VHUWQeHTa — 3TO aHanu- 
TUYeECKUN MeTOA, UCNONb3yeMbIN ANA yCTaHOB- 
Ne@HNA BPeMeHHbIX MU reorpaduyeckux cBA3e/ 
Me>*KAY Pa3sNVYHbIMM VHLINQeHTaMU, YTO B KOH- 
TeKCTe MeKAYHAaPpOAHbIX YyrONOBHbIX Mpecty- 
nneHun WU HapywieHvN npaB YeNnoBeKa MOKeT 
O3HaYaTb MECTO COBEPLUEHNA TaKUX HapyleHUN 
viv npectynnenuy, BKnioYaA NpegwuiectByrowue 
Mv nocnegyrouyue cobbituA. OHO TakxKe MOxKeT 
BKMIOUaTb COCTaBNeHNe KapTbl Apyrux 3Ha- 
4UNMbIX COObITUU, HanpvmMep re uv korga Obinn 
cgenaHbl 3aABNeHvA MpegnonaraembiImMu Nnpe- 
cTynHuKamn. 


207. 


Axann3 novepka copepwieHuaA 
npectynnenua/HapyweHna 


B  KOHTeKCTe HaLMOHaNbHOM NmpaBooxpaHu- 
TeNbHOM AeATeNbHOCTN NoOYepK COBepweHuA 
npectynneHua — 3TO Hanuune Habopa U3 AByx 
unu 6onee npectynneHui, 0 KOTOPbIX ObINO CoO- 
OOWeEHO NpaBooxpaHUTeNbHbIM OpraHam un 
KOTOpble ObINN BbIABeHbI MpaBooxpaHuTenb- 
HbIMM OpraHaMi UV KOTOPbIe ABMAIOTCA YHUKasIb- 
HbIMU, NOCKOMbKY UMelOT NO KpavHeN Mepe 
OAHy OOLylo YepTy: THN NpectynneHua; Aen- 
CTBUA NpaBOHapyuiuTenen unu nocTpagsaBlUiux; 
XapakTepUCTUKM NpectynHukKa (NpecTynNHUKoB), 
noctpayaBuiux unu wenen; 3a0paHHoe uMy- 
LIGCTBO; “nM MecTO ux coBepweHuaA'®?. AHano- 
TMYHbIM O6pa30M NoYepK COBepleHNA Npecty- 
MmeHui VU HapyWeHUi MOx*KeT ObITb yCTaHOBNeH 
B Me*KAYHaPOAHbIX YTONOBHbIX WeNax uv Aenax 
O HapylweHW“AX NMpaB YeNnoOBeKa Ha OCHOBE OT- 
KPbITbIX JaHHbIX. 


165 International Association of Crime Analysts, “Crime pattern definitions for tactical analysis”, Standards, Methods and Technology Committee White Paper 


2011-01, p. 1. 
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e3yNbTaTbI paccnefOBaHNA C VCNONb3OBaHMeM OTKPbITbIX AaHHbIX, KaCalolly- 
eca nu6o co6paHHbIix AaHHbIX, N60 BbIBOAOB, CAeNaHHbIX Ha UX OCHOBe, Mory 
ObITb NpeACcTaBNeHbI B YCTHOU, BU3yaNbHON UNV NUCbMeHHON dopme. 


Npv npvvnatTun peweHnua oO Tom: a) KakKOM dopmMaT UcnoNb30BaTb VU b) Kakne 
AjaHHble BKNIOYaTb, — AMWaM, NPOBOAALMM paccneAOBaHve, cnegyeT U3yuNTb, 
Kakue dopmatTb! Hav6onee yMeCcTHbI B COOTBeTCTBMM Cc UX MaHAaTaMNU u 
nogxofAaT ANA MpeANonaraemon aygAuTopun c yueTOM TakUx dakTOpOB, Kak 
TexHonormueckaA FPpaMOTHOCTb ayAMTOpMN MW AOCTYNHOCTb, OObeKTMBHOCTb, 
Npo3pauHocTb u 6e30nacHoctTb. 


oe 
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208. B HacToAwen rnaBe onucaHbl cnocoObl npepz- 
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cTaBneHuA unu COObUIeHNA pe3yNbTaTOB pac- 
cnefoBaHun Cc WCnONb30BaHUeM  OTKPbITbIX 
AaHHbIX, BKNIO“aA MeTOgONOrMUM, WCXOgHbIe 
AjaHHbIe MW aHanuTMueckne BbIBOAbI. Bo MHorMx 
cnyyaAx OTKpbITbIe AaHHble OyAyT NpegctaB- 
neHbl B TaHyeme c Apyrou undopmayuen, co- 
6paHHOW C NOMOLIbIO Apyrux MeTO{OB pac- 
cnefoBaHna. Mpe3zeHTayun MoryT NpWvHuMaTb 
pa3nuuHbie dopmbl, BKMIOUaA MUCbMeHHbIe, 
YCTHbIe VIN BU3yaNbHble OTYeTbI, “nu tobyto 
KOMOUHalUIo 3TUX opm. OTUeTbI MoryT ObITb 
MpegAva3sHayeHbl ~=ANA BHYTPeHHeroO = N0/1b30- 
BaHMA WM ANA BHeELWHeM nyOnuKayun u MoryT 
paccMaTpuBaTbcA Kak SKCNePTHbIe WN HedKC- 
nepTHble B 3aBUCMMOCTM OT pAga dakTOpoB. 
Mpu coctapneHun oTueToB cnepyeT yUuUTbIBaTb 
cnepyrolyve acnekTbl: 


a) TOUHOCTb: B OTYeTax CNeAyeT TOUHO Npeg- 
CTaBNATb COOpaHHble AjaHHbie'®. B Hux 
cnepyeT BKMIOUNTb ONpaBAaTenbHylO VH- 
dopmaunio, a TakxKe OOACHEHNE MI0ObIxX CO- 
KpaleHnn unu npobenos; 


b) atTpwv6yyuA: B oTYeTax CnegyeT YeTKO pa3- 
TPaHVYWTb KOHTeHT, KOTOPbI HaxXOAVITCA B 
OTKPbITOM OcTyne MU ABNAeTCA HeceKpeT- 
HON UHdOpMayven OOulero xapakTepa, VH- 
dopmaynto, KOTOpaA ABNAeTCA CeKpeTHON 
VM NO VHbIM NPU4WHaM 3aKkpbITON, UV KOH- 


cBvgeTenen, noctTpagaBluuiux v uneHoB Ccoob- 
LIECTB, VM@IOLUNX OTHOWEHNe K OTKPbITbIM 
AaHHbIM; 


€) A3bIK: B OTUeTAX CNeAYeT UCNONb30BaTb Hel- 
TPanbHbIM A3bIK MW U36eraTb SMOLINOHANb- 
HbIX BbICKa3bIBaHUN. B HUX CNegyeT YeTKO 
v3znaraTb dakTbl, 6e3 3noynoTpebneHna 
SNUTeTAMN UV BbIPa3sVTeNbHbIMU CpevCTBaMI. 
Mpu HanvcaHuu oTyeToB cneAyeT ucnonb- 
30BaTb feHAeEPHO-HeTpanbHble ~=dopmy- 
nuposku. B wgeane nyOnuuHble oTyeTbI 
AONKHbI ObITb AOCTYNHbI Ha A3bIKaX NOCTPa- 
AaBuuiux COOSLIECTB B AONONHeHNe Kk NtOObIM 
OdULVaNbHbIM A3bIKaM, UCnONb3yeMbIM 
nuuamu unu opraHamy, NpOBOsAWMMN pac- 
cnefoBaHne; 


f) mpo3payuHoctb: B oTYeTax cnegyeT Y4eTKO 
yka3aTb, Kak paccnefoBatenu BbINoNHANN 
cBolo paboTy, KakOBbI ux env, AeNcTBUA 
M MeTopbI. OObINHO STO BKMIOYaeTCA B Pa3- 
Aen oTyeta, MOCBALIeHHbIN MeTOgoNoruu, 
HO TakxKe JOKHO CHYKUTb OPNeHTUpOM 
Ana onvcaHun no Bcemy TekcTy. OnucaHua 
AON KHbI ObITb MaKCUMasIbHO NpPO3payHbIMN 
VU He CO344aBaTb NPV 3TOM PUCKOB ANA 6e30- 
nMacHOcTu, Hanpumep Mpu packpbITUN KOH- 
ougeHunanbHou unpopmayuu. 


TeHT, OTpParkalolN cyKAeHNe UNU MHeHUe A. TucbMeHHbIN OoTUeT 
uu, NpoBogsAWux paccnegoBaHue, v/unun 
apyrux cneyvannuctos. Jivyam, npoBogA- 209. PaccnegoBaHue c UCnOnb30BaHNeM OTKPbITbIXx 


LMM paccnefoBaHue, vunu Apyrum nutaM, 
COOOWaIOLMM OO OTKPbITbIX MaHHbIX, cHe- 
AyeT TakKe NPOABNATb AOMKHYyIO OCMOTpI- 
TeNbHOCTb WM MonyyaTb COOTBeTCTBYIOLYNe 
pa3peWeHNA Ha UCNoNb30BaHNe KOHTeHTA, 
KOTOpbIN MOMwKeT NPVHAaANeKaTb ApyrumM 
nuuam, Hanpumep nytem obecneueHna Bcex 
HeoOxofuMmMbIX NMpaB WHTeNNeKkTyanbHON 
COOCTBeHHOCTH; 


Cc) MONHOTa: B BbIBOfAaXx CnefAyeT faTb YKa3aHue 
Ha NOIHOTY UCXOAHbIX MaHHbIx, OcO6eHHO 
ecu JaHHbIe HAMEPeHHO UCKIIIOUeEHbI, 


d) KOH@vgeHuManbHOcTb: HeCMOTpA Ha_ TO, 
UTO OHM HaiDeHbI B OTKPbITbIX UCTOUHMKaX, 
cnepyeT PpaccMoTpeTb, KakNe MaTepuanbl 
cnepyeT onycTvTb unu oTpefakTNpOBaTb 
nA 3alvTbl KOHduNgeHuManbHocTM un 
MUHMMU3aL|WN VHbIX PUCKOB, B YaCTHOCTU 
NOTeCHLVaNbHbIX PUCKOB ANA VUCTOUHUKOB, 


AaHHbIX MOrKeT ObITb NpegcTaBNeHO B MMCcb- 
MeHHOU dopme, YTO MOM*KeT BKAOUaTb BHY- 
TPeHHNe OTYeTbI WM OTYUeTbI ANA 3aKa34NKOB, 
a Tak>Ke nyOnuuyHble oTUeTbI. OHM 13 MeTOAOB 
npegctaBneHua aHanutTMyeckux BbIBOOB AB- 
NAe€TCA MUCbMeHHbIN OTYET, KOTOPbIN MO%KeT 
BKNlOUaTb, B YaCTHOCTU, OTYeTbI HMO, Komuccun 
no paccnegoBaHuio, Muccui no ycTaHoBneHuto 
dakToB UV OpraHv3zayvn OObegNHeHHbIX Haun, 
oTueTbI SKCNepTOB ANA cyga unu TpvbyHana'®’. 
OtKpbiTble LNdpoBble AaHHble YacTO WHTerpu- 
pyloTca Cc Apyrumu dopmamn oTKpbIiTbIx UV 3a- 
KPbITbIX MaHHbIX VW aHanu3a. B MNCbMeHHbIX OT- 
yeTax CnesyeT NpegACcTaBuTb aHanu3 COOpaHHon 
UHpopmauyuy, C TeM YTOObI CAeNaTb Normueckne 
BbIBOAbI, OL|HKM VU NporHo3bl. B Hux cnegyerT OT- 
pa3uTb HaflexkHylo MeTOsONOrMIO U OObACHUTb 
ee yeneBouw aygutTopuu. WcTMHHOCTb UM YecT- 
HOCTb UHbopmauuy, Nerx*Kalen B OCHOBe OTYeTA, 
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Cm. BbIWe B rnaBe II.B o MeTogonornyecknx NpuHUnax. 


167 B kayecTBe MpMMepa MVCbMeHHOFO OTYeTa O paccMeAOBAaHMN C UCNOMb30BaHVeM OTKPbITbIX LIMMPOBbIX AaHHbIX cM., Hanpwmep, Human Rights 
Investigations Lab, “Chemical strikes on Al-Lataminah: March 25 & 30, 2017 - a student-led open source investigation” (Berkeley, Human Rights Center, 
University of California, Berkeley, School of Law, 2018). 
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210. 


211. 


vumeroT pewatowjee 3Ha4eHve. HenpaBunbHble 
AjaHHbIe NpuBeAYT K HeNpaBuUbHbIM BbIBOAaM'®. 


B mucbMeHHble OTYeTbI CNegyeT BKMIOYAaTb CHe- 
Aylowyve pazfenbl, 3a UcKniO“eHMeM cnyuaeB, 
Korga eCTb O6OCHOBaHHaA MU cdhopmynupo- 
BaHHaA NpnunHa He AeNaTb 3TOrO, Hanpumep 
HeOOXOAMMOCTb COXpaHeHVA B TaHe HeKO- 


MOXKHO, NpvgAeTcA AaBaTb NOKa3aHUA B Kaye- 
cTBe CBugeTenen; Takum O6pa30Mm, NpegCTaBUTb 
CBOU paccnegoBaHuA B BUA yCTHbIX NOKa3aHMN. 
Alpyrne mopmbl ycTHbIxX OTYETOB MOTryT BKMOY"aTb 
npe3seHTayMun nepeg KOMUMCCMAMM NO yCTaHOB- 
neHulo UCTMHbI, dopymamu HMO, Hapogdbimu 
TpuoyHanamu unu Ha Meponpuatuax CMU. 


TOPbIX MeTOAOB, CNOCO6OB UM UCTOUHUKOB OH- 212. Jlw60e nuyo, KOoTOpOoMy HeoOxog_umMo yCTHO 
naiH-paccnegoBaHna: npeActaBuTb pe3ynbTaTbl CcBOero § paccnefo- 
a) wenn paccnegosaHuA: B oTUeTaX cnenyeT BaHVA C VCNONb3O0BaHNeM OTKPbITbIX MaHHbIX, 
ykKa3aTb Lien paccneqoBaHua Vi nerkalve B AOMKHO ObITb B COCTOAHUN YeTKO 1 TOUHO O6b- 
UX OCHOBE MaHAaTbI UNM UHCTpyKUNN 3aKka3- ACHVTb NPOBeAeHHy!0 UM paooty, BKNIOYNaA Npu- 
uuka, B TOM UNcne YeTKO chopmynupoBal- MeHeHHy!O MeTOgONOrMio MW UCcnoNb30BaHHble 
Hble, NOHATHbIE BONPOCbI UCCNegoBaHuA; WHCTpyYMeHTbI. ITO NMpvgactT AOMKHyIO BeCo- 
MOCTb YCTHbIM NOKa3aHUAM VU BbIBOAaM. 
b) MmeTogonoruaA: B oTYeTax cneAyeT yKa3aTb 
MeTOfbI UccnegoBaHua, HYTOObI oObecne- 213. B cnyyae cygebHoro pa30upatenbcTBa YacToO 
UNTb BO3MO%KHOCTb UX BOCNPOUZBeqeHUA VUMeHHO pykKOBOgUTenAM paccnefoBaHui npu- 
uv uTOObI ayAuTOpNA Morna NOHATb UHdop- XOMUTCA FaBaTb NOKa3aHUA, VU OHV AON KHbI ObITb 
Mauvlo = pe3ynbTaTbI paccnepoBaHui, B COCTOAHUN paccka3aTb O paboTe cBoux rpynn. 
BKmI0U4aA UX Chepy OXBaTa, UV OL|EHUTb UX O- fina aToro, KOHeYHO, HeEO6xogumo, UTOObI COHN 
CTOBEPHOCTb; 3Hanu, YTO AeNanu ux COTPyAHUKU, “ Morn OT- 
c) BbINONHeEHHbIe AeUMCTBUA: B OTYeTbI CnepyeT BETTE Ha BONPOeh! 0 BeINOAHAEMEN yHKUNAX 
BKMOU“aTb KpaTKOe ONUCaHUe BbINONHEHHbIX MN OGOCHOBAHNN M0G6bIX PeLEHN, KaCalOLUXCA 
qeicTBviA, VMeIOWMX cy”ecTBeEHHOe 3Ha- Ppamok paccnefoBaHna, ero MeTOAOB, NcnoNnb3y- 
YeHNe ANA BbIBOAOB UNM OL|eHKM Ka4ecTBa EMbIxX MHCTPYMeHTOB MI Ap. JIuya, NPOBOAMBLINe 
aHanu3a, BKmiouan gelicTeuA no onpenene- paccnegosaHve, MoryT BbICTyNUTb kak B ka4e- 
HUIO VICXODHbIX JaHHbIX, Toro, UTO 6bINIO Co- cTBe cBMgeTenen-SKcnepToB, Tak Ml OObINHbIX 
6paHo Ui UTO 6bino NpoaHanusupoBaHo; cBugetenen. CBugetenu-sKcnepTbl,  cuuTalo- 
uyweca Skcneptamu OnarofapaA cBoemy onbity, 
d) wcxogHble AaHHble WM UCTOUHMKU: B OTHe- 
3HaHUAM, HaBbIKaM, NOATOTOBKe, OOpa3z0BaHulo 
TbI CneayeT BKMIOUaTb ONMCaHNe UCXOgHbIX 
UNM COOTBETCTBYIOLIMM NMONHOMOUMAM, MOryT 
AAHHbIX, B TOM YNCHe UX UCTOYHMKN UM Kaue- 
ese AjaBaTb NOKa3aHUA O BbIBOAAX, K KOTOPbIM OHI 
‘ npvwsau, v Apyrux pe3ynbTatax aHanuTuyeckon 
e) mpo6enbi unu HeACHOCTM: B OTUeTAX CNeAyeT pa6orbl. O6bIUHbIe cBMgeTenu, Kak npasuno, 
yKa3bIBaTb s100bIe NpObeNnbI WN HeEACHOCTU orpaHvunpaiotca gave noka3zaHuih o daktax, 
B UCXOMHbIX MaHHbIxX UNM aHanu3e, KOTOpbIe B YaCTHOCTM © TeX, KOTOpbIe OHM HaGnioganu 
MOTYT ObITb CYLUECTBEHHbIMN A1A BbIBOOB; nuuno. 
f) pe3ynbTaTbI vu pekomeHAaUN: B OTYeTHI Cre- 
eT BKMOY“aTb UHTepnpetaynio paccnego- “ 
AY eee eee C. Bu3yanbHbii oTueT 
BaTeNAMU MaHHbIX VN BbIBOAOB Ha OCHOBe 
SHanhod ASHHbIX © YRosdHveM ClosopeKm 214. Busyanu3zauua faHHbIX — 3TO rpaduueckoe 


HOBDbIX Bepcui. 


YcTHbIN OTUeT 


Ecnu pe3ynbTaTbl paccnegoBaHua c ucnonb- 
30BaHMeM OTKPbITbIX AaHHbIX AONAYT AO cyza, 
nuuaM, MpOBOAVBWIMM paccnegoBaHue, BO3- 


npegctasneHue vHdopmaywvu B Buse, Ha- 
npumep, Avarpamm, rpadukos, Taonuu, KapT 
U WUHdorpaduku, KoTOpble ObecneunBaloT AO- 
CTYNHbIN cnoco6 yBugeTb UV NOHATb TeHAeHLIN, 
OTKMOHEHUA VM 3aKOHOMePHOCTM B AaHHbIx'®?. 
Crofa OTHOCATCA: AVarpamMbl u Apyrue rpadu- 
yeckNe mpefAcTaBneHuA AaHHbIX B MpocTpaH- 


168 C yyeTom OOCTOATENBCTB U TPeEOOBaHU KOHOUACHUMAaNbHOCTU PEKOMEHAYETCA NPOBOAUTb SKCNEPTHYtO OL|EHKY AVIA OOeCNeYeHNA TOUHOCTU MM Ka4ecTBa 
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AaHHbIX, a TAKMKE AHASIN3a VU BbIBOAOB, CHENAHHbIX Ha OCHOBE STUX JJAHHbIX. 


Npvmepbi Bu3yanbHoro oTYeTa B Pa3/MYHbIX KOHTeKCTaX BKMOYAaIOT LIMpPOBbIe MNaTPOpMbI, UCNONb3OBaHHbIe B KaYeCTBe AEMOHCTPaLMOHHbIX 
AokazaTenbcTB B Zene [poxypop npomue Axmada anb-Daku anb-Maxdu B MexAyHapogHom yronoBHom cyge u /poxypop npomue Canuma Jpkamuna 
Auawia u Op. B CneyanbHoM TpuibyHane no JIvBahy; AoKNag Cc NOAPOSHbIMU BbIBOAaMN He3aBUCUMON MexAYHAPOAHON KOMNCCU NO paccneAoBaHnio 
MpoTecToB Ha OKKYMMpoBaHHOM nanectuHcKoM TeppuTopun (URL: www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session40/Documents/A_ 
HRC_40_74_CRP2.pdf); BBC Africa Eye, “Cameroon atrocity: what happened after Africa Eye found who killed this woman’, BBC News, 30 May 2019 
(URL: www.bbc.com/news/av/world-africa-48432122/cameroon-atrocity-what-happened-after-africa-eye-found-who-killed-this-woman). Cm. TakKe B 
uenom paboTy opraHu3ayni Forensic Architecture u SITU Research. 
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215. [pyrne Bugpl Bu3yanu3ayun AaHHbIx BKOUaIT: 
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CTBe U BpemeHy; rpaduku (BKniouaa Te, KOTOpbIe 216. OtTKpbiTble GaHHble MoryT ObITb NpegAcTaBneHbl 
AeMOHCTpUpyloT MaTeMaTUueCKNe CBA3U, TeH- pa3nuuHbimu cnocobamu, HaunHaa C ayANOBn3y- 
AeHUNN wn OTHOWeHMA); CceTeBbIe rpaduKku, aNbHOro NOKa3a OAHOM Bugeo3anucu unu Beb- 
KOTOPbIe EMOHCTPUpylOoT B3aNMOOTHOWeHNA cata MW 3aKaHYWBaA WHTepaKTMBHbIMU, LNd- 
Mex*KAY Pa3snUYHbIMU AMLaMy; Vv CTaTUCTMYeCKNe POBbIMU UV OOOOLWEHHbIMA MyNbTUMeQUMHbIMU 
rpadukn uv quarpammpl. [pyxmepHbie u Tpex- npezeHTaymamu'’'. BuzyalibHaA AeMOHCTpal|vA 
MepHble KapTbl AA BU3Zyanuzalun CObEKTOB B M unnioctpaywn vnu YUndpoBble nnathopmpl 
npoctpaHcTBe MW BpemeHi, a TakxKe TOeXMepHbIe MOryT O6bITb UCnONb30BaHbI AIA NpeACcTaBneHuA 


UHhopMalywu Takum O6pa30m, YTOObI LeneBou 
ayguTopuu ObINno Nerye NMOHATb OCHOBHbIe 
dakTbl. Mpumepamu morytT cnyKuTb BpeMeHHbIe 
uikKasibl, COCTaBHble doTorpaduu (Hanpumep, 
360-rpafycHbIm 0630p MecTa npectynneHua) uu 
OTpegakTUpoBaHHble BuAeo3anucn. 


PEKOHCTPYKLMM pa3nUYHbIx OObeKTOB, BKMIO“aA 
mecTa NpectynneHun, TakxKe ABNAIOTCA NpuMe- 
pamu BY3yanu3zayuu AaHHbIx'”?, STM WHCcTpy- 
M@HTbI MOryT ObITb None3HbI ANA NOHMUMaHUA 
OONbLIUX OObEMOB AaHHbIxX, YTO YaCTO ObIBaeT B 
paccnegoBaHuAXx C VCNONb30BaHNeM OTKPbITbIX 
AaHHbIX, WN ANA NyYWero NOHUMAHUA CHO*KHbIX 217. B  cnyyae npefctaBneHvaA  Bu3yanu3zaunn 
dakTMYeckux OOCTOATENIbCTB. AiaHHbIx U MYJIbTAMeQUHbIXx HOKa3saTeNIbCTB B 
3ane cyga vnu Apyron nyOnuke nuuam, npoBo- 
AMBLIMM paccnefoBaHue, Heobxogumo NoHn- 


a) WHTeNNeKT-KapTbI: UHTeNNeKT-KapTa — 3TO MaTb, KaKUe TeEXHUYeCKNe BONPOCbI MOryT BO3- 
rpaduyecknn cnoco6 npegctaBnenna upen HUKHYTb, B TOM 4Ncne Kakue NNaThopMbI MOryT 
vw KOHWenuUun vu ux B3avmMocBA3U. WHTeN- nNOoHagoOuTbcA afBoKaTaM, YTOObI CAeNaTb ux 
NekT-KapTbl CTpykKTypupyloT UHdopmaLnio npe3eHTaly|Wu MaKCUManbHO none3HbIMY ANA 
Takum o6pa30m, 4TO ee Nerye aHanu3nupo- nuu, ycTaHaBnuBalouux dakTbl. Mpu Bbi6ope on- 
BaTb, OOO6WaTb MW MOHMMaTb. OHN YacTO TUMaNbHON MOpMbI Npeg_CcTaBNeHNA UCXOAHbIX 
BKMIO“alOT OOBACHEHMe Toro, Kak ObINN OO- AaHHbIX cnepyeT yYUTbIBaTb YeNbIA pA dak- 
HapyKeHbl UCXOAHbIe DaHHble; TOPOB. K Takum dakTopam OTHOCATCA LIeneBaA 


ayQuTOpuaA “ ypoBeHb ygoOctBa ANA Hee No- 
TeHLUMaNbHbIX POpMaToB, a TakyKe ee cnoco6b- 
HOCTb NOHUMaTb coobujaemyto UHdopmayuio'””. 
B KOHeEYHOM MTOore BCe Npe3eHTAaLWM AOMKHbI 
CNOCOOCTBOBaTb AOCTU>KeHUIO Lien OCBeLIeHNA 


b) cxembl: cxemMa — 93TO rpaduyeckoe npep- 
cTaBneHve nocnegoBatenbHocTu cobbiTun, 
TaKMX Kak Lar, 3aNO%KeHHbIe B aNrOpuTM, 
pa6bouvi npoyecc wnu aHanoruuHbie npo- 


meeeel; dakTOB, OTHOCALIMXCA K Aeny, TAKUM OOpa30M, 

c) wHoorpaduka: unporpaduka — 3To unmio- uTOObI OHY UMeNN AOKa3aTeNbHylO CUuNy MU He 
CTPUPOBaHHOe NpeACcTaBneHve UAeU VMN ObINN NpUCTpacTHbIMU, VU AOKHbI COOTBETCTBO- 
KOHLENLIMY;; OHA MOET ObITb UCNONb30BaHa BaTb lopvAnyeckum VU 3sTUYeCKUM TpeboBaHNAM 
Ana mpegctapnenua cTatTucTuYecKOoN VH- lOpUCAUKUUN, B KOTOPON NpeAcTaBneHa UHdoOp- 
dopmaunn. Mauna. 


Cm., Hanpumep, nnatbopmy International Criminal Court Digital Platform: Timbuktu, Mali (pa3pa6oTaHa SITU Research B KayecTBe pecypca Ana 
gena Anb-Maxou 8B MexgyHapogHom yronoBHom cyge). URL: http://icc-mali.situplatform.com. Cm. Take pa3HooOpa3Hble OHNaiH-paccnegoBaHuA C 
VUCNONb3OBaHNeM OTKPDITbIX AHHbIX VU BU3YaNbHble OTUETbI O HUX Ha calte Forensic Architecture. URL: https://forensic-architecture.org/methodology/ 
osint. 


Tpynna By3yanbHbix paccnefoBaHuin «HbIo-Vopk Taimc» nogroTosuina pag Bu3yanbHbIx OObACHEHUM, NpeAHA3ZHa4eHHbIX ANIA OOOOWEHNA OTKPDITbIX 
OHNaH-AaHHbIX, COMeMCTBNA aHANV3y CNOMKHbIX MHLVACHTOB M COCTaBNIeHUA OTYETOB O pe3yNbTaTAaX, XOTA OHM He NpeAYCMOTPeHbI ANA UcnoNb30BaHUA 
B cyge. Cm., Hanpymep, Nicholas Casey, Christoph Koettl and Deborah Acosta, “Footage contradicts U.S. claim that Nicola4s Maduro burned aid convoy’, 
New York Times, 10 March 2019 (URL: www.nytimes.com/2019/03/10/world/americas/venezuela-aid-fire-video.html); Malachy Browne and 
others, “10 minutes. 12 gunfire bursts. 30 videos. Mapping the Las Vegas massacre’, New York Times, 21 October 2017 (URL: www.nytimes.com/video/ 
us/100000005473328/las-vegas-shooting-timeline-12-bursts.html). 


Cm. Alexa Koenig, “Open source evidence and human rights cases: a modern social history’, in Digital Witness: Using Open Source Information for Human 
Rights Investigation, Documentation and Accountability, Sam Dubberley, Alexa Koenig and Daragh Murray, eds. (Oxford, Oxford University Press, 2020), 
pp. 38-40. 
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Tepmuubi uv onpefeneHua, KoTOpbie NPUMeHAIOTCA B paMKax paccnegoBaHnun c 
UcnoNb30BaHVeM OTKPbITbIX HAHHbIX WIN KOTOPbIe MOryT BCTpeuaTbcaA B MMeto- 
LUX OTHOLUeEHNe K paccnegoBaHulo NNN CBA3aHHbIX C HUM pecypcax. 


oe 


Npotokon Bepknn no BegeHuio paccnefoBaHui C UCNONb3OBaHNeM OTKPbITbIX LIUPOBbIX JaHHbIX 


218. B HacTOAWen rnaBe cogeprKatTcA TepMUHbI VU 
onpefeneHua, KOTOpPbIe MOryT ObITb NoNne3HbI 
nuuWaM, NPOBOAALWUM paccnegoBaHna Cc UCcnONb- 
30BaHMeM OTKPbITbIX HaHHbIX. He Bce TePMUHbI 
UcnosNb3ytoTca B [lpotoKone, HO OHM BKMOUeHbI, 
NOCKOsIbKy MOryT BCTPeuaTbCA B VMeIOLUMX OT- 
HOWeHNe K PpaccnepsOBaHMlO WM CBA3ZAHHbIX C 
HMM pecypcax. 


AgMuHucTpayuwA = =6agpecHoro”—=_—s MpocTpaHctBa 
WntepuHeta (IANA): opraHv3ayna, KOHTpONUpyrolaA 
npucBoeHve I|P-agpecoB, HOMepoOB aBTOHOMHDbIXx 
CVICTeM UV CUCTeM JOMeHHbIX UMeH NO BCeMy MUpy. 


Agpec wHTepHet-npotokona (IP-agpec): nioboe 
UudpoBoe yctTpomctTBo, nmogKniouaoujeecA kK 
UnTepHety, umeeT IP-agpec. CywecTByeT gBa Tuna 
IP-agpecos: IPv4 (32-O6uTHOe uucno) u_ IPV6 
(128-6uTHOe uncno). IP-agpec moxkeT “cnonb30- 
BaTbCA ANA UAeHTUduKayWN KOMNMbIOTepOB U Apyrux 
ycTpoucts B MHTepHeTe. 


Anropuvtm: y4eTKO OnpegeneHHaA npouesypa unu 
HaOo0p WHCTpyKUWM, KOTOpPbIe NO3BONAIOT KOMMbIO- 
Tepy peluVTb 3agayy VNU OTPearMpoBaTb Ha 3apaHee 
onpeeneHHbin CleHapun. 


AHOHMMM3auyMaA: mMpouecc, AenawuMn HeBO3- 


MOMKHON UDEHTUUKALNIO KOHKPeTHOPO MLA. 


BnokueliH: TexXHONOrMA, OCHOBaHHaA Ha KPUNTO- 
rpaduu, C NOMOLIbIO KOTOPON OTKPbITHIM pacnpe- 
AeNeHHbIN peectp, COCTOALINN U3 «ONOKOB», MO*KET 
UCnONb30BaTbCA ANA SdbekTuBHOU, Bepuduyupy- 
€MON UV NOCTOAHHONM 3anucu Onepaynn MexkvYy ABYMA 
CTOPOHaMU NU OpraHu3zayvamn. 


Bonbuime faHHbie: OonbuINe MaccuBbI AaHHbIX, 
KoTOpble MoryT ObITb NpOaHaNU3upoBaHbi ANA OOHa- 
pykeHUA KOppenAuWN mMexkKAY eAVHUWaMUM AaHHbIx 
UW BbIABNeHUA 3aKOHOMePHOCTeM, KOTOPbIe MOryT 
nNOoMOub B MporHo3supoBaHuu. OCHOBHbIMM Xapak- 
Tepuctukamu GonbuuiNx AaHHbIxX ABNAIOTCA OObeM U 
CHOMKHOCTb. 


ByneBbia movckK: meTog nouvcKka B UHTepHeTe, 
KOTOpbIM MNO3BONAeT MONb30BaTeNAM KOMOUHUpO- 
BaTb KmlO“eBbIe CNOBa C ONepaTOpamu unin MogM- 
oukaTopamyu (Hanpumep, U, HE, WIV) ana cykeHua 
pe3ynbTaTOB NOUCKa U, TAKUM OOpa30M, NpeAOcTaB- 
neHuA Oonee peneBaHTHbIX V. KOHKPeTHbIX Pe3ysib- 
TaTOB Noucka. 


Be6-maak: mMexaHv3M ANA OTCNeKMABaHUA aKTVB- 
HOCTA WM geuvcTBu” Nonb30BaTenaA. BeOb-maAKu 
npegctaBnatoT coboW HebonbuioM Wu He3aMeTHbIN 
(3ayuactylo HeBYAMMbIN) SnemeHT Ha BeO-cTpaHuye 
(CTONbKO %Ke MaNeHbKUM, Kak OAVH Mpo3pauHbin 
nukcenb), HO Mpv ero oTOO6paxkeHuun Opay3epom 
AjaHHbIe O06 3TOM Opay3epe wu Ucnonb3yemMom 
KOMNMblOTepe OTCbINAaIOTCA TpeTbel CTOPOHe. 


Be6-ckpeiinuur: metTog v3Bne4eHuA OonbUIOrO 
KOIMNYeCTBa AaHHbIx C BeO-caiToB. 


nporpamMMHoe o6ecne- 
pa6oTy KOMMbIOTepHON 


BuptyanbHaA Malvina: 
yeHve, vmuTupyioujee 
CUCTeMbI. 


BuptyanbHaa YactTHaa ceTb (VPN): 3auimujeHHaa 
C€Tb WIM CUCTeMa 3aLUWLeHHbIX y3/10B, UCNONb3y- 
tOLUUX LUNMpOBaHue UU Apyrue npoueccbl 6e3onac- 
HOCTM ANA oGbecneyeHuA AOCTyNa K CeTM TONbKO 
ABTOPU30BaHHbIX NONb30BaTenen. Cetu VPN macku- 
pytoT IP-agpec u npegoTBpalyaloT NepexBatT AaHHbIx. 


Bnageney, gOmMeHHOrO MMeHM: NWO, KOoMNaHuA 
vn WHOM cyObeKT, KOTOpbie BNafeloT HOMeHHbIM 
UMeHeM MM Uicnonb3yl0T ero. 


Bo3sAywinbid 3a30p (du3snueckaA wsonayna): 
Korga LUNdpoBoe ycTpowcTBO He nogknio“eHo 
Hanpamyto K UHTepHeTy wnu Kakoi-nu6o ceTu, 4YTO 
o6ecneunBaeT 6e30NaCHOCTb UHbopmayun, XpaHaA- 
LUGNCA Ha STOM YCTpONCTBe. 


BpegoHocnaa nporpamma: BPeAOHOCHOe 
nmporpamMMHoe oOecneyeHuve, nmpegsHasHayeHHoe 
AA HaHeceHuA Bpega LINdpoBomy ycTpoUcTBy, CeTU, 
cepBepy “nu nonb3oBaTento. CylwjecTByeT MHO*Ke- 
CTBO pa3NVNY4HbIX BUZOB BPeAOHOCHbIxX Nporpamm, 
BkNIoYuaA BUPYCbI, TOOAHCKNe NporpaMmMbI, nporpam- 
MbI-BbIMOraTenu, PeKAaMHOe UV LUINVOHCKoe NO. 


BcemupHaa nmaytuHa (WWW): utdopmayn- 
OHHOe MPOCTPaHCTBO, B KOTOPOM AOKYMeHTbI U 
Apyrue Be6-pecypcb! o6o03HaYaIoTcA URL-agpe- 


camu, KOTOpbIe MOryT ObITb CBA3aHbI MexKgAy COobON 
runepTeKcTOM VU AoctynHbI Yepe3 UnTepHer. Joctyn 
K pecypcam BcemupHonm nayTMHbl Mox*KeT OCyLectT- 
BNATbCA NOMb30BaTeNAMU C NOMOLWIbIO Nporpamn- 
Horo Npunor*KeHuA, Ha3bIBaemoro Beb-Opay3epom. 


BcTpoeHHbie MaHHble: AaHHble, XpaHALveca B 
UCXOAHOM dale unu Ha BeO-cTpaHue. 


fjanHble 0 Tpaguke: nioOple AaHHble, OOpabaTbiBa- 
emble C llenblo Nepegauu UHhopmaynn B CeTU aNeK- 
TPOHHbIX KOMMYHMKalWA vn gna BbICTaBNeHUA 
CY4eTOB 3a 3TM KOMMYHMKaluu. Takve AaHHble BKMIO- 
YaloT AaHHbIe, OTHOCALMeCA K MaplupyTuzayuu, 
BPeEMeEHU UNM NPOAONKUTeENbHOCTU CeaHCa CBABN. 


flapKse6: yactb WUnTepHeta, goctyn k kOTOpON 
BO3MO*KEH TONbKO C MOMOLIbIO CnelWanbHoro 
nporpamMMHoro) o6ecneyeHuA, YTO NoO3BONAeT 
nonb3OBaTenAM MU ONepaTOpaM CaWTOB COXpaHATb 
A@HOHMUMHOCTb UM OCTaBaTbCA HE OTCNEKUBAeMbIMU. 


flomeHHoe MMA: MeTKa, WgeHTUduynpyrowaa 
ceTeBow gomeH. B WUntTepHete MOMeHHbIE MMeHa 
dopmupytotcA B COOTBeTCTBUM Cc NMpaBunamu u 
npouesypamu cuctemb! AOMeHHbIX UMeH (DNS). Kak 
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npaBuno, HOMeHHOe UMA npegctaBnaAeT pecypc 
MUHTepHeT-npoToKona (IP), HanpYMep NepcoHasbHbIN 
KOMNbIOTep, Ucnonb3yeMbIN ANA Boctyna B VHTepHeT, 
cepBep, Ha KOTOpOM pa3MeLIeH Beb-calT, cam 
Be6-calT unu nto6on Apyron cepBuc, nepegsaBaembin 
yepe3 VHTepHer. 


fjparHet: B CeTeBOM KOHTeKCTe LINPOKaA aBTOMaTH- 
3NPOBaHHaa cuictema COopa unuv HabntogeHua. 


U3sbaTve MeTagaHHbIxX: TexHONorMmyeckui Npouecc 
yaaneHuA MeTagaHHbix “3 dana 6e3 npeobpa3o- 
BaHMA ero B Apyrnue dopmatpl. 


UntennektyanbHbIm aHanu3 AaHHbIX: NpakTuka 
MU3yYeHUA VM V3BNeYeHMA AaHHbIX U3 6a3 AAHHbIX C 
Wenbio nonyyeHuvaA cBegeHun unu HOBOM UHdop- 
Maun. 


WUxtTepHet-Kopnopaywa no npvcBoeHulo MMeH 
wu = Homepos (ICANN): opraHv3ayua, oTBeYa- 
tollaA 3a OOecNeYeHUe CTaOUNbHON uu 6e30nacHON 
padoTb! UHTepHeTa nyTemM KOOpAMHayuUu BeAeHUA 
HECKONbKUX 6a3 AaHHbIX, CBAZAHHbIX C VWMeHaMU 
MY YNCNOBbIMY NpoctTpaHcTBamMu VHTepHeta, “ux 


npouenyp. 


UntepHet-nposangep (UM): opradv3ayua, npezo- 
CTaBnaAloluaA Nomb30BaTenAM VHTepHeta ycnyru no 
Aoctyny kK VHTepHeTy ui ero Ucnonb30BaHuWo. 


UntepHet-dopym (TtakxKe M3BeCTHbIN Kak fOoCcKa 
o6cy>xfeHuii): Be6-caNT, Ha KOTOPOM NoMNb30Ba- 
Tenu MOryT pa3MeljaTb COOOLeEHNA VU BecTU Gecesbl. 
Ha dopymax o6bINHO 6onee ANUHHbIe COOOWeHUA, 
4eM B YaTaXx, U KOHTEHT Yale BCero apxuBupyeTca. 


Uvntepdeiic nporpammuposBannua npuno- 
eH (API): Kog, NO3BONAIOLWMN KOMNbIOTePHbIM 
nporpaMMaM B3avMOfeNCTBOBaTb Apyr Cc Apyrom. 


WxtpaHet: 4YacTHaA KOMNMbIOTePHaA CeTb, UCNONb- 
3yloujad WHTepHet-npoTokKonbl u ceTeBoe NOAKNio- 
YeHle AIA CO3QaHNA BHYTPeHHen Bepcun UnTepHeta. 


UckyccTBeHHbIi uHTennextT (UI): otpacnb nHdop- 
MaTUKM, NOCBALYGHHaA Pa3spaboTKe NporpamMm AA 
MalwMH, KOTOPbIe yu4aTCA PearMpoBaTb Ha Hen3- 
BeCTHbIe NepeMeHHble MU afaNnTUpOBaTbCcA K HOBbIM 
yCnoBUAM. 


Ucxogubiii dain: dain B ucxogHom dopmate. 


Kanua: cokpaljeHve ANA NONHOCTbIO aBTOMaTUYe- 
ckoro nyOnuuHoro TecTa TbtopuHra Ana pa3snuueHua 
KOMNMbioTepoB u niogen (CAPTCHA — Completely 
Automated Public Turing test to tell Computers 
and Humans Apart). Sto Tun Tecta «3anpoc—oTBeT», 
Ucnonb3yeMbIA B BbINUCHUTeNnbHOM TexXHMKe ANA 
onpefeneHuaA Toro, ABNAeTCA AIM NONb30BaTeNb 
4eNOBeKOM. 


Kpuntorpaduyeckaa nmognucb: matematTuyeckni 
npouecc NpoBepkU NOANMHHOCTU LNdpoBoro matTe- 
puana. Vicnonb3ya anropuitM, MOx%KHO CreHepupOBaTb 
Ba MaTemaTuYeckN CBA3AHHbIX KIIOUa: 3aKPbITbI 
w oTKpbitbiW. nA dopmupoBaHuaA LUNdpoBon 
nognucu ucnonb3yetca NporpamMuHoe obecneyeHue 
ANA co3qaHWA Xela SNeKTPOHHbIX AaHHbIX. 3aTeM 
3aKPbITbIA KMIOU VCcnONb3yeTcA ANA wWiudpoBaHua 
xeua. 


Kpuntorpadua: npaktuka uUndposoro KoOgNpo- 
BaHMA UNM AeKOANpOBaHuA UHhopmaynn. 


Kykv: HeO6onbuiow dparmMeHT AaHHbIX, OTNpaBna- 
eMbIA BeO-caiTOom u nvu6o xpaHumbIN B NaMATU 
KOMMbtoTepa NoNb30BaTenA, N60 3anNcbIBaeMbIN Ha 
Ack KomnbIoTepa AA Ucnonb30BaHUA Opay3epom. 
Kyku YacTo Heobxogumb! ANA SddekTuBHOrO pyHk- 
LMOHUpoBaHna Beb-caNTa — ANA CoxpaHeHuA npeg- 
NOUTeHUN NONb3O0BaTeNA Ha CaNTe U ero AMYHbIX 
AaHHbIX, UZ0aBNeHNA ero OT HEOOXOAMUMOCTM NOCTO- 
AHHO BBOAMTb AaHHble Np“ nocnes”yrouywx noceuje- 
HMAX. 


JlokanbHaa ceTb (LAN): coBokynHocTb UndpoBbix 
YCTPONCTB, NOAKMIOUeHHbIX K OAHON ceTUM B Onpege- 
NI@HHOM Ou3UueCKOM MECcTe. 


MawimHHoe o6yyeHne: BUA UCKyCCTBeHHOrO MHTeN- 
nlekTa, KOTOpbIN UCnONb3yeT CTaTUCTMYeCKUe METOAbI, 
uTOObI CO34aTb ANA KOMMbIOTepOB BO3MOXKHOCTb 
«yYNTbCA» Ha OCHOBe AaHHbIX, He 6ygyun cneuy- 
asIbHO 3anporpaMMUpoBaHHbIMlN. 


Metagauuble: faHHble O faHHbIx. OHM cofepxKat 
UHbopmaunto 06 3NeKTPOHHOM anne, KoTOpaa nu60 
BCTpOeHa B dawn, nu6o cBA3aHa C HUM. MetafaHHble 
YaCTO BKOUaIOT XAPAaKTEPUCTUKN UU UCcTOpUtO daiina, 
Takue Kak ero uma, pa3mep, AaTbl Co34aHUA VU U3Me- 
HeHMA. OHM MOryT ONMCbIBaTb, Kak, KOrfa “ Kem Obi 
coOpaH, co3MaH, UCnoNb30Basca, ObIN U3MeHeEH VU 
oTbopMaTupoBaH LNdpoBon dann. 


HectpykKTypupoBaHHbie aHHbie: jAaHHbie u 
UHbopmMaunA B Pa3snVYHbIX dopmax, He OpraHv3o0- 
BaHHble B CTporMmi dopmat, B CBA3BNU C YeM UX HeNerkKo 
oOpabaTbiBaTb UW aHanu3upoBatTb. Kak npaBuno, 3TO 
TeKCT, HO OHV TakxKe MOryT BKAIOYaTb U3Z00parKeHnA, 
ayguo- uv Bugeodannpl. 


O6nayHble BbINMCNeHMA: ONepaL|MOHHaA MOZeNb, 
no3BONAIOLAaA XpaHUTb, OOpabaTbiBaTb MU aHanu- 
3UPOBaTb AaHHble Yepe3 WUHTpaHeT unu VWnTepHert. 
CyujectByeT Tpv Tuna OOnakos: YaCcTHble, NyOnMuYHble 
v ruOpugHble. 


MosBepxHoctTHaa CceTb: YacTb WHTepHeta, KOTOpPAaA 
AOcTynHa Yepe3 M1060 Opay3ep u Nouck B KOTOpON 
OCYLIECTBNAeCTCA C NOMOLJbIO TOAaAMVLVOHHbIX NOUC- 
KOBbIX CUCTeEM. 
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NonckosBbiii po6ot (TakxKe Ha3sbIBaeMbIN NayKOM 
univ Kpaynepom): nporpamma, koTOpaA cucTemaTu- 
YeCKN NpOCcMaTpuBaeT CavTbI B VHTepHeTe B COOT- 
BeTCTBUM C aBTOMaTV3NpOBaHHbIM CKpUnNTOM AA 
3arpy3KU U VHAeKCALIUM NOCeELUICHHbIX CaNTOB. 


NoctaBuyuk Be6-ycnyr: opraHv3zayuA, NpesoctaB- 
natoulaa ycnyryv Vv npogyktTbl B UHTepHete, Hanpumep 
COLWasIbHaA CeTb. 


NporHo3Ho-aHanutTuYeckoe nporpamMMHoe 
o6ecneueHne: nporpammHoe obecneyeHue, Ucnonb- 
3yrolee anropuTMbI NPOrHO3MpOBaHUA VM MaLWHHOoe 
o6yyeHve ANA aHanu3a AaHHbIX C LieMbIO COCTaB- 
Ne€HVA NMPOrHO3OB OTHOCMTeNbHO O6yAyero unu 
HEV3BeCTHbIX COObITU UU BeNcTBUN. 


Mpotokon nepegaun runeptexcta’§ (HTTP): 
npoToKON, ne*Kalvn B OCHOBe VHTepHeTa uu onpege- 
NAIOLWNN NOPAAOK Nepegaun Wu nonyyeHuA AaHHbIx. 


MceBgoHumusaua: OOpaboTKka nepcoHasibHbIx 
AjaHHbIX Takum O6pa30m, YTO UHdopmauuA Gonbue 
He MOXKeT ObITb COOTHECeHa C KOHKPeTHbIM cyOb- 
€KTOM JaHHbIx 6€3 WcnoNb30BaHUA FONONHUTeNbHON 
uHbopmaunn. 


Cuctema fomeHHbix mmeH (DNS): 
NOMOLWbIO KOTOPOM perynupyertca 
HOMeHHbIX UMeH. 


cuctema, C 
npucBoeHue 


CouvanbHaad MWH>KeHeEpMA: NcuxXoNorMyueckoe MaHi- 
nynupoBaHve YenoBeKOM c wenbliO nonyyeHna 
H@CaHKUMOHMpoOBaHHOorO Aoctyna kK UHdopmaynnu. 
CxOfHO C XakKepCcTBOM, HO NpeANnonaraeT ucnonb30- 
BaHYe yA3BUMOCTM YenoBeka, a He TeXHUKM. Cyle- 
CTBYe€T MHO%KECTBO Pa3IMYHbIX BUAOB COL\WanbHON 
UH>KeHeEpUN, BKIOUAaA OULUVHT UV afpeCHbIA PULWUHT. 


CtTpyKTypMpoBaHHbie maHHbie: AaHHbie uwnu 
UHbopMalnA, KOTOPbIeE COOTBeETCTBYIOT CTporomy 
dopmaty B xpaHunue (OObINHO 3TO 6a3a AaHHbIX, 
HO MOXKeT ObITb MU HaOOp 3aNONHeHHbIX opm), c TeM 
uTOObI UX SNEMeHTHI ObINN AOCTyNHbI ANA OOpaboTKu 
VY aHanu3a. 


Tpekep: Tun KyKU, KOTOPbIN VCNONb3yeT BO3MO>K- 
HOCTN Opay3epa NO BeAeHUIO yueTa NOCeLYeHHbIX 
BeO-cTpaHUL, BBeEAeHHbIX KpUTepveB Nonucka UV T. 4. 
Kak npaBuno, TpeKepbl — 3TO NOCTOAHHbIE KYKU, 
KOTOpble BeAYT %KypHan AeNCTBUM KOHKpeTHOrO 
nocetutena. 


YHug@uyMpoBaHHbiIA yKa3aTenb pecypca (URL): 
mecTononoxeHue BeO-cTpaHuub! B UHTepHete. ITO 
TO ke CaMoe, UTO UW BeO-afpec. 


@Mopmat mepeHocumbiIxX AOKyMeHToB’ (PDF): 
mdopmat davnoB c OuWKCMpOBaHHbIM MakKeTOM, 
KOTOPbIM COXxpaHAeT dopMaT AOKyMeHTa (BKMIOUAA 
lupudTbl, WUHTepBanbl Ww u3z00paxKeHNA) He3aBu- 
CUMO OT NporpamMMHoro obecneyeHuA, ObOpyso- 
BaHMA UM ONepal|MOHHbIX CUCTeM, UCNoNb3yembIx ANA 
OTKPbITMA MW MpocMmoTpa 3TOrO AOKyMeHTa. Mpeo6b- 
pa30BaHve dana u3 ucxogHoro dopmata B PDF 
mMwaeT ero MeTagaHHbIX, NpesocTaBNAA CTaTMYHOe 
uz00paxkeHue AOKyMeHTa. 


Xew vnuw xew-3HayeHMe: BbINNCNeHNA, KOTOPbIe 
MOMKHO BbINONHUTb ANA mo6oro Tuna UNdpoBoro 
dana Ana co3q4aHuA OyKBeHHO-LINMpoBON cTpoKU 
@UKCMUpOBaHHON ANVHbI, KOTOPaA MOr*KeT ObITb 
Ucnonb30BaHa B KaYeCTBe AOKa3aTeNbCcTBa TOrO, 
uTO LUNdpoBon dain He ObiIn U3MeHEH. DTa CTpOKa 
OyfeT OCTaBaTbCA HEU3MeHHON Npu KarKAOM 3anycke 
BbIUNICNeHNA AO Tex Nop, NoKa dain He U3MeEHMTCA. 


LIu@poBoe coxpaHeHme: nonutuka u cTpateruy, 
HeoOxoAuMble ANA ynpaBneHuaA UNdpoBon UHdop- 
Maliveu c HenpexOAALWenN LIEHHOCTbIO UW ee XPAHEHNA 
B TeYeHNe AIUTeNbHOrO BPeMeHU, YTOObI UNdpoBaA 
UHbopmaunaA OblNa AOcTyNHa MW NMpwrogHa ANA 


Ucnonb30BaHMA =peAnonaraembIMY = NONb30BaTe- 
namu B OyAyuem. 
Liu@posow apxvB: KONNeKYWA AOKYMeHTOB, 


BeO-cTpaHWL| WAM 3NeKTPOHHbIX 3anNceN. DJTOT 
TePMUH TakxKe MOXKET O3HAYaTb OULMaNbHylo nM 
HeoguuManbHylo OpraHv3alnio, KOTOpaA OepeT Ha 
ceOA OTBETCTBEHHOCTb 3a COXpaHeHue UHhopmaynu 
uw oOecneyeHve ee AOCcTyNHOCTM ANA aBTOpN30- 
BaHHbIxX NOMb30BaTeNen. 


Yat: BeO-cavT B VHTepHeTe, NO3BONAIOLUNN NoNb30- 
BaTenAM BeCTU OHNaNH-becegbl B pexkKUMe peaslb- 
HOrO BPeMeHM. 


LudposBaHne: npouecc, FenarowWwn DaHHble HegO- 
cTynHbimu 6e3 Kmloua ANA pacluudpoBku. 


A3sbIK pa3smMeTKM rvuneptekcta (HTML): aA3bIK 
nporpamMmupoBaHuA, KOTOPbIA UCcnoNb3yeTcA ANA 
pa3pa6oTKu Be6-cTpaHU, HOCTyNHbIX C NOMOLIbIO 
Opay3epa. 


WHOIS: npotoKkon, no3BOnAIOWMYA oOnpegenutp, 
KTO ABNAeTCA BNagenbluemM KOHKpPeTHOrO AOMeH- 
HOrO VMeHU Ha OCHOBe OpraHu3ayuu, KOTOpaA ero 
3apeructpuposBana. Jivya, NPOBoAAWNe paccnep7o- 
BaHUA C UCNONb3OBaHUeM OTKPbITbIX FAHHbIX, MOrYT 
UCnNONb30BaTb MVHCTpyMeHT Noucka WHOIS kak 4acTb 
npouecca aHasv3a UV NPOBepKU UCTOUHNKa. 
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LWa6noH nnaHa OHNaNH-paccnegoBaHuA 


LUa6n0H OLYEHKN LNpoBbIx yrpo3 “ PUCKOB 


LUa6noH OL|EHKU LINpoBoro NaHAWadta 
@Mopma Ana c6opa OHNaH-AaHHbIx 


Kputepuv Ana npoBepku HOBbIX NHCTPpyMeHTOB 


oe 


Npunowenne | 


LUa6noH nnaHa OHNlaNH-paccnefoBaHnAa 


Homep paccnegoBaHua: 


ata oueHKu: 


KpaTkoe onucaHue paccnegoBaHna: 
npedmem, meppumopuanibnole u 
epemeHHble pamku paccnedosaHua 


1. 


Llenu u niakHupyemaad feaATesIbHOCTb 


Llenu u cmpameeua oHauiH-paccnedosaHu”, ad MaKe KOHKpemHbie OeuicMBUA C YKa3GHUeM CPOKO6 UX 
BbINO/IHeHUA. 


Pe3iome OWeHKM UMposoro NaHAwadta 


OueHka yudpoeozo naHowadma na uccnedyemou 2eozpaduyeckol’ MeppuMopuu, Hanpumep nonyNApHbIx 
COUUGJIbHbIX CemeU, MOOU/IbHbIX NDUIOx*KeHUU U Opy2ux MexHosIOzUU, a Make sIUY, UMeroU4UX Oocmyn K 3MUM 
Me€XHOJIO2UAM U UCNOJIb3YIOUUX UX. 


Ctpaterua CHMMKCHMA PUCKOB UM Mepbi Sal Tbi 


OcHoenble pe3ysibMamb! OUeHKU YU@posblx y2po3 U PUCKOB, a MakxKe CMpameeua BbIABeHUA MaKux yepo3, 
ynpaesieHus UMU U pea2UpOBaHUA Ha Hux. 


CoctaBnenne cniuicKa COOTBeTCTBYIOLUMX AeNCTBYIOLUMX JIN 


Cnucok cy6beKmoe, nepebimu OMpeazuposaewiuX Ha UHUUDeHM, KOoMopEle MozsU COopamb NomeHuuUAasIbHO 
penegaHmuolli, Ho 3amem ucYe3HyWUU OH/IAUH-KOHMeHM; YU@poewbix apxueos U NOocMaeujuKOB UHMepHem- 

u 6e6-ycrly2, KoOMOpbIe MOzyM UMeMb OpuU2UHa/IbHble Bepcuu UU OONosHUMeIbHbIe MemadaHHble 
OH/IGUH-KOHMeHMa U NepedaMb ux no 3anpocy Oo nNpedocmaeseHuU Nomowu. XomaA Heod@uyuasbHble NUYG, 
nposodawue paccmedoeaHue, MozyM He UMemMb fopuduYecKUX NOAHOMOUUE 3anpawiuBaMb 3aKpbIMele OAHHbIe, 
kKOHMakmMbI 6 cpede UUMepHem-nposalidepos, Mem He MeHee, MozyM ObIMb noNe3Hbl OA NoNyYeHUA OMBeEMOB 
Ha BONnpOcbI UNOMOWU Nosb30BaMeNAM B HaBU2auUU No UX Nnamq@opmam. 


@MyuHkuynu v o6A3aHHOCTN 


OnpedeneHue dyHkuul u O6A3GHHOCMeU YNeHOs epynnbl; KpoMe Mozo, cedyeM yKa3aMb KOOpOUuHamopa, 
komopblti 6yoem KoopduHupoeamb Oeticmeua 6 cemu. MoxHo makxe BKIOUUMb OUeHKy MOzO, KMO 
nomeHuuasbHo mMoxKem Hecmu OMBeMcMeBeHHOCM 6 cryYae BbIZ06a OA Oa4U NOKAa3GHUU 6 Cyde. 


Pecypcpb! 


Ouenka Kaopoéebix nompebHocmeti (kosUYeCcMeo JIU, NDOBOOALWIUX paccnedoeaHue, pasHoobpa3ue u 
UHK/103UBHOCMb NepcoHaa), a Makxe s06aA CneyuasIbHaA Nnod2zomoeka U CbopydosaHue, HeoOxodumple OA 
nposedeHua OHAUiH-paccnedoeaHull. 


AHoxymentayna 


KoHkKpemuble ykKa3GHUA O MOM, KGK U 20e 4/IeHAaM 2pynnol cnedyem OokyMeHMupoBaMe ceou OHNAUH- 
Oelticméus no paccnedoedHub. 
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NPUIOMEHUE | 


NPUNOMEHUE II 


Npunomenne il 


LUaGnoH OWEHKM UN®PoOBbIxX yrpo3 1 PUCKOB 


Homep paccnegoBaHua: 


ata oueHKku: 


Kpatkoe onucaHue paccnegosanua: 
npedmem, meppumopuanbnole u 
epemeHHble pamku paccnedoeanua 


Llenu paccnefoBaHua: 
1. Kakosbi Balu aKTMBbI? 


Jitogu (B paz6uske no reHgepy): 


MatepuanbHoe UMYLeCcTBO: 


HematepuanbHoe UMYLUeCTBO (Hanpumep, AjaHHble): 


2. KakoBbi Baw dakTopbi yasBumoctTn? 


3. Kakue TunbI yrpo3 MOryT BKNIOYaTb MCNONb3OBaHNe 3TUX PakTOPOB yASBUMOCTH VM HaHecTu yujep6 
BaluMM aKTMBaM? 


4. Kakue cy6bekTbI MOryT yMbILUeHHO HapyluuTb MH@opMalMoHHylo GesonacHocTb? 


A. KakoBbI UX UHTepecbl? 


B. KaKOBbI UX BOZMO>*KHOCTU? 


C. KakoBa BePOATHOCTb aTakn? 


5. Kakwe Mepbi No CHM>KeHUIO pu'cKa BO3SMOXKHbI/Lenecoo6pa3Hbli? Ectb 1M HeOOxOoAMMOCTb 
pearupoBaTb Ha pa3sM4Hble puck, C KOTOPbIMN CTaNKMBaloTcaA NpeACTaBUTeNN pasHbIxX reHfepoB? 
Heo6xogumo yuuTbiBaTb cnepyroulee: 

+ @u3nyecknn yuyep6 
+ LUndposon yuyep6 
+ TcnxocounanbHbin yuyep6 
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Npunomenne III 


LUa6noH OL|EHKM UN®posBoro NaHAwWagta 


Homep paccnegosBanna: 


ata oueHku: 


KpaTkoe onucaHue paccnegoBaHna: 
npeomem, meppumopuayibuble u 
gpemeHHble pamku paccnedosaHua 


Llenu paccnegoBanua: 


3ee300uka (*) o3HaYaemM, 4Mo AUYGM, NpOBOOALUM paccredoBaHue, cnedyem NDUHUMaMb BO BHUMAaHUe pa3nuYHble ~akmopbI, 6 YacMHOcMU 
603pacm, 2eHOepHy!0 NPUHAOeKHOCMb, MECMOHAXOxOeHUe U Opyeyio coomeemcmeyloulylo Oemoepaguyeckyio UN@opmauuW. 


= 


11. 


12. 


13. 


14. 


15. 


CooTBeTCTBYIOLIMe CTOPOHEI (T. €. KOHKPeTHbIe COOOLIECTBa, BOOPyKeHHbIe Fpynnbl UV Ap.). 
YkaxkuTe, CYLUECTBYIOT IM Mex*KAY CTOPOHaMN pa3nuuuA B UCnoNb30BaHNN TeXHONOrMN un 
B UX NpeAcTaBneHHocTn B MHTepHerTe B paz6uBke No reHsepy, BO3pacTy MM MHBanugHoctu. 


CooTBeTCTByIOLUNe A3bIKU (BKTHIOYAA CNeHF MU Apyrue UHCaNgepckue A3bIKI)*. 


Yacto ucnonb3yeMble NOUCKOBbIe CUCTeMbI* 


NonynapHble nnathbopmpl Col|WanbHbIx CceTen* 


Nonynapuble Be6-cautbl* 


Ucnonb3oBaHue/pacnpoctpaHeHue UnTepHeta (B pa30uBke No reHgepy, BO3pactTy VU Ap.) 


MpeAnouTeHiua B OTHOLUCHUN MOOUNbHbIX TeNe@OHOB/ONepaliVOHHbIx CUCTeM (B pa3zOuBkKe No reHsepy, 
BO3pacTy VU Ap.) 


NonynapHble moOunbHble npunoxKeHuA (B paz6uBke NO reHpepy, BO3pacTy UV Ap.) 


NoctaBuyy KU TENEKOMMYHUKaLWOHHbIxX YCAYT 


CBa3b: pacnonomeHne Wi-Fi/BbILUek COTOBON CBA3U 


CooTBeTCTBYIOLNe 3aKOHbI (CBOOOsa CNOBa, AOCTYN K UHhopMalywu, HENPUKOCHOBeEHHOCTb YaCTHON *KU3HN) 


CMU vu penoptepp! (npucyTcTBue B CeTu) 


OtKpbiTble 6a3bl MaHHbIxX (HaNpUMep, NpaBUTeNbCTBeEHHbIX JaHHbIX, HAHHbIX HI1O/uccnegoBatenei) 


MnatHbie 6a3bl DWaAHHbIXx (Hanpumep, NpaBuTesbCTBeHHbIX MaHHbIx, MAHHbIX UaCTHbIX KOMNAHU v/ 
vuccnegopatenen) 


Penpe3eHTaTUBHOCTb OHNaNH-KOHTeEHTAa (BKJIOUEHHbIE Ms UCKSIOUeHHbIE rpynnpbl) 
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Npunowenne IV 


®Mopma gna cOopa OHNaiiH-faHHbIx 


1. WUxndopmauna o nuye, npopogswem c6op 


= 
Wu 
= 
aL 
ira 
x 
(e) 
= 
= 
a 
E 


PaccnegoBaHne: 


Jiuyo, npoBpogawee c6op: 


IP-anjpec nua, npoBo”ALWero c6op: 


Hauano c6opa (oTMeTkKa AaTbI/BpemeHn): 


KoHeL C6opa (oTMeTKa AaTbI/BpemMeHy): 
2. Ljenepaa uvHdopmauynua 


Be6-agjpec (URL): 


UcxoguHbin kog HTML: 


CKpuHWoT: 


NonyyeHHble AaHHble: 
IP-anpec (agpeca): 
3. WUxndopmauna o nakete c6opa AaHHbix 


Uma daiina nakeTa cOopa AaHHbix: 


Cnucok xewei naketa c6opa gaHHbIx: 


Xew daina cnucka xewen nakeTa COopa AaHHbIx: 
4. Ucnonb3yempie cepsucpl 


MporpamMMubin npovyKt (npovyKtpl): 


Cepsuic BpemeHn: 


IP-cepsuc: 


WHOIS-cepsuc: 
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NpunoweHne V 


Kputepun AA NPOBepKM HOBbIX NHCTPyMeCHTOB 


XapakTepunctukun 


> 
uw 
= 
ie 
a] 
x 
e) 
= 
S 
ae 
= 


OTKPbITbI UN 3aKPbITbIA UCXOAHbIN KOA, 


MnatHbii unu 6ecnnaTHbIN NpoAyKT 


CpBegeHua o Bnagenbue (du3vuyueckom Aue WV KoMnaHnn), ero CBA3V WV MHTepe col 


MuHaHcupoBaHne (Kak U HACKONbKO XOPOLWO PUHAHCUpyeTca UHCTPyMeHT? KakOB BEPOATHbIN Cpok cny>*Ob! 
npogykta? 


Bonpocp! 6esonacHocTu 


KTo BNageeT UHCTPYMEHTOM WIN UCXOAHbIM KOAOM? 


ABNAeTCA JI UCXOMHbIN KO OTKPbITbIM UN 3aKpbITbIM? 


OcywectTBnAeTca NU He3aBUcumMaa NpoBepKa UHCTpyMeHTa? 


[ge OyAyT xpaHuTbcaA Bce COOpaHHble AaHHble? 


Y koro 6ygeT Aoctyn k coOpaHHbImM AaHHbIM? 


KakoBa UHdpactpykTypa 6be30nacHOcTM MHCTpyMeHTa? 


Kakue lopvguyeckune o6A3aTenbcTBa MOTYT NOBJINATb Ha 6e30NaCHOCTb UCNONb30BaHNA WUHCTpyMeHTa? 


Ecnu umeeT MecTO HapylweHue 3akOHa, CYLUECTBYeT JIM NpaBo Ha CpeACTBO NpaBOBON 3aLUTbI? 
Onepauonubie Bonpocb! 


KakoBbl yHKL|MOHAasIbHbIe BO3MOXKHOCTU MHCTpyMeHTa? 


Hackonbko UHCTpyMeHT yA0OeH B Ucnonb30BaHu? 


KaKOBbI BO3MO*KHOCTU noAAepmxku nosb30BaTenen co CTOPOHbI BNaseN bla, NOCTAaBLUMKa UNM WUHCTpyMeHTa? 


Kak 4acTo OcyLecTBNAeTCA OOHOBNeHNe MHCTpyMeHTa? 


Hackonbko UHCTPYMEeHT COBMECTUM C ApyrumMun cuctemamn? 
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